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Creditand Debit Cads

@ In 1988, David Chaumdescrited credit card paymentasan \act of
faith"
@ This isn't overly surgising:
o Your card details are entirely disclosedto the venda: canthe venda
be trusted?
@ Your purchasescan be tracked and linked back to you
o It is relatively easyto carry out card fraud on your account

@ What is more, it's only possibleto pay a merchant
@ So, shouldwe be usingsomethingelse?
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PayPal, Digital Escrav

@ PayPal etc. aren't much better..

o The recipient does not seeyour bank details, but PayPal does
e So, you needto trust PayPal
¢ PayPal addsunnecesse complication and chargesa transaction fee

@ There'sonebig commonproblem. . .the payerisn't anonymous
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There are severalreasondo introducea new technologyto handle
remote (and evenface-to-face)payment| digital paymentis a part of
our everydy® lives,and

@ The current systemcostsbanksbillions of poundsin fraud (charges
relatedbackto the customer)

@ The technologiesavailablenow are insecureand easilydefraudable
apat from being expensiveto use

@ It's currently simply more complicatedthan it shouldbe to make a
payment over the Internet

@ Legitimate usersshouldhavethe right to remainanonymous
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Cashis..
@ Quickto use
@ Simpleto use
@ Ubiquitous (anyone can useit, anywhere and giveit to anyoneelse)
@ Anonymous(well, nealy)
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What is Digital Cash?

@ Similar to Cash:

o (Ubiquitous) payment mechanism;severaldenominations
¢ Simple and quick to use
¢ Anonymous
@ But with extra functionality:
¢ Revolable anonymity
o Fairness(sometimes)

@ Sowhat is anonymit/?
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@ Surely legitimate usershavethe right to remainanonymous
e Their payment history, and purchasehistory, should be secret(Alice's
purchasingdecisionsmay a ect her in future)
o Any transactionsthat they have made should be unlinkable
@ But.. we can't allow this for all users
@ What about illegal transactions?We needto revealthe
perpetrator's identity for:

o lllegally purchasedgoods
e Money-laundering
¢ Blackmailing and Robbery

@ Therefae, it must be possibleto revole Alice's identity, but only
with the right permissions

Ealier digital cashprotocols protect Alice's identity unconditionally
This is too strongthe perfect crimeis possible
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Revolable Anonymity

The ideaof revolable anonymity was develogd shatly after Chaum's
rst paper on Digital Cash,through the ideaof pseudonymiy:

@ Alice's anonymiy is protected unconditionallywhensheacts legally
but

e If shecommitsany crimethen the Bank (or other parties) canact to
removethat anonymity

e This may happen automatically as a consequenceof somecrimes
(such as double-sgending)

@ It shouldbe possibleto either trace the destinationof suspicious
withdrawals (coin-tracing, or

@ ..to tracethe origin of coinsusedfor speci c purchases
(owner-tracing

o Davidaet al. (1997) amongstothers: no digital cashsystemcould
function correctly without both sats of tracing

@ A smallquestion: do userswant anonymity?
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Typesof Digital CashProtocol

All protocolswill generallyinvolveat leastthree participants: the
customer: Alice, the merchant: Bob, and the nancial institution (Bank).
Howevertheseare involvedto a lesseror greaterextent:

O ine Protocols

Online Protocols O ine digital cashprotocolsneed

Online protocols are thosethat the Bank to participate less:

will always needthe Bank to @ Coinsmay be stored with

participate in any stageof the sometokento prove validity,

transaction rather than havingto

They are generallyconsideredess contact the Bank

e cient than oine protocolsas o Encryptionmay be usedto

a result prove Alice's ownershipof a
coin

We generallyprefero ine protocols, but it is clealy di cult to not
involvethe bank at all, leadingto a compromise
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In 1982, David Chaum
suggestech protocol for
digital payment betweentwo
parties and a Bank

Alice rst choosesa random
x suchthat r(x), then blinds
the note

Sheunderg@sa standad
blind signatureprocedure
with the bank, and unblinds
a signednote at a later time
Problems?

@ The Bank needsto store a
list of \comprehensivelist
of cleared notes"

@ Alice remainscompletely
anonymous!

Chaum(1982): AnonymoudDigital Payment

Bob Alice Bank
Choose random x such that
1(x); form c(x (X
Sign c(x)=s'(c(x))
s'(c(x) Dehit Alice
Unblind Note: ¢'(s'(c(x)))=s'(x)
|
Check that
s(s'(x))=x, else stop
s'(x)
Check r(s(s'(x))).
else stop s'(x)
L Check r(s(s'(x))), else stop
accept Add to spenl‘ list, credit Bob
T
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Chaum,Fiat and Naa (1990)

@ In 1988, Chaumet al. providedan implementationof Chaum's
ealier protocol

@ The protocol is quite complexand isn't appropriate here, but still
givesAlice completeanonymity, unlessshedouble-sgndsa coin C,
in which casethe Bank cangain Alice's identity with high probability

@ Unfortunately, the propertiesof the systemmeanthat Alice could
colludewith a shopleeger to defraudit, or the bank could frame
Alice!
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@ An alternativeis pseudonymi, as suggestedly Chaum(1985)

o With pseudonymi, \an individualusesa di erent accountnumber
or “digital pseudonymwith eachorganization. Individualswill create
all suchpseudonymdy a specialrandom process.Information
further identifying the individualis not used'[8]

@ An exempla transactionmight involvea purchasebeing madeunder
a single-usepseudonymor a repeatedlyusedone, suchas a mobile
phonenumber

@ Unfortunately this placesa lot of trust in the holderof the
relationshipbetweenpseudonymand name,and could quickly
becomeine cient

@ Camenisctet al.(1996) haveextendedthis protocol to give
anonymousand public bank accounts

@ A better solutionis to give revolable anonymit to all participants
(perhapswith a fee?)
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@ Of course,many protocols have beendesignedor digital cash;the
one presentedhereis just one of them

@ Jakobssonand Yung's protocol providesrevolkable anonymity for
Alice, minimisesthe onlinerequirementfor the Bank, and seemso
be very secure

@ The protocol involvesa double-signatureon Alice's identity by the
Bank and an Ombudsmai from which her identity can only be
revealedwith the autharisation of a Judge

@ The protocol doesrely quite heavilyon the Ombudsman:can this be
helped?
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@ The protocol usesa standad public-key encryptionscheme(Ey; Dy)
for a userx, and a symmetricencryptionscheme(SEc ; SDx ), where
K is the sessiorkey

@ As suchthe protocol usesa standad RSA signaturescheme and
alsousesa one-way function f .

@ Alice hasa sessiorkey with both the Bank and Ombudsman.These
are chosenfrom the setsKg and Ko respectively Thereis a set
Xcoin Of possiblevaluesof x, discussedext!
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@ Alice beginsby selecting:
Ks 24 Kg
Ko 24 Ko
X 2u Xcoin
@ Shethen calculates:
fKggeank = Esank(Kg)
fKo Jombudsman = EOmbudsman(KO)
y = f(x)
fngo = SE(o(y)
fingank = EBank(id)
ff idgBank Ok, = SEx, (fidgBank)
..whereid is Alice's identity, and f xg is the encryptionof x. She
sends(f Kg gsank; f Ko Gombudsman; f Y9k, ; ff 1dgsankgk,) to the Bank.
Alice will alsoauthenticateherselfto the Bank by sendingher
encryptedidentity, SE, (id) to the Bank for later veri cation

© The Bank sendsthe quadruple
(f Ko Gombudsman; T YOk, ; ff idgsankOko; N) to the Ombudsmanwhere
n is a uniqguewithdrawal number
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Bank can now verify that Dgank (fidggank) = id, compaing the
valuewith that which Alice sent.
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y = SDxo (fygko)
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..and then sendsfidggank to the bank. Havingthis encryptedid, the
Bank can now verify that Dgank (fidggank) = id, compaing the
valuewith that which Alice sent.

@ The Bank and Ombudsmanthen undergoa blind-signatureprotocol,
producings = Sgank( ) in @ way that the Bank doesn't seey or
The Ombudsmarveri es this signature,sendsf sg = SE¢,(s) to the
Bank, and storesthe quadruple(n;y; Ko;fidgsank) asa recad of
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© The Ombudsmancalculates:
Ko = Dombudsman(f Ko Gombudsman)
y = SDxo (fygko)
fidggank = SDk,, (ff idgBank Ok, )
= Sombudsman(Y)
..and then sendsfidggank to the bank. Havingthis encryptedid, the
Bank can now verify that Dgank (fidggank) = id, compaing the
valuewith that which Alice sent.
@ The Bank and Ombudsmanthen undergoa blind-signatureprotocol,
producings = Sgank( ) in @ way that the Bank doesn't seey or
The Ombudsmarveri es this signature,sendsf sg = SE¢,(s) to the

Bank, and storesthe quadruple(n;y; Ko;fidgsank) asa recad of
the transaction

@ Havingreceivedf sgk,, the Bank sendsthis on to Alice, and stores
the quadruple(n; id; f sgk,; ff idgsankOk,) asa recad of the
transaction

@ Alice now calculatess = SDx, (f sgk,), veri es the signatureony,
and then saveg(x; s) asa coin.
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Now havinga savedcoin, Alice can spendit with a merchantor seller:
© Alice sendsthe pair (y; s) to Bob

Q@ Bob veri es the doublesignatures ony, then sendsa challengec to
Alice

@ Alice usesthe coin signaturefunction to generatea respnse
a = Scoin(X; €), provingthat sheownsthe secretkey of the coin, x;
this a is sentback

© Bob veri es the challengerespnse,and then checksthat no bank
robbery hasbeenreported. If the systemis oine (i.e., if coinsdo
not haveto be sentfor further veri cation), the coinis accepted.
Else:

©® The shopsends(y;s) to the Ombudsman,who veri es that the coin
hasn't expired,and that the signatures is valid

@ The Ombudsmanveri es that y is on a list of legal withdrawings for
the timeframe of the coin, and then sendsan acknovledgementback
to Bob

© Bob acceptspayment
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Jakobssonand Yung: Coin Deposit

At sometime in the future, Bob can, at his leisure,deposit coins. He does
this by sendingthe set(y;s; c;a) to the Bank. The bank ensureghat;

@ The signatures isvalidony

© The ansver a is a valid ansver to the challengec
© The coinis not expired

@ The coin hasnot alreadybeendeposited

If theserequirementsare met, the Bank credits Bob. Else,Alice's
anonymily may needto be revoled
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Jakobssonand Yung: Anonymilyy Revaation

If Alice is found to havecommitted a crime, suchasillegal purchase
doublespendingor robbery, the Bank can revole her anonymity:
@ The Bank hasto obtain a court order from a Judge (automated?)

for either a withdrawal sessiom (coin tracing), or for a coin serial
numbery (ownertracing)

o To what extent can a Judge ever be automated?

© The Bank sendsthe court order, with the applicablen or y, to the
Ombudsman

© The Ombudsmanchecksits recads and sendsback the quadruple
(n;y; Ko; fidgsank)
@ Now havingthe Ombudsman'ssessiorkey, the Bank can calculate
@ s = SDk,(fsok,)
Q VBank;Ombudsman(y;S) =1
%) fingank = SDKO(ﬁ ingankgKO)
Q id = Dgank(fidggank)
@ The Bank now hasthe triple (id;y;s), and can hencedetermine
Alice's identity for any withdrawal session
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ModellingDigital Cash: SimpleProtocols

Generallyuntil now, the securiy, privacy and other desiredproperties of
systemssuchasthis haveonly beenmodelledin the mathematicalbasis
(a few papersdo existfor electroniccommercegenerally)

@ However,it is possibleto model digital cashprotocolsin the
computationalbasic,using formal veri cation

o In this talk, I'll discussthe applicationof ProVerif to “simple'digital
cashprotocols

@ In the long run, I'll usethe Applied Pi Calculusto model digital cash
(and fair exchange)protocols

@ Aswith all protocols modelledin ProVerif, a digital cashprotocol
has preliminaies (encryption, signing, blind signing, etc), and
participant processes

o In the caseof Chaum'sprotocol, just Alice, Bob and the Bank

@ The dicult part isin modellingthe requirementsof the system!
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ProVerif Example

param traceDisplay=long.
We model digital cash proto-

colsaswith anyother protocols
modelledin ProVerif

Each model has preliminay
functions (encryption and de-
cryption, blinding, signing,
securiy preliminaies and re-
quirements, and an environ-
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“All' that is left isto de ne par-
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ProVerif Example

param traceDisplay=long.
free ch.

private free pch.

fun pk/1.

fun sign/2. fun verify/2.

encryption de- équatipn decrypt(encrypt(item, pk(skey)),
cryption  blinding signing, ~ Sewstem.
query attack er:skA.
environ-

ment process . (Participant Processes)
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encryption de-
cryption blinding signing

environ-
ment process

ProVerif Example

param traceDisplay=long.
free ch.

private free pch.

fun pk/1.

fun sign/2. fun verify/2.

equation decrypt(encrypt(item, pk(skey)),
skey)=item.

not skA. not skB.

query attack er:skA.

(Participant Processes)
process

new skA; let pkAl=pk(skAl) in

out(ch, pkA);

(processAlicg!processBolprocessBank)
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A SimpleExample:Chaum(1)

@ In David Chaum'sprotocol, there are only three participants:
Q Alice
Q Bob
© The Bank

@ This meansthe protocol doesn't do everythingwe needit to, but it's
good to model

let processAlice=

new x;

new c;

new note;

let note=blind(x,c) in

out(ch, encrypt(note, pkBK));

in(pch, signedBlindedNote);

if verify(signedBlindedNote,pkBk)=note then

new signedBankNote;

let signedBankNote=unblindsigned(signedBlindedNote,c) in

out(ch, encrypt(signedBankNote, pkB));
in(pch, signeditem);
let bobltem=verify(signeditem, pkB) in

0.
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@ In David Chaum'sprotocol, there are only three participants:

Q Alice
Q Bob
© The Bank

@ This meansthe protocol doesn't do everythingwe needit to, but it's

good to model

let processAlice=

new x;

new c;

new note;

let note=blind(x,c) in

out(ch, encrypt(note, pkBKk));

in(pch, signedBlindedNote);

if verify(signedBlindedNote,pkBk)=note then

new signedBankNote;

let signedBankNote=unblindsigned(signedBlindedNote,c) in

out(ch, encrypt(signedBankNote, pkB));
in(pch, signeditem);
let bobltem=verify(signeditem, pkB) in

0.

let processBob=
in(ch, encryptedPayment);
new item;
let anonNote=decrypt(encryptedP ayment, skB) in
if r(verify(anonNote,pkBk))=true then
(*dep osit phase*)
out(ch, encrypt(anonNote, pkBK));
in(ch, signedDecision);
if verify(signedDecision, pkBk)=accept then

out(pch, sign(item, skB)).
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let processBank=

in(ch, encryptedBlindedNote);

let blindedNote=decrypt(encryptedBlindedNote , skBk) in
let signedNote=sign(blindedNote, skBk) in

out(pch, signedNote);

(*dep osit phase*)

in(ch, encryptedPayment);

let anonNote=decrypt(encryptedP ayment, skBk) in

if r(verify(anonNote,pkBk))=true then

out(ch, sign(accept, skBk)).
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let processBank=

in(ch, encryptedBlindedNote);

let blindedNote=decrypt(encryptedBlindedNote , skBk) in
let signedNote=sign(blindedNote, skBk) in

out(pch, signedNote);

(*dep osit phase*)

in(ch, encryptedPayment);

let anonNote=decrypt(encryptedP ayment, skBk) in

if r(verify(anonNote,pkBk))=true then

out(ch, sign(accept, skBk)).

@ The harder part is proving securiy requirements

@ Many things (non-repudiation,unforgeability of coins) can be
assuredwith not and query

@ Someare more complex

o Anonymity requiresusageof the choice function to verify
observationalequivalence

o Fairnesscan useevents
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let processBank=

in(ch, encryptedBlindedNote);

let blindedNote=decrypt(encryptedBlindedNote , skBk) in
let signedNote=sign(blindedNote, skBk) in

out(pch, signedNote);

(*dep osit phase*)

in(ch, encryptedPayment);

let anonNote=decrypt(encryptedP ayment, skBk) in

if r(verify(anonNote,pkBk))=true then

out(ch, sign(accept, skBk)).

@ The harder part is proving securiy requirements

@ Many things (non-repudiation,unforgeability of coins) can be
assuredwith not and query

@ Someare more complex

o Anonymity requiresusageof the choice function to verify
observationalequivalence

o Fairnesscan useeventgis fairnessa digital cashrequirement?)
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@ Why Hasn'tit HappenedYet?
o PhysicalBarriers
o Other Barriers



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:

\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]

| why?



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]
| why?
@ Banksare the main problemin adoption of Digital Cash



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]
| why?
@ Banksare the main problemin adoption of Digital Cash

@ Millions (billions?) havegoneinto Chip and PIN, but fraud has
continuedto increasd?2]



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]

| why?
@ Banksare the main problemin adoption of Digital Cash

@ Millions (billions?) havegoneinto Chip and PIN, but fraud has
continuedto increasd?2]

@ The physicalinfrastructurein placenow (smat cards) would be ne
for digital cash,with somemadi cation



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]

| why?
@ Banksare the main problemin adoption of Digital Cash

@ Millions (billions?) havegoneinto Chip and PIN, but fraud has
continuedto increasd?2]

@ The physicalinfrastructurein placenow (smat cards) would be ne
for digital cash,with somemadi cation

@ But banksaren't willing to changethe systemthat's in placenow



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
only reacheda limited audience"[L1]
| why?
@ Banksare the main problemin adoption of Digital Cash

@ Millions (billions?) havegoneinto Chip and PIN, but fraud has
continuedto increasd?2]

@ The physicalinfrastructurein placenow (smat cards) would be ne
for digital cash,with somemadi cation

@ But banksaren't willing to changethe systemthat's in placenow
@ What is more..



Why Not?
o

What's StoppingDigital Cash?(1)

@ Despitehundredsof proposedsystems:
\. .. noneof thesesystemsmanagedto proliferatein the
marketplace,and most haveeither ceasedo existor have
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| why?
@ Banksare the main problemin adoption of Digital Cash

@ Millions (billions?) havegoneinto Chip and PIN, but fraud has
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@ The physicalinfrastructurein placenow (smat cards) would be ne
for digital cash,with somemadi cation

@ But banksaren't willing to changethe systemthat's in placenow
@ What is more.. candigital casheverbe ubiquitous?
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Peopleare not willing to adopt newtechnologies
o Chip and PIN is a good example

Do usersreallywant to be anonymous?

Everpneis wary that a newtechnologyto handletheir moneycould
not be trusted

Governmentseedto rst trust and (almost) force implementation

of a newscheme

° \there is little chancethat the world will everagreeon a
singleschemefor electronicpursesin the nea future" [3]

| 1997. Havewe progressedrom this?
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Peopleare not willing to adopt newtechnologies
o Chip and PIN is a good example

Do usersreallywant to be anonymous?

Everpneis wary that a newtechnologyto handletheir moneycould
not be trusted

Governmentseedto rst trust and (almost) force implementation

of a newscheme

° \there is little chancethat the world will everagreeon a
singleschemefor electronicpursesin the nea future" [3]

| 1997. Havewe progressedrom this?

@ Arguablythe best (only?) applicationof electroniccashis in remote
(Internet) transactions

©

©

©



Outline of this Presentation

© Future Work



Future Work

@ At the moment, ProVerif and modelling digital cashprotocolsin a
(relatively) high level



Future Work

@ At the moment, ProVerif and modelling digital cashprotocolsin a
(relatively) high level

@ Soon: modellingand veri cation in the underlyingApplied Pi
Calculus



Future Work

@ At the moment, ProVerif and modelling digital cashprotocolsin a
(relatively) high level

@ Soon: modellingand veri cation in the underlyingApplied Pi
Calculus

o Later: Investigationof;
e whether digital cashcan (should) be combinedwith fair exchange



Future Work

@ At the moment, ProVerif and modelling digital cashprotocolsin a
(relatively) high level

@ Soon: modellingand veri cation in the underlyingApplied Pi
Calculus

o Later: Investigationof;

e whether digital cashcan (should) be combinedwith fair exchange
e whether certain rolesin digital cashcan everbe automated



Future Work

@ At the moment, ProVerif and modelling digital cashprotocolsin a
(relatively) high level

@ Soon: modellingand veri cation in the underlyingApplied Pi
Calculus
o Later: Investigationof;

e whether digital cashcan (should) be combinedwith fair exchange
e whether certain rolesin digital cashcan everbe automated
o the possibility of a new digital cash protocol
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