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|dentity Escrow

@ Context: online service provider and a user
@ Properties: user anonymity and identity recoverability
@ |dea: escrow identity with a trusted party

@ Crypto solutions: Kilian and Petrank (Crypto'98), and
later other schemes:
o security relies on non-standard assumptions Strong RSA,
LRSW, etc.
o identity escrow authority can be realized by several
parties using “threshold crypto” (Desmedt etal.), but no
security proofs



|dentity Escrow: protocol approach

@ Based on standard public and symmetric key encryptions
@ Marshall etal. (FAST'03) protocol distributing trust
among several TPs:

o fails to provide anonymity and no countermeasures
against impersonation attacks by TPs

@ Our scheme:

o if at least one of the TPs is honest user's idenity will not
be revealed
o TP accountability in recovering dishonest user's identity

@ We analyse user anonymity in the applied 7 calculus



Our protocol

All communication is via anonymous channels

Comprises two protocols: sign-up and recovery

[+

Sign-up:
o User A generates a fresh service key.
o A chooses a sequence of token issuers T,,,..
which at least one is honest Th
o A constructs a service token ® 4 by interacting with the
token issuers, which she presents to service provider S
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Recovery:
@ In the event of a misuse, S recovers identity from ® 4 by

contacting all token issuers from A’s sequence

S does not learn A's sequence of service issuers when
presented with the service token



Sign-up protocol

© User A constructs a “layered” term ®,_1:

{servK[A], SymK31 }PKT‘.,1 ) SymKaz}PKTa2
SR }PKTan_2 ) SymKa,,,l }PKTan_1
© Asigns ®, 4, sends it to T,,, and receives 51:
[ { [ q>n—17 A ]signKA }PKTa,, ’ q:)n—l ]signKTan

© A sends 51 to T,,_, and receives 52:

[ { (bl’ SymKan—l}PKTan_17 ¢n—2 ]SignKTan_1



Sign-up protocol

©Q A repeats the previous step with T,, o Ty

© The resulting service token ® 4 is of the form:

...
[ {¢17 SymKan,1 }pK-,—an_1 ) qDn—2 ]signKTan_1
...symK,, } PKT,, servK(a] ]signKral
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Sign-up (n=4)

Alice Tl T2 T3 T4




Sign-up messages received (n=4)

Alice T T, Ts

q)l = [ { [ ¢37 A ]SignKA }pKTAv ¢3 ]signKT‘1

T4

q~)2 — [ { 617 SymKB}pKTg7 ¢2 ]K;

63 = [ { 627 SymKQ}pK7—97 q:)1 ]signK-,—9 |

= [{ @3, SYmK1}pKT17 Ser ViK[A] ]signKT1




Recovery protocol

@ Service provider S has a misuse evidence \IlservK[A]
o such as a set of requests signed by service key servKy)
@ S with the help of T,,,..., T,, “delayers’ the service
token <T>A to reveal the identity of the user



Recovery (n=4)




Recovery messages received (n=4)

S T T T3 Ty

[ ¢37 SymKiv wservK[A] ]signKy\1
I

[ ¢2> SYmK2> wservK[A] ]signKB

[ ¢17 Syng, wservK[A] ]signKT2

[ [¢37 A]signKAv wservK[A] ]signKT‘1




Formal Analysis

@ Using the applied 7-calculus by Abadi and Fournet
@ Equivalence-based specification of anonymity
@ The active (Dolev-Yao) attacker is implicit in the model

@ Syntax:

o Terms: names, variables, application of functions to
other terms.

o Equational theory: dec(enc(x,pk(y)),y) = x

o Processes: Q = vn.(out(c,enc(M, pk(n)));in(d,z); P")



Applied m-calculus

@ Operational semantics: structural equivalence (=),
internal reduction (—)

@ Operational labeled semantics (<):

vz.out(c,z)

Q vn.(in(d, z); P' | {eeMpk(m) ) 1)

O2), P {eneMo(o) /)



Applied m-calculus

@ A frame ¢ is a process of the form:

v ({" o} [ ")

Definition (Static equivalence)

For closed frames 1, ¢», we have p; =, ¢, if:

o dom(p1) = dom(p2)
o for all terms M, N, (M = N)yp; iff (M = N)p»




Applied m-calculus

Definition (labeled bisimilarity)

Labeled bisimilarity (=) is the largest symmetric relation R
on closed extended processes, where ARB implies:

® ¢(A) ~, ¢(B)
o if A— A then B —* B’ and ARB’ for some B’
o if AS A then B —*5—* B’ and ARB’ for some B’

@ Labeled bisimilarity is equivalent to observational
equivalence (Abadi,Fournet)



Analysis of the protocol

@ User anonymity:
o user's service token cannot be linked to his real identity

@ Expressed via observational equivalence:

@ a system containing at least two honest users A, B and
an honest token issuer Th is indistinguishable from the
same system where A and B swap their tokens.

o alternative formulation: a system with a user A and an
honest token issuer Th is indistinguishable from the
same system where A constructs an empty token with
the help of an oracle.



Analysis of the protocol

Theorem (User anonymity)

vK7h, Fia, fig. (A; out(ch, ®(A)) | B; out(ch, ®(B)) | Th)

~
~

vKh, ia, ig. (A'; out(ch, ®(A")) | B'; out(ch, ®(B')) | | Th)

<

@ Main effort is in proving static equivalence

@ Proved by reducing frames on both sides to a-equivalent
form:
o via lemmas expressing sufficient conditions for replacing
ciphertexts with fresh names



Aucxilliary lemmas

Given a closed term L in normal form and a frame vi.o in
normal form, and k € n if:

@ k occurs in o only as an encryption key argument.

@ L does not occur in o and s ¢ fn(o).
Then: vi.({{B /), }o) ~, vi, s.({*/x}|0).

o vio i/ k, vi.o t/ {L} pkky and m & fn(o)
® {L} k() and dec(x, k) do not occur in o.

Then vi.({{Hew / Y |o) ~5 vh, m.({™/}|o).




