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Most important theorems in the book

Theorem 1: Java is type safe.

The run-time types of local variables are compatible to the declared types.

Theorem 2: The Java compiler is correct.

The program semantics is preserved by the compilation scheme.

Theorem 3: The Java bytecode verifier is correct.

Bytecode which is accepted by the verifier does not violate run-time checks

(no type errors, no under- or overflow, no access to private fields, etc.)

Theorem 4: The Java compiler generates verifiable bytecode.

Bytecode from a legal Java program is accepted by the verifier.
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Die Java Virtual Machine (JVM)
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Java Bytecode Verification

Compiler

void main() {

  ...
}

   int i = 7;

7: iconst_1
8: istore 4

programs
type safeJava Programs

Bytecode Programs

accepted
by the
Verifier
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What means “type-safe”?

The program satisfies certain structural constraints (JVM Specification §4.8.2):

The program counter is always a valid code index.

No dangling pointers.

No overflow nor underflow of the operand stack.

Local variables are initialized before they are loaded.

Primitive operations have enough operands.

The operands are of the required type.

Existing fields of objects are accessed only.

The values of the fields of objects are compatible with the declared types.

Arguments of method invocations are compatible with the declared types.

No type violations at run-time.

Remark: No limits on memory and time consumption.

6



Java Bytecode Verification (Reality)

Compiler

7: iconst_1
8: istore 4

programs
type safeJava Programs

Bytecode Programs

accepted
by the
Verifier
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Example 1: Legal Java program rejected by all verifiers

public class Test1 {
int test(boolean b) {
int i;
try {

if (b) return 1;
i = 2;

} finally { if (b) i = 3; }
return i;

}
}

java version "1.3.0"
sun> javac Test1.java
sun> java Test1
java.lang.VerifyError: Register 2 contains wrong type

Kimera verifier: Security flaw: DFA_LOCVAR_WRONG_TYPE 684
in class file Test1
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Example 2: Legal Java program rejected by all verifiers

public class Test2 {
int test(boolean b) {
int i;
L: { try {

if (b) return 1;
i = 2;
if (b) break L;

} finally { if (b) i = 3; }
i = 4;

}
return i;

}
}

java version "1.3.0"
sun> javac Test2.java
sun> java Test2
java.lang.VerifyError: Register 2 contains wrong type
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Java Bytecode Verification = Static Analysis + Type Inference

int m(boolean b) { iload_1 () {1:int}
int i; ifeq A (int) {1:int}
try { iconst_1 () {1:int}
if (b) istore_3 (int) {1:int}
return 1; jsr S () {1:int,3:int}

i = 2; iload_3 () {1:int,3:int}
} finally { ireturn (int) {1:int,3:int}
if (b) A: iconst_2 () {1:int}
i = 3; istore_2 (int) {1:int}

} jsr S () {1:int,2:int}
return i; goto C () {1:int} // 2 mod. by S

} S: astore 4 (ra(S)) {1:int}
iload_1 () {1:int,4:ra(S)}
ifeq B (int) {1:int,4:ra(S)}
iconst_3 () {1:int,4:ra(S)}
istore_2 (int) {1:int,4:ra(S)}

B: ret 4 () {1:int,4:ra(S)}
C: iload_2 () {1:int}

ireturn // 2 contains wrong type
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Static analysis on the source level: “The rules of definite assignment”

x ∈ after(stm)⇐⇒ x has definitely a value after the execution of stm.

x ∈ before(stm)⇐⇒ x has definitely a value before the execution of stm.

SUN (Java Language Specification, 2nd ed.):

after(try stm finally block) :=

after(stm) ∪ after(block)

after(lab: stm) :=

after(stm) ∩
⋂
{before(break lab) | break lab can exit stm}

Stärk:

after(try stm finally block) :=

{x ∈ after(stm) | there is no x = exp in block} ∪ after(block)

after(lab: stm) :=

after(stm) ∩
⋂
{before(break lab) | break lab can exit stm} ∩⋂

{after(try s finally b) | break lab ∈ s, try s finally b ∈ stm}
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Main result

Theorem (Stärk, 2000):

For the restricted Java language, the compiler generates verifiable bytecode.

Proof.

Step 1: Extension of the compiler. Compiler generates Stack Maps.

Step 2: The generated Stack Maps represent a Bytecode Type Assignment.

Step 3: Bytecode with type assignment is type safe at run-time.

Step 4: Bytecode verifier computes principal type assignment. 2
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Types and subtypes of Java

Types of Java:

Primitive types: byte, short, char, int, long, double, boolean

Reference types: Classes, Interfaces, Arrays, Null

Subtype relation for reference types A � B:

A � A.

If A is a subclass/subinterface of B or A implements B, then A � B.

Null � A and A � Object.

If A is an array type, then A � Clonable and A � Serializable.

If A � B, then A[] � B[].
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Types and subtypes of the Bytecode Verifier

Types of the Bytecode Verifier:

Primitive: int, lowLong, highLong, float, lowDouble, highDouble

Reference types: finite sets of Java reference types

Object initialization types: InInit, (Class,Pc)new,

Return address types: retAddr(Pc)

Topmost type: unusable

Subtype relation: σ v τ :⇐⇒ one of the following conditions is satisfied:

σ = τ

τ = unusable

σ and τ are finite sets of reference types and ∀A ∈ σ ∃B ∈ τ (A � B)
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Bytecode type assignments

A type assignment with domain D for a method C/M consists of two families

(regTi)i∈D and (opdT i)i∈D of type assignments to local registers and the

operand stack such that:

T1. D is a set of valid code indices of the method C/M .

T2. 0 belongs to D.

T3. regT0 assigns the argument types of C/M to the local registers.

T4. opdT0 is the empty sequence (the empty operand stack).

T5. If i ∈ D and code(i) = K, then the constraint ϕK(regTi, opdTi) is true.

T6. If i ∈ D and 〈j, regS, opdS〉 is a successor of 〈i, regTi, opdTi〉, then

j ∈ D, regS vreg regTj and opdS vopd opdTj .

16



Bytecode type assignments (continued)

T7. If i ∈ D, code(i) = Ret(x) and regTi(x) = retAddr(s), then for all

reachable j ∈ D with code(j) = Jsr(s):

(a) j + 1 ∈ D,

(b) regTi vreg (mod(s) � regTj+1),

(c) regTj vreg (mod(s) �− regTj+1),

(d) opdTi vopd opdTj+1,

(e) if retAddr(`) occurs in mod(s) �− regTj+1, then each code index

which belongs to s belongs to `,

(f) neither ( , )new nor InInit occur in mod(s) �− regTj+1.

T8. If i ∈ D and retAddr(s) occurs in regTi, then i belongs to s.

If i ∈ D and retAddr(s) occurs in opdTi, then i = s.
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