Verifying Interoperability Requirements in Pervasive fayss

A research project at Birmingham, Liverpool and Glasgow

Abstract

This document arises from the proposal submitted for fugdis project. We have extracted the parts
relevant for the applicants to the PhD position in Birminghaln particular, the candidates can refer to
WP9 in page 8. In this document, the applicants will find anoididiction to the project (its context and
its aims), some brief explanations about the considered sasglies, and a detailed research programme
(section D). With regard to this research programme, catdglare invited to write up to two pages on their
understanding of, and their possible contributions to ttoggot.

A. Introduction

The success of pervasive computing depends crucially oalihigy to build, maintain and augmeiterop-
erable systemscomponents from different manufacturers built at diffarémes that are required to interact
to achieve the user’s overall goals. The aim of the projetd idevelop viable and appropriate techniques for
verifying interoperability requirements in pervasive &yas. This work will build upon existing techniques and
expertise in the areas of formal modelling and reasoning,veifi be motivated, validated and challenged by
case study scenarios from pervasive systems, which wilthroughout the project. Our approach to verifying
these properties is to identify interoperability requikmts for the interaction between the devices and their
environment. These requirements also introduce an impiolaster of abstraction allowing modularity in the
verification process: it suffices to show that each mobilaadewer fixed component meets the interoperabil-
ity requirements, and that the interoperability requiretseentail the desired high-level properties. To give a
flavour of the sort of questions we have in mind, considerdfee@mples:

1. service and device interaction-will my cardio-care service (heart monitoring, drug deliygstill work
while my PDA is getting data updates? Can granny’s activeétysers also be used to detect burglars?

2. security and privacy — are the low-level access control configurations adequaensure management-
level authorisation policies? Are visitors properly prated from accessing confidential information on
our wireless network? What are the consequences for myntexdtplan of restricting data to only my
doctor, excluding the consultant in London?

3. performance — will | get adequate video throughput when on the train? Wbilce data be prioritised?
How reliable is an remote assessment of a patient in a horeesetting when 30% sensors are down or
known to lose data?

We don'’t expect to answer all these questions about rea¢sgsby the end of the project, but we will be
able to tackle some of them. Our focus on interoperabiliureements makes it possible to adapt and extend
techniques (such as model checking and process calculchwiaive traditionally been used for verifying prop-
erties of small homogeneous systems, to large heterogersystems. To support this thesis, we will develop
techniques to verify properties concerning important aspef heterogeneous systensgcurity individual
andcollectivebehaviourperformanceandprivacy. We will use the formal techniques to verify the consequent
interoperability requirements, and evaluate their efiectess through case studies.

Our focus is on the verification afesigns in particular we focus on the design of basic component be-
haviours and the protocols which dictate access to themrardaction between them. It is important to note
our intention is not to develop pervasive computing systasisuch, but rather to draw motivation from, and
test our ideas in, a number of planned and existing systems.

The project brings together qualitative techniques, idiclg deductive methods, model checking, and ab-
straction methods, with quantitative techniques, ineigdprobabilistic and performance analysis, in order to
tackle the problem of verifying pervasive systems. We walibvestigating problems which are both new and
challenging (hence new techniques and methods will be medjyibut are still sufficiently close to existing
work that our established work provides a solid foundatmrsblving them. The outcomes will directly benefit
system designers, and indirectly, end users.
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B. Background

Current state of the art formal methods appear incapablemihg with the verification demand introduced by
pervasive systems, because reasoning about such systgmresecombinations of multiple dimensions such
as quantitative, continuous and stochastic behaviour ttobsidered, and requires proving properties which
are quite subtle to express (such as the questions 1-3 alhowmller to tackle this challenge, the project aims
to leverage the power of established techniques, notably

model checking: a logic-based approach to analysing properties of stateebaystems. There has been work
(some of which was carried out by the investigators) on esiters such aparametrised model checking
infinite state model checkirgndprobabilistic model checkingand this will be developed further within
the project.

using deduction and abstraction: two closely linked, approaches that can be used either teceethe verifi-
cation problem to a scale suitable for model checking, oattile the larger problem directly.

process calculi: high-level descriptions of interaction, communicatiom aynchronisation.

Part of our effort will involve pushing each technique fthbut the majority of it will be orpushing the
combination i.e. bending and synthesising the techniques to make tlenngeaningful results in our case
studies.

C. Case studies

Several case studies are planned; two of which are with mateollaborators. We will draw inspiration from
these case studies motivating our techniques as we devetop. tWe will then test our ideas on these case
studies. From such an application-driven research we il geal life’ experience of applying our techniques
in the field.

The case studies will be selected to exhibit the challenggsrification of pervasive systems in our chosen
themes including verification of security protocols (RFIBdalPM case studies) and access control systems
(MATCH and Scatterbox case studies), or analysis of cordiinm change impact (MATCH and Scatterbox
case studies).

The case studies will be drawn from three layers typical inifhervasive systems: application (MATCH
ans Scatterbox case studies), infrastructure and netWétki(and RFID case studies).

The TPM The Trusted Platform Module (TPM¥]is a hardware chip designed to enable commodity com-
puters to achieve greater levels of security than was pusifgoossible. There are 100 million TPMs currently
in existence P], mostly in high-end laptops made by HP, Dell, Sony, Lendhashiba, and others. The TPM
stores cryptographic keys and other sensitive data in iddgtd memory, and provides ways for platform soft-
ware to use those keys to achieve security goals. Applicaiftware such as Microsoft’s BitLocker and HP’s
ProtectTools use the TPM in order to guarantee securityepties.

TPMs are manufactured by chip producers, including Atmeba8com, Infineon, Sinosun, STMicroelec-
tronics, and Winbond. Itis specified by the Trusted Comgu@mnoup (TCG) industry consortium, that includes
Intel, HP, Microsoft, AMD, IBM, Sun, Lenovo, and about 13®et members, in three documen® fotalling
about 800 pages. This introduction is intended to give afiesad overview of its operation, and is specifically
about TPM version 1.2. Some details are inevitably missimdjsome issues may be oversimplified here. The
TPM specification is, of course, the authoritative source @rerrides anything written here.

The TPM offers three kinds of functionality:

e Secure storage. User processes can store content thatyptencby keys only available to the TPM. To
store data using a TPM, one creates TPM keys and uses therorypetne data. TPM keys are arranged
in a tree structure. To each TPM key is associated a 160flrigstalled authdata, which is analogous to
a password that authorises use of the key.

¢ Platform measurement and reporting. A platform can cregents of its integrity and configuration state
that can be relied on by a remote verifier. The TPM containsnalian of 160-bit registers callgaatform
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configuration register§PCRSs) intended to enable a relying party to obtain unfdrtgemformation about
the platform state. A component can “measure” another compio(compute its hash) and insert that
measurement into a PCR. A TPM signing key can be used to sgwmalues of the PCRs. In this way,
application software can send assurance about the stale g@iatform to a third party. Additionally,
PCR values can be used to ensure that certain data is adeasdypto authorised software.

e Platform authentication. A platform can obtain keys by whitcan authenticate itself reliably. For
platform authentication, one may create signing keys knasepplication identity keygAlIKs). These
may be used to sign (appropriately tagged) applicatioriipedata, and to sign PCR values. For such
signatures to be useful, AlKs need to be certified as belgnigim TPM.

Non-volatile memory
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Figure 1: TPM architecture

RFID Infrastructure.  Radio frequency (RF) technology is used in many applicatimn automated inden-
tification of objects or people. A RF system consists of twamtamponents: RF chips and RF readers. RF
chips are small microchips supporting wireless data trassion. Data is stored (remotely or not) in the RF
chip and can remotely be retrieved by a RF reader. RF chipseancorporated into products, animals, or
persons for the purpose of identification and tracking usamtio waves. RF readers query these chips for some
identifying information about the objects to which chips attached. Current and emerging applications using
this technology include amongst others electronic tollemtion, documents such as electronic passports and
visas, and RF passes for public transportation. We nowldetaiof these application of RFID technology.

Electronic toll collection (ETC) consists in determinindh@ther a given car driving through a given toll
gate is enrolled in the programme. If yes, then it electralhjcdebits the account of the car's owner without
requiring him to stop. If not the car owner should be stoppetha gate. Current ETC systems rely on RF
technology: a RF reader placed at the toll gate communieeitbsa RF chip on the vehicle in order to identify
it. A car should cross a toll gate if and only if it is enrollen the program and its owner account has been
debited with the corresponding amount of money.

An electronic passport is a combined paper and electroeiatity document used to verify the identity of
travelers. The passport’s critical information is storedaoRF chip embedded within its booklet. A typical
sessioni(e. interaction) between a reader and the passport’s chip idesd below:

1. The reader optically aquires some information (passpomber, name of the holder amongst others)
from the passport;

2. The reader then needs to go through basic access con&@))(Be. to prove to the passport’s chip that it
knows the information it should have aquired at the previstep. This is a challenge-response protocol
aiming at remotely establishing some session keys betweereader and the passport’s chip.

3. If the previous step succeeds then the reader can renastedss information on the RF chip. All data
exchanged at this phase is encrypted with the keys establidlring BAC.
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This technology presents verification challenges in oursehathemes including verifying protocols that
provide seamless communication properties for mobileatsvin connected/disconnected states, implementa-
tions of and extensions to gossip protocols, APIs for compation with mobile devices, and protocols for
persistent and secure data caching.

Context-Aware Message Management The Scatterboxsystem P, ?] has been designed to serve as a test
bed for context-aware computing in a pervasive computingrenment. It provides a content-filtering service

to its users by forwarding relevant messages to their mgifitene. The user’s context is derived by tracking
his/her location and monitoring his/her daily scheduleeSécontext data are accessed through Construct, and
situations are identified that indicate the user’s intetihilty. As messages arrive, Scatterbox forwards them
to subscribed users provided the user’s available contegests they are in a situation where they may be
interrupted. The system architecture is shown in Figtite

Email Handler
Situation
Construct I [*— Context/Situations Reasoner

) —

Sighting Sighting Feedback

Bluetooth Message Sender @
Scanner/Sender —_—

{ Google Cz\lcndurJ

Figure 2: Scatterbox system architecture.

Consider a reminder email from a calendar application Beed and sent to a Scatterbox user, Bruce.
Bruce has a meeting scheduled after lunch with one of hisestsdn his office. Bruce is currently upstairs
in the coffee area having lunch with one of his colleaguesicBs calendar application sends him an email
to remind him of this appointment. In this case an email refainwill be of no use to Bruce, as he is not
currently at his computer. Scatterbox should forward mgssdhat normally arrive in a user’'s email inbox to
their mobile device, if they are away from their computer #melmessage is deemed to be contextually relevant
by the system. Scatterbox’s contextual inputs at this paiet the current time of day, schedule information
from Bruce’s calendar application (which includes both tihge it takes place and the room it takes place in,
as well as who else is invited), Bruce’s current positionha building, the details of other participating users
that are currently in the room with Bruce, (in this case, lnbeague’s details). Scatterbox should decide if this
message is contextually relevant and whether or not theagessill be pushed to his mobile phone. Variants
of this situation that would not lead to a message being sentdibe: had Bruce been in his office at the time
the meeting was to start; had the student that Bruce was tbatsgebeen up in the coffee area at the time the
meeting was to start. In this case a message will not be seiruce’s social context overrides the location
information, and we infer that they have decided to changeséimue of their meeting.

Homecare application. In collaboration with the MATCH project and Kelvin Connedferification issues
include configuration change impact analysis, authodsgpiolicy enforcement by access control systems, and
reliance and timing properties. These will become more der(giving rise to more interoperability issues)
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as the applications are scaled up to include more devicgsrfmvement sensors, heat detectors, door sensors)
and a variety of communication mechanisms. We will have gumiopportunity to be involved in the design
process as the new applications are developed and assessed.

From a modelling perspective, MATCH is an event driven gystén event is a requirement that when a
given condition is met the system takes appropriate acfigpical examples of events include: “if the front
door is left open and nobody is downstairs, then send a meseagstakeholder”, “if the lights are left on and
nobody is in the house, then turn the lights off”, “If Bill igitl down but not in bed, then contact Gill”, etc.

The MATCH system consists of a set of components and a seedd.LiEhe set of components can be split
into 4 main categories: sensors, alert triggers, tasks atmlits.

Sensors are hardware or software components that updat®fvegiables unique to that sensor. A sensor
will usually be hardware which monitors real world eventst ib may be a software component that monitors
other components within the MATCH system. Examples of haréwsensors include: thermostats, pressure
pads, motion detectors, etc. Software sensors can be usedituine hardware sensors. For example, if there
were a sensor on every window and door to a house, which ddfdtis closed and locked or not, a binary
software sensor “house secure” would return the value ffualithe door and window sensors return true.
Other software sensors may record how often a system companased, spare capacity in storage devices,
the latency of a given system component, etc.

Alert triggers are software components that monitor sensoiables and trigger an alert under a given
condition. When an alert is triggered, one or more messagfes given type, will be placed in one or more
channels. These components are used to check for conddiminsas: the front door is unlocked and nobody
is downstairs, the oven is on and nobody is in the kitchenT¥e@olume is above a certain value and it is later
than 11pm etc.

Tasks are internal components, normally software, but ehdrdware. They poll one or more channels
for messages. When a message or set of messages of a givaraygeeived, then some action is taken and
one or more messages of a given type are placed in one or mimat @hannels. Typical tasks include: system
message to natural language conversion, string to voice XMice XML to wav file, etc. If these tasks are
software components then is is reasonable to assume thatmwereate them as and when needed, meaning
that two or more instances of the same component can be ugedahel without conflict. Were as hardware
components may be restricted by physical capacity congstai

Outputs are components that affect the physical world, llysbardware but can be software. They poll
one or more channels for messages. When a message or setsgigee®f a given type are received, then
an action is performed by the output component. Output corapis include: speakers, GUIs, lights, mobile
phone, tactile devices etc

An event path is an ordered subset of connected system camgowhich can fulfil the requirements of a
given event. The event path must start with an alert triggackwvmonitors an appropriate subset of the sensors
to determine if the event condition is met or not. The path t@iminate on one or more output devices. The
path may contain loops such as feedback loops or iteratiypeamement cycles. Each internal component of
the path must honour the type requirements of the compomeljgisent to it in the path.

A configuration is a snapshot of the system consisting ofatgonents, both software and hardware, and
the channels connecting them, reflecting one or more evehs plaat have been set within the system.

The policies are rules that both define undesirable/illdgdiaviour and provide guidance on how non-
determinism is resolved within the system. Policies candmaluo express stakeholders preferences for things
such as output content, frequency and devices. They carbalased to define acceptable/desirable/annoying
use of output devices.

D. The Research Programme in Birmingham

Research Objectives

1. To develop frameworks for modelling interoperabilityquirements in pervasive systems (specifically,
interaction requirements, performance and security).

2. To develop verification techniques that are tailored talysing the requirements in models of pervasive
systems.
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3. To evaluate the techniques on significant case studiesréalestic application domain of distributed
systems.

Thefirst phase of the project consists of an exploration of pervasive cotimgucase studies for the chosen
themes of access control, security assurance and perfoemahis phase will last four months.

WP1. Case Study Exploration

(Month 1 to Month 4) [ALL (4PM EACH)]
OVERVIEW AND METHODOLOGY We will exhibit interoperability issues in the case studiksorder to expose

a wide variety of verification needs, the case studies amgrdfeom three layers: application, infrastructure and
network.

TASKS

1.1. Identify the pervasive computing applications androperability requirements.
1.2. Analyse the applications in terms of the themes of &ccestrol, performance and security assurance.

In phase twoof the project, which lasts one year, we formalise the reguents identified in the first phase.
We formalise both individual component behaviour as welpaocols between individual components. We
expect the case studies to raise important access contfaliepns which we also formalise.

WP3. Protocols Between Individual Components

(Month 5 to Month 16) [L1v (6PM), BIR (6PM)]
OvVERVIEW The aim of the work package is to analyse the case studiesWérhin order to study the interac-
tion between components of pervasive computing systendsinarel the interoperability requirements.
TASKS

3.1. Develop formalisations of the protocols using exgtiotations at a level suitable for analysis.

3.2. Provide a basis for the analysis of co-operation thndjpgobabilistic/non-probabilistic) temporal prop-
erties.

METHODOLOGY We will consult with infrastructure and component develspacluding our industrial part-
ners to obtain the actual protocols used in our case studlieés will include application-level protocols specific

to the case studies (for example, protocols related to teenotherapy sensors and mobile equipment), as well
as low-level protocols of authentication and data distidmu We will formalise the expected properties of the
protocols for later analysis using a suitable temporalddgised language. The development of such a language
will heavily use ideas from WP1. It is important to note thed,the proposed protocols address new problem
domains we cannot simply re-use existing industry stargdardormalisms (e.qg., 7).

WP4. Information Access

(Month 5 to Month 16) [BIR (6PM), GLA (6PM)]
OvERVIEW Describe and develop the information access problems varisk in the case studies of WP1.
TASKS

4.1. Define access control scenarios which specify and emfdynamic access control policies for mobile
code.

4.2. Develop access control policies and policy verifigatio

METHODOLOGY The case studies of WP1 will identify issues and problemsoéss control (typically what

component or group of components has the right to accessta@rceesource in a pervasive computing in-

frastructure) and privacy. In this workpackage we will depeand refine models of access control systems,

and techniques for proving properties about them. It isrdleat access control systems which assume a root

(super-user) agent are not suitable for pervasive compuystems due to the de-centralised, ad-hoc nature
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of networking pervasive infrastructures are based on. @&rg computing therefore requires access control
models with the authority to change permissions devolvexpfopriate users. Sensitive data must be provided
with privacy-related meta-data which devices are able terjpmet and enforce?]. Role-basedanguages are
widely used here?], as well as languages for modelling access control whicte legmerged in recent years,
such as SPKI/SDSIP] and XACML [?]. We will evaluate these, by using them to describe accesfalo
scenarios from WP1. In collaboration with our partners, wiidentify the deficiencies of the languages and
their ability to scale up for pervasive computing. We willééop verification methods, based on our early work
[?].

After completion of the second phase of the project we willehformalised the requirements for the pervasive
systems we consider. In thikird phase, lasting one year, we develop suitable technologies tdywénese
requirements formally. Properties specified using temipdogic can be verified efficiently via model check-
ing. The extensions identified in WP2—4 to current formatisequire suitable extensions to model checking
techniques. In addition, deductive techniques like ab8tna complement model checking very well. For the
verification of the properties of the communication prolsage use process algebra.

WP5. Process Algebras

(Month 17 to Month 28) [GLA (6PM),BIR (6PM)]
OvERVIEW We will apply process algebra formalisms to verify the pmoigs concerning communication and
synchronisation formalised in WP2—4. For example, we ve# the pi-calculus (and variants and extensions) to
model communication protocols involving mobility. Such dets are obtained by translating the pseudo code
and other notations obtained in WP3 to the pi-calculus. Wealo use stochastic process algebras such as
PEPA [?] for quantitative performance analysis of system comptmeie will also tackle foundational issues
such as the relationship between continuous and discradejeterministic and stochastic dynamics, based on
our work on modelling chemical dynamics (this in turn desifeom work on modelling telecommunications,
so there will be an interesting synthesis of research ¢ffort

TASKS

5.1. Model protocols of WP3 in appropriate variants and msitms of pi calculus. Use and extend tools to
verify the intended properties.

5.2. Develop stochastic process algebras models of rdl@eamasive scenarios and use them to verify the
properties previously determined. Extend/re-define tam&works as necessary.

5.3. Develop formal relationships between stochastic aterthinistic models (both discrete and continuous).

METHODOLOGY Process algebras have proved to be very useful verificationglisms in a variety of different
contexts, including modelling and verifying component &ébur, protocol analysis, and information access.
We will employ and extend formalisms including pi calculu&igrocess algebras to work on the specific high-
level problems arising from WP2-4. In particular, we wilhdtby examining PRISM{], extending as required.

WP7. Deductive Techniques

(Month 17 to Month 28) [BIR (6PM),LIV (6PM)]
OVERVIEW To complement and support model checking, we will work onpéidg and further developing
deductive techniques for the verification of the interopéits properties identified earlier. Specifically, we
will focus on abstraction and scalability.

TASKS

7.1. ldentification of opportunities for abstraction angin WP5 and WP6. We will use deductive techniques
to prove the correctness of the abstractions.

7.2. Develop temporal deductive techniques for parangetrig/stems and infinite state systems, in order to
analyse the problems developed in WP3,4.



METHODOLOGY For behavioural and performance analysis under the de@ugtiproach, varieties of temporal
logic have been shown to be important. Thus, in investigatieductive techniques for these problems, we will
involve our previous work on deductive temporal verificat{@]. While the link between deductive techniques
and abstraction has been commented upon, there has béemwibitk so far on linking specific deductive
techniques with abstraction. Thus, we will utilise our wank abstractions?] and deduction 7] in order to
implement abstractions using deductive techniques anstablsh the validity of abstractions using deductive
techniques. We will also use standard compositional reagaechniques (such as rely/guarantee methods).
Typically, these techniques will be used to reduce highijmplex scenarios to a more manageable size, or to
directly tackle problems with a potentially infinite stafgase. In particular pervasive systems often admit an
unbounded number of components, hence techniques to aeredumssible infinite state space to a finite one
are necessary (important, e.g., in protocol verification).

In thefinal phaseof the project we will revisit the case studies in the lightleé new technologies developed.

WP8. Case Study Analysis and Synthesis

(Month 29 to Month 36) [ALL (8PM EACH)]
OVERVIEW Develop to conclusion all the case studies, draw and ex@&hargeriences and lessons, feedback
results to industrial collaborators, write up results amdhffiproject report. Most of the these activities will
have been carried out throughout the project, here we wguenthat all results are brought together in a
comprehensive way and generic guidelines are extracted.

TASKS

8.1. Refine and comprehensively review all technical and sagly results.
8.2. Evaluate hypothesis in light of results obtained.

METHODOLOGY Review the verification needs uncovered during the progead, how the new (qualitative and
guantitative) techniques we have developed for modellimyfar expressing properties, and the new combina-
tions of these (and other) techniques can meet the verditageds.

WP9. PhD Projects

(Month 13 to Month 48) [ALL (36PM EACH)]
OVERVIEW Research Fellows will lead the work on the pervasive comguépplications (years 1-3). This
work will identify directions for specific, longer-term extsions of the verification techniques. To investigate
these directions and to bring to train a new generation @aehers, 3 PhD students, one at each site, will work
on extending the verification technology in this way (yea#)2

METHODOLOGY The staggered approach allows the project to be managedefimiently (e.g. not everyone
starting at the same time). The identification of PhD topiesraore integrated into the project as it unfolds,
and provide the PhD student with a year after the project feewap. The Research Fellows and PhD students
are each appointed for three years, but the PhD studentsnstar 2.

The topics will be identified precisely during the first yedrtloe project. We have a number of topics in
mind right now, but we expect these to be refined as we deleetims$ research and in particular, gain further
experience of the case studies. Some example topics incliderithms for model checking lower/upper
bounds for subclasses of parametrised probabilistic systeleductive verification of security in pervasive
systems modelling and relating individual and group behaviour in RFsystems using stochastic process
algebrg BDI model checking of autonomous pervasive componeeisying fluid organisationsandefficient
temporal verification

The PhD studentships (starting in 2nd year) will allow exatmn of topics uncovered during the first
year of the project, especially technical challenges eeldab the case studies. There, combined with space
restrictions, means that we deliberately give no detailegkplan for the work for the PhD-students in the
proposal. The precise nature of the work for them will onlgdime clear at the end of the first year, when it
possible to identify precise topics. We are confident thaitelis plenty of scope for the PhD projects.
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