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Abstra
tIn an age of ever bigger and more 
omplex software and hardware systems,extending an existing system with new fun
tionality has be
ome very impor-tant. A feature is a unit of fun
tionality that 
an be added to an existingsystem, and feature-oriented spe
i�
ation ta
kles the problem of how to addnew fun
tionality to a system in a systemati
 way. The tele
ommuni
ationsindustry, for example, has in
rementally upgraded extensive networks withnew servi
es. Today servi
es, or `features', su
h as Call Waiting or Voi
eMail are available to most users. Some 
ombinations of servi
es, however,produ
e unexpe
ted results. This phenomenon has be
ome known as featureintera
tion.Features and feature intera
tions 
an be found not only in telephonenetworks but 
an o

ur in virtually any system that is enhan
ed with newor optional fun
tionality. Adding fun
tionality always brings with it thepossibility that the new fun
tionality interferes with other operations of thesystem.These observations raise three 
entral questions:� how to spe
ify features for a system,� how to add features to the system, and� how to dete
t intera
tions among features.The method to answer to these questions proposed here is to extend spe
-i�
ation languages with feature 
onstru
ts. Ea
h feature 
onstru
t is 
om-plemented by a notion of feature integration, that is, a method for adding afeature de�nition to the spe
i�
ation of a system. Feature integration givessemanti
s to a feature 
onstru
t, whi
h in turn 
an be used to prove generalproperties of features. This thesis develops feature 
onstru
ts for three spe
-i�
ation languages, SMV, Promela and CSP, and demonstrates their usein examples and 
ase studies. For SMV and CSP, formal semanti
s of thefeature 
onstru
ts are developed, too.For dete
ting feature intera
tions, the potential of model 
he
king is ex-plored. Model 
he
king o�ers an automated method to prove properties ofthe system before and after feature integration. In theory, this 
ould be usedto test for any 
ombination of features whether the features work 
orre
tly.In pra
ti
e, however, it is often not 
lear what `
orre
t' operation means, andmoreover, for large systems model 
he
king be
omes intra
table.
i
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Chapter 1Features and FeatureIntera
tion
1.1 Introdu
tionThis thesis is 
on
erned with the spe
i�
ation of features for rea
tive systems,and with frameworks for feature-oriented spe
i�
ation, espe
ially language
onstru
ts for de�ning features. In this 
hapter, I will explain the notions of\feature" and \feature-oriented spe
i�
ation", and give an overview of theformal methods that 
an be used for spe
ifying and verifying systems andtheir features.1.2 FeaturesIt is 
ommon pra
ti
e in software development to extend the lifespan of prod-u
ts by enhan
ing and upgrading them with new fun
tionality, or \features".This is seen as a 
heaper, qui
ker and easier solution than redeveloping thesystem from s
rat
h. While the 
on
ept of features is appli
able in many do-mains, it has mainly 
ome out of the tele
ommuni
ations industry where it isimpossible to 
hange the 
omplete infrastru
ture at on
e, not least be
auseparts of the system reside with millions of individual 
ustomers: telephonesand private swit
hes for oÆ
e networks. It is therefore of paramount impor-tan
e to \evolve" the system in su
h a way that 
ompatibility with 
ustomers'equipment and other national and transnational networks is maintained atall times.While many people see the notion of feature as spe
i�
 to tele
ommu-ni
ations, I take a very broad view of features. Any part or aspe
t of aspe
i�
ation whi
h the user per
eives as having a self-
ontained fun
tional1



1.2. Featuresrole is a feature. For example, an ele
troni
 alarm 
lo
k may have featureslike a \snooze button" to silen
e the alarm for a few minutes, di�erent beep-ing patterns, speaking 
lo
k, multiple alarm times, 
ountdown timer, et
.None of these fun
tions or features depend on ea
h other, and they are notessential to the 
on
ept of an alarm 
lo
k.For further illustration, some features for 
ars:� in a 
ar with ele
tri
 windows, a useful feature is to have the windows
lose automati
ally when the 
ar is lo
ked or the alarm is a
tivated;� to prevent a

idents the doors 
ould automati
ally lo
k when the 
artravels above a 
ertain speed1;� the 
ar 
ould refuse to move unless the doors are 
losed and/or the seatbelts are fastened (for those seats with weight on them).From these examples it should be 
lear that features are units of fun
-tionality building on and enhan
ing the 
apabilities of the base system. Inthis general sense we 
an speak of feature-oriented spe
i�
ation whenever asystem is spe
i�ed in terms of a \base system" and features { even thoughthis may not always be borne out by the implementation.Thus, features are a 
onvenient way of des
ribing a system in terms ofits fun
tionality or 
apability. How this 
ombination of fun
tionalities isa
hieved, given a system and a set of additional features is a di�erent matter.The pro
ess of adding a feature (i.e. its fun
tionality) to a given system iswhat is what I 
all feature integration.The issues that are raised by feature-oriented spe
i�
ation 
an be sum-marised as follows:� how to spe
ify a feature,� how to add a feature to a system (feature integration),� how to understand fully the e�e
ts of a feature on the system to whi
hit is added (or of whi
h it is a part), and� how to anti
ipate how various features will a�e
t ea
h others' fun
tion(feature intera
tion dete
tion).1Bla
k taxi 
abs in Britain are equipped with this \feature".2



1.3. Feature intera
tion1.3 Feature intera
tionA feature, viewed as a 
hange or addition to a base system, may 
hange thatsystem's behaviour in various ways. Both preventing existing behavioursof the base system and adding new behaviours is possible, but a featurespe
i�
ation will usually not des
ribe this in a way that makes these 
hangeseasily a

essible to formal analysis. Therefore, it be
omes diÆ
ult to judgethe e�e
t of a feature on a system that is already extended with a feature.This diÆ
ulty is at the 
ore of the feature intera
tion problem: while ea
hfeature may work �ne in the absen
e of other features, in the presen
e ofanother feature it may not work or produ
e unforseen behaviour.A further 
ompli
ation is added by the fa
t that not all feature intera
-tions are bad: some intera
tions may be 
onsidered desirable by users (or byvendors and providers), and add value to the system in question. Considerthe example of an alarm 
lo
k with two alarm times and a snooze button (
f.previous se
tion). If the snooze button is pressed to silen
e the �rst alarm,but the se
ond alarm time falls within the snooze period, should the se
ondalarm go o�? Whi
h behaviour is desirable is open to interpretation: if these
ond alarm does go o�, this runs 
ounter to what the user may expe
t ofthe snooze fun
tion; however if the user has set the se
ond alarm as a \�nalreminder" to get up, he or she may be annoyed if that alarm does not ringat the set time. The designers of the alarm 
lo
k have to de
ide whi
h ofthe two options they think is more sensible, or leave that 
hoi
e to the user.What feature intera
tion analysis 
an do, is point out that there is a 
on
i
tbetween the two features.Sin
e features may intera
t both in desirable and undesirable ways, itis in general impossible to dedu
e whether the extended system behaves asintended, given only the spe
i�
ation of the base system and the features thathave been added to it. In [76℄ Velthuijsen gives a very good overview of theissues involved in the analysis of featured systems and feature intera
tions.1.4 Rea
tive systemsBefore we start looking at related work, it is useful to delimit the typesof systems we are looking at. There are two useful distin
tions for this:whether the system is 
entralised or distributed, and whether the systemmainly performs 
omputations or predominantly rea
ts to various inputsfrom the \environment".The distin
tion between 
omputational and rea
tive systems probablyneeds some more explanation. I 
onsider a software program 
ommuni
ating3



1.4. Rea
tive systemswith the outside world almost ex
lusively through a keyboard and a s
reenas being rather 
omputational, as I do every program that spends more time
omputing output values from input values than it does waiting for a newinput, or if it outputs large amounts of data at a time. Rea
tive systemson the other hand, typi
ally do not produ
e mu
h output but 
onstantlyrea
t to inputs. These rea
tions are usually either internal state 
hangesand/or messages to other 
omponents, i.e. output. A typi
al example for area
tive system is a thermostat, whose input is the temperature at 
ertaintime intervals and whose `output' is to turn the heating on or o� (whi
h maybe seen as sending a message to a swit
h or valve).The distin
tion between 
entralised and distributed systems is rather sim-pler: a system made of several or many similar 
omponents that 
ommuni
atewith ea
h other to a
hieve their tasks is distributed, whereas a 
entralisedsystem has one 
omponent that 
ontrols the rest of the system. We 
an un-derstand distin
tion in the `distributed' row as that of algorithmi
 parallelismversus data parallelism.Obviously, the boundaries between these 
lasses of systems are fuzzy, butI hope that the following table illustrates this 
lassi�
ation with a few typi
alexamples for ea
h 
lass of system.Table 1.1: Classi�
ation of software and hardware systemsrea
tive 
omputational
entralised air 
onditioning, numeri
al appli
ations,lift systems, image pro
essing2,
onveyor belt systems type setting (e.g. TEX)distributed telephone network, re
ent 
ode 
ra
king e�orts3,ele
troni
 mail SETI�home4As far as my treatment of features goes, I 
on
entrate on rea
tive systems.Features 
an also be found on the 
omputational side, but they typi
allyhave quite di�erent 
hara
teristi
s. In the realm of work station (single user)software, one often �nds software pa
kages that 
an be extended with plug-ins(e.g. �lters for image pro
essing software). These extend the fun
tionality2ex
luding the graphi
al user interfa
e3e.g. http://www.distributed.net/des/4SETI = Sear
h for Extra-Terrestial Intelligen
e, the SETI�home proje
t distributesthe analysis of signals from outer spa
e to individual PCs; see http://setiathome.ssl.berkeley.edu/. 4



1.5. Existing approa
hesof the respe
tive base system by o�ering new 
omputations, e.g. graphi
se�e
ts, report generation, et
.Computational systems pose di�erent problems as far as feature inter-a
tion analysis is 
on
erned. Usually, unforeseen problems arise from the
on
atenation of 
omputations. The aspe
ts of timing and 
ommuni
ation,on the other hand, tend to play a minor role. For example, plug-ins for imagepro
essing software are always invoked sequentially. Never do two `features'operate on the same data simultaneously. Furthermore plug-ins tend to havea 
learly de�ned interfa
e to the base system, and that interfa
e is 
om-paratively ri
h, designed to allow unambiguous 
ommuni
ation. This doesnot hold for typi
al rea
tive systems: 
ommuni
ation interfa
es tend to benarrow, and di�erent parts of a rea
tive system may be a
ting on the sameinputs, possibly in
uen
ing future inputs.
1.5 Existing approa
hesThe approa
hes to the feature intera
tion problem 
an roughly be 
lassi�edby the following two 
riteria: \online" or \o�ine", and avoidan
e, dete
tionor resolution methods.Here \o�ine" refers to the fa
t that these approa
hes are used beforethe features are deployed, often even before they are implemented (e.g. whenspe
ifying the feature). \Online" methods, on the other hand, deal with therunning system.The other 
riterion is whether the approa
h aims to prevent the o

ur-ren
e of undesirable feature intera
tions in the �rst pla
e, to dete
t themwhen they o

ur, or even to 
orre
t undesirable or \faulty" behaviour beforeit be
omes a problem.Most approa
hes and methods mentioned here5 are domain spe
i�
 inthat they rely on a parti
ular view or on the stru
ture of the system they aredesigned for. Some approa
hes 
an, however, be seen as instan
es of moregeneral methods, so they 
ould serve as templates when investigating a newdomain.5Referen
es in the following survey are, where possible, from the pro
eedings of theseries of International Workshops on Feature Intera
tion in Tele
ommuni
ations and Soft-ware Systems held from 1992 to the present year [9, 19, 23, 51, 53℄. (The pro
eedings ofthe �rst workshop [33℄ in the series were never published to a general audien
e.)5



1.5. Existing approa
hes1.5.1 O�ine dete
tionThese methods aim to dete
t or anti
ipate feature intera
tions at the de-velopment stage, so that resolutions 
an be built in when implementing thefeatures (and before deployment).Pen and paperApparently, in the tele
ommuni
ations industry, the prevailing approa
h tofeature intera
tion dete
tion is still \brainstorming". Human experts look atthe spe
i�
ations of new features and try to think up all possible problems,and �nd solutions or work-arounds for them. This may be assisted by 
he
k-lists and databases of known intera
tions. (Cf. Zygan-Maus in [78, p.36f℄:\In pra
ti
e, teams of experts for servi
e intera
tion analysis assisted by aservi
e do
umentation database and possibly by a servi
e simulation tool area feasible solution".) Rob van der Linden in [75℄ also stresses the importan
eof do
umentation and stru
turing the 
ow of information about features.Stati
 analysisStati
 analysis does not investigate behaviours, exe
utions or tra
es of thesystem but looks only at information readily (synta
ti
ally) available in thespe
i�
ation, su
h as transitions given by pre
onditions, a
tions and post-
onditions, types of variables, et
. It is therefore very fast, at the expense ofpossibly not being very a

urate. There are far too many examples to listthem all in detail; I will highlight only a few.� M. Svensson and M. Andersson [70℄ use stati
 analysis to dete
t featureintera
tions in the user interfa
e of mobile phones, i.e. ambiguous orin
onsistent usage of the keypad and the display by di�erent features;� for the Feature Intera
tion Contest 2000, Mark Ryan and I used stati
analysis to dete
t feature intera
tions at a preliminary stage, to fo
usour sear
h ([65℄, see se
tion 4.5).� part of the analysis suggested by C. Capellmann et al. [15℄ (Dete
tionat Requirement Analysis) is de�nitely stati
 analysis; they also proposemodel 
he
king or testing.Topologi
al and 
ombinatorial methodsThese are in fa
t a subset of what I termed stati
 analysis, but with a distin
t
avour. Topologi
al and 
ombinatorial te
hniques are mainly useful in the6



1.5. Existing approa
hes
ontext of tele
ommuni
ations and similar distributed systems with manysimilar nodes, e.g. telephone lines.These methods look at topologi
al aspe
ts of feature intera
tion s
enarios,su
h as how feature subs
ribers 
an be 
onne
ted in telephone 
alls [48℄or how an abstra
t view of a 
all (
alled a use 
ase) 
hanges through theintrodu
tion of features[4, 59℄. The term 
ombinatorial refers to the fa
t thatthese methods primarily aim to identify \intera
tion-prone 
all s
enarios" [48℄and feature 
ombinations, thereby redu
ing the number of s
enarios that needto be analysed in detail. Part of the work by Peng et al. [61℄ uses similarte
hniques.Logi
al approa
hesSome of these are 
losely linked to 
ombinatorial approa
hes in that theintera
tion-prone 
ombinations are determined by 
ertain logi
al 
onditions,e.g. the pre
onditions of two or more features being satis�able simultaneously(Peng et al. [61℄). Most logi
al approa
hes, however, use 
onditions of thatkind as part of a test for 
on
i
ting a
tions or transitions and post
onditions.M. Heisel and J. Souquieres [36℄ use similar heuristi
 rules to dete
t po-tential feature intera
tions at the requirements stage. T. Ohta and various
oauthors ([19, 47, 60, 77℄) base their dete
tion method on logi
al 
onditionsfor pre- and post
onditions. Part of Bob Hall's work [35, 34℄ uses similarrules. A. Gammelgaard and J.E. Kristensen [27℄ model features as 
on-straints on a base system, and dete
t intera
tions as in
onsisten
ies amongthese 
onstraints.Most authors use �rst order predi
ate logi
, often enhan
ed with somenotion of transition, and 
on
entrate on a single transition step from the
urrent to the next state. Some authors [8, 7℄ use temporal (predi
ate) logi
,thereby introdu
ing the notion of sequen
es of transitions. This leads dire
tlyto the next type of method used for feature intera
tion dete
tion.Simulation and model 
he
kingMethods using model 
he
king and/or simulation are the most involved andmost detailed ones. Here a model of the system is a
tually exe
uted todete
t errors or unexpe
ted behaviour. While simulation only tries a smallsele
tion of possible behaviours, possibly 
hosen intera
tively, model 
he
kingtests all possibilities until it �nds an error. Thus model 
he
king is ratherexpensive in terms of 
omputing power and memory requirements, whereasfor simulation the problem lies in using the \right" sequen
es of a
tions toreveal a problem should there be one. In other words, if a simulation does7



1.5. Existing approa
hesnot �nd an erroneous behaviour, this is no guarantee that none exists. Withmodel 
he
king, on the other hand, if the model 
he
ker does not 
ag anerror, we 
an be sure that the model is 
orre
t with respe
t to the propertieswe gave the model 
he
ker to verify.The existen
e of a model is guaranteed be
ause we expli
itly give themodel in a programming language. The model may be trivial, though, mean-ing that its transition relation is the empty or the all relation, depending onthe model 
he
king system. Avoiding trivial models 
an usually be a
hievedby performing some sanity 
he
ks with model 
he
ker. Some model 
he
k-ers (e.g. Fdr2) allow in�nite models, in whi
h 
ase the veri�
ation may notterminate. In that 
ase, a \buggy" model might only be dete
ted when themodel 
he
ker runs out of memory or the spe
i�er runs out of patien
e.Various people have used these te
hniques for feature intera
tion dete
-tion. The relevant publi
ations have two fo
uses; �nding properties indi
a-tive of feature intera
tions (or of their absen
e), and �nding eÆ
ient waysof representing systems and their features so as to improve the performan
eof model 
he
king. Both these questions lead to domain spe
i�
 solutionswhi
h do not translate to other kinds of feature-oriented spe
i�
ation.There is a wealth of publi
ations in this area; I list here a sele
tion togive an impression of the wealth of arti
les in this area:� joint work with my supervisor: [65℄, [64℄, (a shorter version of this:[63℄), [62℄� G. Bruns et al. [11℄, J. Kamoun and L. Logrippo [45℄, K. Turner:[73℄, [74℄; B. Jonsson et al. [8, 44℄; A.P. Felty and K.S. Namjoshi [25℄;P. Gibson et al. [28℄; R. A

orsi, L.G. Bouma et al. [1℄; A. Khoumsi andR.J. Bevelo [49℄; M. Nakamura et al. [58℄; M. Thomas [71℄; C. Capell-mann et al. [15℄� One of the most 
onvin
ing attempts to get reliable results by simu-lation 
omes from a group at Grenoble, led by F. Ouabdesselam andJ.-L. Ri
hier. In [24℄ they propose to dire
t the simulation of a featuredsystem by probabilisti
 means: the spe
i�er 
an de�ne that 
ertain
hoi
es should be made more often than others, thereby 
on
entratingthe sear
h on interesting behaviours. This method avoids the draw-ba
ks of pure random simulation to some degree, and does not requireintera
tive guidan
e of the sear
h. With their method, the Grenobleteam won the First Feature Intera
tion Contest [31℄ in 1998.8



1.6. Veri�
ation and validationArti�
ial intelligen
e based methodsFinally, I mention some approa
hes that 
ome from an arti�
ial intelligen
eba
kground: both D.D. Dankel II et al. in [22℄ and T. Charnois in [18℄suggest the use of methods from the �elds of natural language pro
essingand knowledge representation to analyse the requirements for features, andto dete
t feature intera
tions as in
onsisten
ies among the 
orrespondingrepresentations.These approa
hes would be at the earliest stages of development be
ausethe requirements would be taken dire
tly from the relevant do
uments ratherthan be formalised in some spe
i�
ation language �rst.1.5.2 Online dete
tionOnline dete
tion (and resolution) methods aim to avoid or dete
t and resolveintera
tions in the running system, using \feature intera
tion managers" or\monitors". These typi
ally look for anomalous behaviour (by some de�ni-tion of what normal behaviour is) and then amend it, or ba
ktra
k and for
ethe system to avoid it. One method for dete
ting anomalous behaviour isdes
ribed in [72℄: a feature monitor 
ompares the \real" behaviour (i.e. in thepresen
e of other features) to tra
es re
orded with ea
h feature in isolation.Another good example using ba
ktra
king is des
ribed in [54℄: the ar
hi-te
ture the authors use has a 
ontrolling pro
ess whi
h \tries" ea
h a
tionthat a feature requests for potential 
on
i
ts before 
ommitting it for exe
u-tion. A further development of this work to �nding resolutions to 
on
i
tsis des
ribed by S. Rei� in [66℄.Some approa
hes based on negotiating agents have been also proposed[32℄, [12℄, [3℄. These approa
hes aim at avoiding or resolving feature intera
-tions. Ea
h user is represented by a software agent whi
h negotiates on hisor her behalf to ensure that a 
onne
tion between users is established that
onforms to ea
h user's intentions. For example, if user A does not want tobe disturbed, but user B wants to 
all A, then their agents might settle ona solution where B leaves a voi
e mail message. Alternatively, if B needs tospeak to A personally, a ring-ba
k 
ould be setup, so that A 
alls B as soonas they are available again.1.6 Veri�
ation and validationOne purpose of a spe
i�
ation of a system is to have a des
ription of how animplementation of that system should behave, or what properties it should9



1.6. Veri�
ation and validationhave. On
e we have an implementation, we want to 
he
k that it does indeed
onform to the spe
i�
ation.There are various languages for spe
ifying systems, ea
h with its strongpoints. Many spe
i�
ation languages are spe
ialised to 
ertain appli
ations,e.g. hardware and 
hip design, 
ommuni
ation proto
ols, et
.Many spe
i�
ation languages have asso
iated tools, su
h as simulators ormodel 
he
kers. This se
tion will give a brief overview of some spe
i�
ationlanguages and asso
iated tools.1.6.1 Spe
i�
ation languagesSpe
i�
ations 
an take several forms. One 
an des
ribe a system in termsof its (intended) properties, or in terms of its 
omposition and stru
ture.Furthermore, a spe
i�
ation may be de
larative, i.e. stating what the systemdoes, or fun
tional, i.e. saying how it does it. Most spe
i�
ation formalismsallow the user to express these di�erent aspe
ts by o�ering modularisationand 
omposition of (sub-)spe
i�
ations. Espe
ially for fun
tional aspe
ts,however, it is helpful to have a \property language" to express requirementswhi
h every implementation of the fun
tional des
ription should satisfy. Thisis where, apart from �rst order logi
, very often temporal logi
s are used.1.6.2 Temporal logi
sTemporal logi
s 
ome in many di�erent 
avours. I will 
on
entrate onlyon the most wide-spread variants. All of the following logi
s are 
ommonlyinterpreted over Kripke stru
tures [30, 69℄, however the algorithms used formodel 
he
king di�er.� CTL (Computation Tree Logi
)� CTL* (extended CTL)� LTL (Linear Time Temporal Logi
)� modal �-
al
ulusCTL*CTL* (full Computation Tree Logi
) 
an express all temporal properties thatrely only on states. 10



1.6. Veri�
ation and validationGiven a set P of propositional atoms, CTL* formulas are given by thefollowing syntax:' ::= p j > j :' j '1 ^ '2 j A j E j ::=> j : j  1 ^  2 j X j G' j F' j  1U 2where ' des
ribes state formulas,  path formulae, and p 2 P . The otherboolean operators (_;!;$;?) are de�ned in terms of ^;: and > in theusual way. In state formulas, A means `along all paths beginning in the
urrent state' (inevitably), and E means `along at least one path from the
urrent state' (possibly). For path formulas X, F, G, or U mean `neXtstate', `some Future state', `all future states (Globally)' (along the path under
onsideration), and `Until' respe
tively. Noti
e that U is binary.CTLAs the name Computation Tree Logi
 suggests, CTL allows us to expressproperties of bran
hing time. CTL is the bran
hing time fragment of CTL*.Given a set P of propositional atoms, CTL formulas are given by thefollowing syntax:' ::=p j > j :' j '1 ^ '2 jAX' j EX' j AG' j EG' j AF' j EF' j A['1U'2℄ j E['1U'2℄:where p 2 P . The other boolean operators (_;!;$;?) are de�ned in termsof ^;: and > in the usual way.Noti
e that CTL temporal operators 
ome in pairs so that we only getstate formulas. The �rst of the pair is one of A and E. The pair of operatorsin E['1U'2℄, for example, is EU. Further details of CTL are widely availablein the papers by E. Clarke and others [21, 55℄, and also in the introdu
torytext [41℄.Two useful derived 
onne
tives are AW and EW , whi
h use the `weakuntil' 
onne
tiveW, whi
h is similar to U, but '1W'2 does not require that'2 eventually be
omes true if '1 is inde�nitely true. One de�nes A['1W'2℄as :E[:'2U:('1 _ '2)℄, and E['1W'2℄ as E['1U'2℄ _ EG'1.LTLLinear Time Temporal Logi
 expresses properties about sequen
es of states,rather than about trees. LTL is the linear time fragment of CTL*.' ::=p j > j :' j '1 ^ '2 j,' j 2' j }' j '1U'2 j '1V'211



1.6. Veri�
ation and validation,' holds i� ' holds in the next state along the path, 2' i� it alwaysholds and }' if it holds eventually, i.e. at some future state on the path.The until operator U is the LTL version of CTL* U. Some authors also usethe CTL* notation for LTL and write X, G and F instead of ,, 2 and },respe
tively.LTL formulas des
ribe sets of in�nite strings over the set of atomi
 propo-sitions P , whi
h are in fa
t !-regular. Sin
e !-regular languages are re
og-nised by B�u
hi automata, these are used for LTL model 
he
king.1.6.3 Model 
he
kingModel 
he
king is a method of automati
 veri�
ation by whi
h a spe
i�
ationis shown to have 
ertain generi
 or spe
i�
 properties. While there are someapproa
hes to deal with 
ertain 
lasses of in�nite state systems6, I will onlydes
ribe the �nite state 
ase.For any model 
he
ker, the model to be 
he
ked is a �nite state ma
hine,usually given in some programming language. The properties 
an be generi
,e.g. deadlo
k-freedom, or given in a logi
, e.g. invariants and liveness prop-erties, or they 
an be relations between two su
h models, e.g. re�nement orbisimulation. Depending on whether relations between models or propertiesof one model are to be veri�ed, there are two ways of phrasing the veri�
ationproblem.For the property-oriented approa
h the model 
he
ker does the following:given a model S and a property ', the model 
he
ker explores the statespa
e of the model S to �nd a violation of '. Note that ' will, in general,not be a predi
ate on states (a state invariant), but e.g. a temporal logi
formula or some other spe
i�
ation of behaviour over time. A typi
al exampleof a property 
he
ker is SMV, whi
h is des
ribed in the next 
hapter. InChapter 3, I will introdu
e Spin whi
h falls in this 
ategory, too.For the relation-oriented approa
h, the model 
he
ker is given two models(often, one is taken to represent the inteded behaviour) and the relation tobe veri�ed. The model 
he
ker then exe
utes the models in parallel, i.e.it explores the produ
t of their state spa
es, looking for pairs of states ortransitions in the exe
ution that violate the relation. The CSP model 
he
kerFdr2, whi
h we will see in Chapter 4, is a typi
al example of a relation-basedmodel 
he
ker.SMV7 was originally designed for des
ribing hardware, espe
ially 
lo
ked
ir
uits, and it uses a de
larative language for des
ribing the system, and6Su
h methods usually rely on ways to fa
torise the state spa
e into �nitely many
lasses, whi
h 
an then be treated with �nite state algorithms, e.g. Henzinger in [37℄.7Symboli
 Model Veri�er 12



1.6. Veri�
ation and validationCTL to express desired properties of the spe
i�ed system. The SMV model
he
ker veri�es whether the properties hold for the system spe
i�ed.Promela8 is an imperative language, designed to des
ribe 
ommuni
a-tion proto
ols, and properties to be veri�ed 
an be stated in a LTL. Themodel 
he
ker Spin veri�es that a Promela program satis�es a given LTLformula; it 
an also 
he
k for deadlo
ks and 
ertain livelo
ks.CSP9 is a de
larative language for des
ribing pro
esses and their 
ommu-ni
ation. Fdr210 is the model 
he
ker for CSP; it 
an 
he
k 
ertain generi
properties of a system (deadlo
k, livelo
k, nondeterminism) and 
he
k there�nement relation between two systems.1.6.4 Simulation and testingThe terms simulation and testing are often used almost synonymously. Firstand foremost, both methods do not explore all possible exe
utions or tra
esof any given system. So they 
an in general only give some 
on�den
e in the
orre
tness of a system under investigation, never 
ertainty. As mentionedbefore, this is the tradeo� for being able to analyse far more 
omplex systemsthan would be possible by model 
he
king. Testing is usually 
on
erned with
omplete systems, but it 
an of 
ourse be applied to an exe
utable model ofa system, too.The distin
tion between testing and simulation is that simulation 
an beseen as one method used in testing. However, testing also 
omprises a wholetheory of the level of 
on�den
e to whi
h a given set of tests as
ertains thatthe tested system is indeed 
orre
t with respe
t to the spe
i�
ation. Animportant 
on
ept in testing is 
overage, that is how mu
h of the spa
e ofpossible behaviours is explored. The di�erent ways of measuring 
overage,and how this relates to 
on�den
e, is one of the subje
ts of testing theory.For the purposes of feature intera
tion dete
tion, we 
an simply taketesting as a given set of methods, and use it when, e.g. model 
he
king failsdue to the 
omplexity of the task. It is worth noting, though, that theappli
ation to feature intera
tion dete
tion 
hanges the parameters of howto design and assess the quality of a test suite. After all, we assume thatthe base system is 
orre
t, and a featured system preserves this as long asno features are a
tivated. Thus, one wants to 
on
entrate on test s
enariosthat exer
ise the features.8Promela stands for Proto
ol Modelling Language; Spin is not an a
ronym.9Communi
ating Sequential Pro
esses10FDR stands for Failures-Divergen
es Re�nement, a semanti
s for CSP.13



1.7. Spe
ifying features1.7 Spe
ifying featuresIn this se
tion I will give an outline of how features 
ould be spe
i�ed us-ing spe
ial 
onstru
ts added to a spe
i�
ation language. This and the nextse
tion des
ribe the programme of my resear
h in general terms.1.7.1 Feature 
onstru
tsSin
e we understand 
omplex systems by a kind of fun
tional de
omposition,we would like to re
e
t that in the way that we spe
ify features, i.e. fun
tional
omponents. Usually we 
an identify the basi
 or 
ore fun
tionality of asystem and separate out the nonessential fun
tionality. In other 
ases weare given the basi
 system and want to add new, nonessential fun
tionality.Either way, despite being per
eived as fun
tional units, features are often noten
apsulated in modules, fun
tions or pro
edures, the traditional stru
turesfor fun
tional de
omposition. Instead, features tend to be pervasive, a�e
tingor at least drawing on many parts of the base system.Therefore we need a new way of stru
turing the system, one that 
orre-sponds to our 
on
eptualisation of a base system plus a set of features. Thisleads to the idea of a feature 
onstru
t : a language 
onstru
t that is like amodule in a traditional language in that it en
apsulates 
ertain fun
tionality,but whose semanti
s make it a�e
t all relevant parts of the system to whi
hit is added. The design prin
iples for feature 
onstru
ts are simple: featuresshould be� easy to spe
ify,� easy to understand,� easy to add or remove,� easy to revise.Spe
ifying features as textual units goes some way to meet these goals: allthe ne
essary information is 
on
entrated in one pla
e, ex
ept for the partsof the base system that are used.In addition to this, a feature 
onstru
t should �t in with the syntaxof the spe
i�
ation language in question. This will make it easier to learn.Moreover, the entities of the base system that a feature will inevitably refer toare de�ned in that language, thus using a similar syntax for de�ning featureswill look more natural. 14



1.7. Spe
ifying features1.7.2 Feature integrationSin
e we are often fa
ed with the problem of de�ning and adding new fea-tures to existing system spe
i�
ations11, it makes most sense to de�ne thesemanti
s of features by synta
ti
 manipulation of the base spe
i�
ation.12If one were to make a 
hange in the semanti
s in the underlying spe
i�
ationlanguage, it would be diÆ
ult to establish the relationship with the originalsemanti
s. In 
ase of an exe
utable language, like the three languages we willsee in the remainder of this thesis, one would also need to rewrite the 
om-piler or model 
he
ker to implement the new semanti
s. By adding featuresthrough purely synta
ti
 means, we 
an avoid these problems.The prepro
essor or front-end that performs these synta
ti
 
hanges onthe base program a

ording to the feature de�nition is 
alled feature inte-grator. A feature integrator generally takes as input a base system in thegiven language and one or more features de�ned in the extended syntax ofthe feature 
onstru
t and outputs a new spe
i�
ation of the featured systemwhi
h uses only the spe
i�
ation language.The resulting spe
i�
ation 
an then be analysed using the same o�-the-shelf methods and tools as the base system.1.7.3 Model 
he
king approa
h to feature intera
tionsThe use of model 
he
king for feature intera
tion dete
tion is in being ableto add a set of features to a given base system, and then automati
ally 
he
kthe resulting system for abnormal behaviour. The properties to be 
he
kedmay be either generi
, su
h as deadlo
k freedom, or spe
i�
 to the basesystem and/or the features, to test whether the featured system operates asexpe
ted. We shall generally take the view that a feature 
omes with a setof properties that a system with the feature is expe
ted to 
omply with.1.7.4 Related workThe following ideas are in some ways similar to our notion of a feature 
on-stru
t, although the �rst two 
ome from rather di�erent areas and are aimedat somewhat di�erent problems.� S. Katz's 
on
ept of superimpositions [46℄ is quite similar to the ideaof features, and the way Katz proposes to spe
ify superimpositions11As an extreme 
ase, the sour
e 
ode of a program may be seen as a spe
i�
ation ofthe program.12Both superimpositions and aspe
t-oriented programming (see se
tion 1.7.4 on relatedwork below) are similar to the feature 
onstru
t approa
h in this respe
t.15



1.7. Spe
ifying features
orresponds very 
losely to the use of a feature 
onstru
t. Both ap-proa
hes allow one to add fun
tionality to an existing system, and inboth one spe
i�es the added fun
tionality in a separate textual unitlike a module. Finally the resulting system des
ription is generated byintegrating the system des
ription with the spe
i�
ation of the featureor superimposition. The similarity is espe
ially strong for the feature
onstru
t for Promela (see 
hapter 3). Promela is an imperativelanguage, o�ering 
on
urren
y through pro
esses exe
uting (virtually)in parallel. This is similar to Katz's setting.Examples of uses for superimpositions are monitoring the base system,and ensuring termination of a 
olle
tion of parallel pro
esses when somesuitable end state has been rea
hed.� aspe
t-oriented programming (AOP) [50℄The authors de�ne an aspe
t as \a property that must be implemented[. . . ℄ if it 
annot be 
leanly en
apsulated in a generalised pro
edure[i.e. fun
tion, obje
t, et
.℄. Aspe
ts tend not to be units of the sys-tem's fun
tional de
omposition, but rather to be properties that a�e
tthe performan
e or semanti
s of the 
omponents in systemi
 ways. Ex-amples of aspe
ts in
lude memory a

ess patterns and syn
hronisationof 
on
urrent obje
ts."The 
ru
ial property of aspe
ts is that they \
ut a
ross" the fun
tionalde
omposition of a system, and be
ause of that they a�e
t many fun
-tions, modules or obje
ts13. This is also often true of features. Theview that AOP takes, however, sees the 
omponent language and theaspe
t language as more or less orthogonal to ea
h other, one dealingwith the \what" the other with the \how" of a solution to a problem.Feature-oriented spe
i�
ation, on the other hand, sees the original sys-tem as a basis to build on, as de�ning some domain and a set of a
tionsone might like to perform on or within that domain. The features re-�ne or rede�ne parts of that system, both in the \what" and the \how"sense.However, features usually implement additional fun
tionality that thebase system did not provide. It is the addition of su
h \fun
tions" toan existing system that often requires 
hanges to many parts of thesystem | and in this sense features 
ut a
ross the original stru
ture.What Ki
zales and 
oauthors write in [50℄ about implementing systemsin AOP e
hoes arguments for feature-oriented spe
i�
ation: \While13Whatever the stru
tures used for the fun
tional de
omposition are.16



1.8. The rest of this thesisasking the programmer to expli
itly address implementation aspe
tssounds like it might be a step ba
kwards, our experien
e with work onopen implementation suggests that in fa
t it isn't. While the program-mer is addressing implementation in the memory aspe
t, proper use ofAOP [Aspe
t-Oriented Programming℄ means that they are expressingimplementation strategy at an appropriately abstra
t level, through anappropriate aspe
t language, with appropriate lo
ality. They are notaddressing implementation details, and they are not working dire
tlywith the tangled14 implementation."� Bredereke in [10℄ suggests stru
turing spe
i�
ations or requirementsdo
uments in families, possibly with a hierar
hi
al stru
ture. Some as-pe
ts of [10℄ 
ome 
lose to the idea of a feature 
onstru
t, in that he ex-tends a spe
i�
ation language (CSP-OZ) to allow non-monotoni
 
om-position of spe
i�
ations. So far, tool support for Bredereke's methodis only sket
hed, but it seems very similar to our approa
h, using a fea-ture integration tool and then generi
 validation tools su
h as a type
he
ker and a model 
he
ker on the featured system.1.8 The rest of this thesisIn this thesis, I will explore� the use of feature 
onstru
ts for de�ning features,� the potential of feature 
onstru
ts for dete
ting and analysing featureintera
tions,� the usefulness of model 
he
king for feature intera
tion dete
tion,� and { mainly in 
hapter 4 { the use of stati
 analysis for the dete
tionof feature intera
tions.All this will be in the 
ontext of o�ine analysis, aiming at the spe
i�
ationstage in the software life-
y
le. My general framework always is an existingspe
i�
ation language for whi
h there is a model 
he
ker. I extend thesemodel 
he
king languages with suitable feature 
onstru
ts and explore theirexpressiveness as well as the 
apabilities of the model 
he
ker with respe
tto the obje
tive of validating featured systems.The aim of this exer
ise is to demonstrate that a feature 
onstru
t (as anextension of an existing language) is a useful tool for de�ning and analysing14\Tangling" is the AOP equivalent of feature integration.17



1.8. The rest of this thesisfeatures and their intera
tions. At the beginning of my studies I was ex-pe
ting model 
he
king to be a good method to dete
t feature intera
tions.However, we will see that model 
he
king fails to meet these expe
tations ingeneral. There are some avenues of resear
h { whi
h I did not have the timeto investigate { that may temper the negative verdi
t on model 
he
king; Imention these in the 
on
lusions to the following 
hapters.I hope to 
onvin
e the reader, however, that feature 
onstru
ts have a lotto o�er for the spe
i�
ation and analysis of features, and that they may beof help in feature intera
tion dete
tion.Feature 
onstru
ts o�er a good way of stru
turing 
omplex systems, thushelping to understand them and fo
using on the relevant parts when lookingfor feature intera
tions. For tool-based methods, su
h 
onstru
ts 
an o�er agood formal framework.1.8.1 OutlineThe stru
ture of this thesis is as follows: The next three 
hapters deal withthree di�erent instantiations of the feature 
onstru
t idea. In ea
h 
hapter I
hoose a di�erent model 
he
king language, de�ne a suitable feature 
onstru
tfor it and demonstrate its use in some examples.The three feature 
onstru
ts may look quite di�erent, but they are drivenby the same ideas: a feature requires 
ertain things of the base system, itintrodu
es new obje
ts to the system, and { and this is the essen
e of a feature{ it 
hanges things in the system. How these a
tions are spe
i�ed, however,depends very mu
h on the language we extend. SMV has a de
larative
avour, Promela is an imperative language, while CSP has a fun
tional
hara
ter. This 
alls for di�erent realisations of the feature 
onstru
t idea inea
h 
ase. Espe
ially the 
hange aspe
t of features needs to be adapted to thekey elements of ea
h language: for SMV, these are assignments to variables;in Promela, it is also 
ow 
ontrol and 
ommuni
ation; while in CSP, thereare no assignments, ex
ept as a result of 
ommuni
ation, so 
ommuni
ationis one 
entral 
omponent, the other one being the 
omposition of pro
esses.The 
hapters on SMV (Chapter 2) and the one on CSP (Chapter 4),de�ne formal semanti
s for the respe
tive feature 
onstru
ts, above and be-yond the indire
t semanti
s given by the feature integration pro
ess. Thesesemanti
s give us a way to reason formally about features in addition to mereexperimentation. In the �nal 
hapter I sum up the lessons learnt and drawgeneral 
on
lusions about the use of feature 
onstru
ts and model 
he
k-ing, indi
ating worthwhile areas for further resear
h. It will turn out thatstati
 analysis may be a more e�e
tive means for the dete
tion of featureintera
tions than model 
he
king. 18



1.8. The rest of this thesisStatement of originalityThe work and results presented in this thesis are mine unless stated other-wise. I have taken all due 
are to indi
ate other people's 
ontributions whereappli
able.
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Chapter 2Features for SMV
2.1 Introdu
tionThis 
hapter revolves around the SMV1 model 
he
ker.2 I give a brief intro-du
tion to the input language, also 
alled SMV, before I des
ribe a feature
onstru
t for this language. I then demonstrate the use of this feature 
on-stru
t in two 
ase studies, a lift system and a network of telephones. This isfollowed by a theoreti
al treatment of the feature 
onstru
t: I develop the de-notational semanti
s of features and prove some results about non-intera
tionof features.The work des
ribed in this 
hapter is joint work with my supervisor, MarkRyan, who developed the notion of a feature 
onstru
t for SMV as well asthe syntax. When I started, Mark Ryan had developed the basi
 aspe
ts ofthe feature 
onstru
t. Jointly we de�ned the exa
t meaning of the TREATand IMPOSE 
lause, whi
h I implemented in the SMV feature integrator.We worked 
losely together both on the 
ase studies and the semanti
s.The base system for the lift was taken fromMark Berry's MS
 thesis [6℄, whilethe phone system resulted from merging a syn
hronous model designed byMark Ryan with an asyn
hronous one whi
h I developed. (The asyn
hronous
hara
ter of the latter proved problemati
 in veri�
ation with SMV.) We
hose the features to model from the relevant literature. All features were
oded by me.1Symboli
 Model Veri�er2Until 1998 there was just one SMV, but now there are three. CMU SMV [55℄ is theoriginal one, developed by Ken M
Millan, and is the one I use in this thesis. NuSMV isa re-implementation being developed in Trento [20℄, and is aimed at being 
ustomisableand extensible. Caden
e SMV is an entirely new model 
he
ker fo
used on 
ompositionalsystems. It is also developed by Ken M
Millan, and its des
ription language resemblesbut mu
h extends the original SMV [56℄. 20



2.2. The SMV model 
he
kerMark Ryan developed the semanti
s for SMV and the feature 
onstru
twhi
h I present in se
tion 2.5, and proved the theorems presented. However,I generalised the theorems somewhat, removing some of the 
onstraints, es-pe
ially where the use of the next operator is 
on
erned.2.2 The SMV model 
he
kerThis exposition of SMV is kept very brief and I refer the interested readerto [21, 55℄ for a more detailed a

ount.SMV is a veri�
ation tool whi
h takes as input� a system des
ription in the SMV language, and� some formulas in the temporal logi
 CTL.SMV produ
es as output the statement `true' or `false' for ea
h of the for-mulas, a

ording to whether the system des
ription satis�es the formula ornot. In symbols we write S j= ' if the system S satis�es the formula ', andS 6j= ' if ' does not hold for S . Additionally, SMV produ
es a 
ounterex-ample for ea
h universal formula (i.e. one starting with AG or AF) that isnot satis�ed, or a witness for ea
h existential formula that is satis�ed.32.2.1 The SMV languageThe SMV des
ription language is essentially a high-level syntax for des
rib-ing �nite state automata. It provides modularisation, and syn
hronous andasyn
hronous 
omposition. The behaviour of the environment is modelled bynon-determinism. An SMV system des
ription de
lares the state variables,their initial values and the next values in terms of the 
urrent and next valuesof the state variables { as long as this does not lead to 
ir
ular dependen
ies.SMV works with unlabelled automata and has no message passing. Hen
eall syn
hronisation has to be by expli
it referen
es to 
urrent and next values.While this keeps the syntax simple, it does sometimes make writing thedes
ription slightly 
umbersome.Figure 2.1 shows one of the examples distributed with the SMV system.(The line numbers are not part of the 
ode.) This pie
e of 
ode de�nes anautomaton with four states (f0; 1g � fready ; busyg). There are transitionsfrom every state to every state, ex
ept for the state (1; ready) from whi
honly transitions to (1; busy) and (0; busy) are allowed. The initial states are(1; ready) and (0; ready). In Figure 2.2 you 
an see the diagram of the au-3For formulas with both existential and universal quanti�ers, SMV's output is usuallynot very helpful. 21



2.2. The SMV model 
he
ker1: MODULE main2: VAR3: request : boolean;4: state : {ready,busy};5: ASSIGN6: init(state) := ready;7: next(state) := 
ase8: state = ready & request : busy;9: 1 : {ready,busy};10: esa
;11: SPEC AG(request -> AF state = busy)Figure 2.1: A system des
ription for SMV
0r 0b

1b1rFigure 2.2: Transition diagramtomaton de�ned by the SMV 
ode in Figure 2.1. Note that SMV interpretsassignments stated in the program as 
onstraints on the automaton withall transitions. Any variable whose value is not determined by an assign-ment will assume values non-deterministi
ally. Hen
e in the example, thetransition from (1; ready) to (0; ready) is not present: the �rst 
ase of theassignment to state rules out this transition. All other transitions remainallowed.Generally, a model des
ription for SMV 
onsists of a list of modules withparameters. Ea
h module may 
ontain variable de
larations (VAR), ma
rode�nitions (DEFINE), assignments (ASSIGN), and properties (SPEC) to be
he
ked of the module. Every SMV program must at least de�ne the modulemain.Possible types for variables are boolean (f0; 1g), enumeration types (e.g.22



2.3. A feature 
onstru
t for SMVstate), �nite ranges of integers, or arrays of these types. For de
lared vari-ables (as opposed to DEFINEd ones, whi
h are merely ma
ros) we may assignthe initial value (e.g. line 6) and the next value (e.g. lines 7{10), or alter-natively, the 
urrent value. The expressions that are assigned to variablesmay be non-deterministi
 as in line 9: if state is not ready or request is0, the next value of state 
an be either ready or busy . (Sin
e requestis not determined at all by the des
ription, it too will assume values non-deterministi
ally.) Note that 
ase statements are evaluated top to bottom,so the result is the expression from the �rst bran
h whose 
ondition evaluatesto true. It is important to bear in mind that all assignments are evaluatedin parallel. (There is also a me
hanism for asyn
hronous (interleaving) 
om-position of modules but I do not use it, not least be
ause its implementationin CMU SMV showed displayed strange behaviour.)A spe
ial kind of variable de
laration is the instantiation of a module,as in \b1 : button(floor=1);". This is interpreted as a de
laration ofall lo
al variables (in
luding DEFINEd identi�ers) of that module, pre�xedwith the name of the newly de
lared variable, together with the assignmentsand ma
ro de�nitions within that module. If the module button has a lo
alvariable pressed, the de
laration above impli
itly de
lares b1.pressed. Theformal parameters are repla
ed by the a
tual parameters as in a 
all-by-namelanguage.It is possible to assert fairness 
onstraints on the model. These are givenby propositional formulas pre
eded by the keyword FAIRNESS. In the presen
eof su
h fairness 
onstraints, only exe
utions are 
onsidered along whi
h these
onstraints are true in�nitely often.After de�ning a system in the SMV language, we formulate the propertiesto be veri�ed in the temporal logi
 CTL (marked by the keyword SPEC, e.g.line 11 in Figure 2.1 asking SMV to verify that in any state (\AG") it holdsthat whenever request is true then, eventually, (\AF") state will have thevalue busy). The propositional atoms for these formulas are the booleanvariables and the equations over the variables and 
onstants of the system.2.3 A feature 
onstru
t for SMVIn this se
tion I des
ribe the SMV feature 
onstru
t and show how modeldes
riptions written using the feature 
onstru
t 
an be integrated into anSMV program, thus giving semanti
s to the feature 
onstru
t. Followingfrom that I will illustrate its use in two 
ase studies.23



2.3. A feature 
onstru
t for SMVFEATURE feature-name[ REQUIREf MODULE module-name [ (parameter-list) ℄VAR variable-de
larations g�℄[ INTRODUCEf MODULE module-name[ VAR variable-de
larations ℄[ ASSIGN assignments ℄[ DEFINE de�nitions ℄[ f SPEC formula g� ℄ g�℄[ CHANGEf MODULE module-name[ IF 
ondition THEN ℄[ IMPOSE assignmentsj TREAT var1 = expr1 [, : : : varn = exprn ℄℄ g�℄ENDwhere: [ ℄ stands for `optional'[ j j ℄ stands for `one of'f g* stands for `several'Figure 2.3: The syntax of the feature 
onstru
t2.3.1 Syntax of the feature 
onstru
tA formal spe
i�
ation of the syntax of the feature 
onstru
t is given in Fig-ure 2.3. There are three main se
tions of the feature 
onstru
t, introdu
edby the keywords REQUIRE, INTRODUCE and CHANGE.The REQUIRE se
tion stipulates what entities are required to be presentin the base program in order for the feature to be appli
able. A 
olle
tionof modules and variables in modules may be spe
i�ed there. All modulesand variables of the base system that are used in the INTRODUCE and CHANGEse
tions should be REQUIREd, and their absen
e will lead to an error.The INTRODUCE se
tion states what new modules or new variables withinold modules are introdu
ed by the integration of the feature into a program.DEFINE and ASSIGN 
lauses may also be given, as may CTL formulas in SPEC.These are textually added to the SMV text during feature integration.24



2.3. A feature 
onstru
t for SMVThe CHANGE se
tion spe
i�es how the feature 
hanges the behaviour ofthe system with respe
t to the original state variables. It gives a numberof TREAT or IMPOSE 
lauses, whi
h may be guarded by a 
ondition. This iswhere the behaviour of the original system is altered.The idea of TREAT and IMPOSE is to alter how a transition from one stateto another is realised in the model: by reading the values of (
urrent) statevariables and assigning new values (
omputed from the 
urrent values) tostate variables for the next state. TREAT 
hanges the value read from avariable, IMPOSE 
hanges the value assigned to a variable. This is appropriatefor SMV, sin
e state variables and assignments are the only means of de�ningtransitions42.3.2 Integrating a featureGiven an SMV text representing the base system, and a feature des
ription,our integration tool SFI does the following:� It 
he
ks that the REQUIREd entities are present in the base system,and reports an error if they are not.� It inserts the SMV 
ode for the new modules and variables de
lared inthe INTRODUCE se
tion.� For CHANGEs of the formIF 
ond THEN TREAT x = exprit repla
es all right-hand-side o

urren
es of x by
ase
ond : expr;1 : x;esa
This means that whenever x is read, the value returned is not x 's value,but the value of this expression. Thus, when 
ond is true, the valuereturned is expr . In short, when 
ond is true, we treat x as if it hadthe value given by expr . Note that we require expr to be deterministi
be
ause x may o

ur in 
onditions in other 
ase statements in the basesystem, and SMV requires su
h 
onditions to be deterministi
.4SMV o�ers the possibility to de�ne a transition relation expli
itly; this is the equiva-lent to ma
hine language programming. However, the idea of a feature 
onstru
t is aimedat (relatively) high-level languages. 25



2.3. A feature 
onstru
t for SMV� For CHANGEs of the formIF 
ond THEN IMPOSE x := expr;In assignments x := oldexpr or next(x) := oldexpr , the integratorrepla
es oldexpr by
ase
ond : expr;1 : oldexpr;esa
Whereas TREAT just deals with expressions reading the value of x , i.e.o

urren
es of x on the right-hand-side of an assignment to anothervariable, IMPOSE deals with assignments to the variable x . It has thee�e
t that, when 
ond is true, x is assigned the value of expr ; butwhen 
ond is false, x is assigned the value that it would have beenassigned in the original program. In an IMPOSE statement, expr maybe non-deterministi
.Remark: For CHANGEs that are not guarded by IF 
ond THEN, the 
asestatements 
an be omitted, and the variable (x ), or respe
tively, the expres-sion (oldexpr), is repla
ed dire
tly by the new expression (expr). Moreover,any TREAT feature 
an be rewritten su
h that the 
onditional is part of theexpression expr , sin
e right-hand-side o

urren
es of x are repla
ed by a 
on-ditional (
ase) expression guarded by 
ond anyway.That is, IF 
ond THEN TREAT x = expr is equivalent to:TREAT x = 
ase
ond : expr;1 : x;esa
The integration of a feature is deemed su

essful if the following are true:� The modules and variables stipulated in the REQUIRE se
tion werepresent in the base program; and� After the textual substitutions have been performed, the resulting pro-gram satis�es the CTL formulas in the INTRODUCE se
tion of the feature.Noti
e that in general one 
annot expe
t the CTL formulas of the base systemto hold, sin
e the feature was introdu
ed to alter the behaviour of the system.26



2.3. A feature 
onstru
t for SMV2.3.3 Integration of multiple featuresWhen several features are integrated in su

ession, the question arises if andhow the order of integration matters. From the explanations above, it is 
learthat the order of integration does matter in general. The details of how thefeatures a�e
t ea
h other are quite 
ompli
ated however. As a rule of thumb,one 
an assume that features whi
h are integrated later take pre
eden
e overfeatures integrated previously.In se
tion 2.4 we explore feature integration in the 
ontext of our 
asestudies. This will illustrate the e�e
t of integrating features in di�erentorders.2.3.4 Dete
ting feature intera
tionOne 
an view a feature as 
omprising two 
omponents: the feature imple-mentation and the feature properties. In the following I write (F ; ') for afeature when I want to stress this distin
tion. In pra
ti
e it is usually moreuseful to state the requirements as several formulas. The formula ' thenstands for a spe
i�
 property one would like to verify of the system. Whenwe integrate a feature (F ; ') into a base system S , to yield a new systemS + F , we want to test the following:� S + F j= ': Feature F has been su

essfully integrated.� (S + F1) + F2 j= '2: Feature F2 
an be integrated into the extendedsystem S + F1.� (S + F1) + F2 j= '1: Feature F2 does not violate the requirements ofF1.Of 
ourse these tests will not ne
essarily su

eed. For the remainderof this se
tion, we shall however assume that all features are 
orre
t withrespe
t to the base system, i.e. S + F j= ' for any feature (F ; '). Then we
an observe feature intera
tion in the following forms:� Type I: (S + F1) + F2 6j= '2:Earlier feature breaks later one.� Type II: (S + F1) + F2 6j= '1:Later feature breaks earlier one.� Type III: S ; S + F1; S + F2 j=  but (S + F1) + F2 6j=  :(where  is a property of the base system.)Features 
ombine to break system.27



2.4. Case studies� Type IV: 9':(S + F1) + F2 j= ' but (S + F2) + F1 6j= ':(where ' is a property of S , F1 or F2)Features do not 
ommute.Note that these types of intera
tions do not represent a disjoint 
lassi�-
ation; two features may exhibit several types of intera
tion. Obviously, for
ommuting features, a Type I intera
tion for integration of F1 and then F2
orresponds to a Type II intera
tion for the reverse order of integration, andvi
e versa. I will 
ome ba
k to this 
lassi�
ation in the analysis of our 
asestudies.Other authors, e.g. Hall [35℄ and Cameron, Gri�eth et al. [14℄, also 
atego-rize feature intera
tions. However most of these 
lassi�
ations are dependenton a spe
i�
 method or view of the system; my 
lassi�
ation is based purelyon properties.2.4 Case studiesTo test the usefulness and expressiveness of the SMV feature 
onstru
t, MarkRyan and I have 
ondu
ted two 
ase studies. The lift system that I des
ribein the following se
tion is a typi
al example of a 
entralised rea
tive system;the telephone system in se
tion 2.4.2 represents a distributed rea
tive system.2.4.1 A lift system with �ve featuresThe basi
 lift systemAs a �rst 
ase study, we analysed a lift system and its features. For thebase system we adapted the lift system des
ription written by Mark Berry[6℄. The SMV 
ode for a single lift travelling between 5 
oors is given inFigures 2.4 to 2.5. It 
onsists of about 120 lines of SMV 
ode.The module main (Figure 2.4) de
lares �ve instan
es (one for ea
h land-ing) of the module button (passing to ea
h one as argument the 
onditionsunder whi
h that button should reset itself). It also de
lares one instan
eof lift, to whi
h it passes two parameters: (Re
all that the parameters aretreated in a 
all-by-name fashion.)� landing 
all holds the number of the next landing in the 
urrentdire
tion of travel at whi
h there was a request for the lift,� and no 
all is true when there is no landing request (regardless of 
ur-rent dire
tion). Note that no 
all is not equivalent to landing 
allbeing 0. 28



2.4. Case studies
MODULE main
VAR
  landingBut1 : button ((lift.floor=1) & (lift.door=open));
  landingBut2 : button ((lift.floor=2) & (lift.door=open));
  landingBut3 : button ((lift.floor=3) & (lift.door=open));
  landingBut4 : button ((lift.floor=4) & (lift.door=open));
  landingBut5 : button ((lift.floor=5) & (lift.door=open));

  lift     : lift (landing_call, no_call);

DEFINE
 landing_call :=
         case
           lift.direction = down : 
                   case
                     landingBut5.pressed & lift.floor>4 : 5;
                     landingBut4.pressed & lift.floor>3 : 4;
                     landingBut3.pressed & lift.floor>2 : 3;
                     landingBut2.pressed & lift.floor>1 : 2;
                     landingBut1.pressed                : 1;
                     1                                  : 0;
                   esac;
           lift.direction = up   : 
                   case
                     landingBut1.pressed & lift.floor<2 : 1;
                     landingBut2.pressed & lift.floor<3 : 2;
                     landingBut3.pressed & lift.floor<4 : 3;
                     landingBut4.pressed & lift.floor<5 : 4;
                     landingBut5.pressed                : 5;
                     1                                  : 0;
                   esac;
         esac;

  no_call := (!landingBut1.pressed &
              !landingBut2.pressed &
              !landingBut3.pressed &
              !landingBut4.pressed &
              !landingBut5.pressed);Figure 2.4: The SMV 
ode for the module main in the lift system.
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2.4. Case studies
MODULE button (reset)
VAR
  pressed : boolean;
ASSIGN
  init (pressed) := 0;
  next (pressed) := case
                      reset     : 0;
                      pressed   : 1;
                      1         : {0,1};
                    esac;Figure 2.5: The SMV 
ode for the module button in the lift system.

The module main only determines the values of these two variables, every-thing else is delegated to the lift module (Figure 2.6) and the �ve instan
esof the button module (Figure 2.5).The lift module (Figure 2.6) de
lares the variables floor, door anddire
tion as well as a further 5 buttons, this time those inside the lift. Thealgorithm it uses to de
ide whi
h 
oor to visit next is the one 
alled \SingleButton Colle
tive Control" (SBCC) from [5℄: the lift travels in its 
urrent di-re
tion answering all lift and landing 
alls until no more exist in the 
urrentdire
tion; then it reverses dire
tion, and repeats. A
tually the 
onditionsunder whi
h it reverses dire
tion are slightly more 
ompli
ated, as 
an beseen by inspe
ting the 
ode for next(dire
tion) in Figure 2.6: if the liftis idle, it maintains the same dire
tion as it had before, but if it is at thetop or bottom of its shaft it 
hanges dire
tion to down and up respe
tively;otherwise, as stated, it reverses dire
tion if there are no 
alls remaining tobe served in the 
urrent dire
tion. The �nal `1:dire
tion' means that ifnone of the pre
eding 
onditions are true, then the value returned by the
ase statement is simply the old value of dire
tion. Noti
e that the SBCCalgorithm stipulates only one button on ea
h landing, rather than the 
on-ventional two. Passengers press the button, but they are not guaranteed thatthe lift will be willing to go in the dire
tion they wish to travel.By inspe
ting the button module (Figure 2.5), one �nds that its variablepressed is set to false if the reset parameter is true; otherwise, if it waspressed before, it persists in that state; otherwise, it non-deterministi
allybe
omes true or false. This non-determinism is to model the fa
t that a usermay 
ome along and press the button at any time. In 
ommon with mosta
tual lift systems, the user may not un-press the button; on
e pressed, itremains a
tivated until the 
onditions to reset it arise inside the lift system.30



2.4. Case studies
MODULE lift (landing_call, no_call)
VAR
  floor         : {1,2,3,4,5};
  door          : {open,closed};
  direction     : {up,down};
  liftBut5      : button (floor=5 & door=open);
  liftBut4      : button (floor=4 & door=open);
  liftBut3      : button (floor=3 & door=open);
  liftBut2      : button (floor=2 & door=open);
  liftBut1      : button (floor=1 & door=open);

DEFINE
  idle         := (no_call & !liftBut1.pressed & !liftBut2.pressed & 
                    !liftBut3.pressed & !liftBut4.pressed & !liftBut5.pressed);
  lift_call := 
         case
            direction = down : 
                case
                   liftBut5.pressed & floor>4 : 5;
                   liftBut4.pressed & floor>3 : 4;
                   liftBut3.pressed & floor>2 : 3;
                   liftBut2.pressed & floor>1 : 2;
                   liftBut1.pressed           : 1;
                   1                          : 0;
                 esac;
            direction = up   : 
                case
                   liftBut1.pressed & floor<2 : 1;
                   liftBut2.pressed & floor<3 : 2;
                   liftBut3.pressed & floor<4 : 3;
                   liftBut4.pressed & floor<5 : 4;
                   liftBut5.pressed           : 5;
                   1                          : 0;
                esac;
         esac;

ASSIGN
  door         := case
                    floor=lift_call      : open;
                    floor=landing_call  : open;
                    1                   : closed;
                  esac;
  init (floor) := 1;
  next (floor) := case
                    door=open                   : floor;
                    lift_call=0 & landing_call=0 : floor;
                    direction=up & floor<5      : floor +1;
                    direction=down & floor>1    : floor −1;
                    1                           : floor;
                  esac;
  init (direction) := down;
  next (direction) := case
                        idle         : direction;
                        floor = 5    : down;
                        floor = 1    : up;
                        lift_call=0 & landing_call=0 & direction=down : up;
                        lift_call=0 & landing_call=0 & direction=up   : down;
                        1            : direction;
                     esac;Figure 2.6: The SMV 
ode for the module lift in the lift system.31



2.4. Case studiesProperties for the basi
 lift system.Before any features are added, we may use SMV to 
he
k basi
 properties ofthe lift system. For example, the following CTL spe
i�
ation in the modulemain is satis�ed: pressing the button on landing i guarantees that the lift willarrive at that landing and open its doors. In CTL5:AG (landingButi.pressed-> AF (lift.floor=i & lift.door=open))These are some properties that we veri�ed for the base lift system and forits extensions with features. The results of the veri�
ations are summarisedin Table 2.1. (The numbers in the table refer to the numbering in this list.)1. Pressing a landing button guarantees that the lift will arrive at thatlanding and open its doors:AG (landingButi.pressed-> AF (lift.floor=i & lift.door=open))2. If a button inside the lift is pressed, the lift will eventually arrive atthe 
orresponding 
oor.AG (liftButi.pressed -> AF (floor=i & door=open))3. The lift will not 
hange its dire
tion while there are 
alls in the dire
tionit is travelling.One formula for upwards travel,AG 8 i < j : (floor=i & liftButj.pressed & dire
tion=up-> A[dire
tion=up U floor=j℄). . . and one formula for downwards travel:5 To enhan
e the readability of the spe
i�
ations we present them in a meta-notation,using variables and quanti�ers whi
h SMV does not allow. Translating this into pureSMV notation is purely me
hani
al, though. In these examples, any free variables areuniversally quanti�ed. For example, if we expand the above formula to pure SMV, weobtain the 
onjun
tion of the formulas:AG (landingBut1.pressed -> AF (lift.floor=1 & lift.door=open))throughAG (landingBut5.pressed -> AF (lift.floor=5 & lift.door=open))32



2.4. Case studiesAG 8 i > j : (floor=i & liftButj.pressed & dire
tion=down-> A[dire
tion=up U floor=j℄)4. If the door 
loses, it may remain 
losed.!AG (door=
losed -> AF door=open)5. The lift may remain idle with its doors 
losed at 
oor i .EF (floor=i & door=
losed & idle)AG (floor=i & door=
losed & idle-> EG (floor=i & door=
losed))(The �rst formula states that the lift 
an a
tually get into a statesatisfying the premise of the se
ond formula.)6. The lift may stop at 
oors 2, 3, and 4 for landing 
alls when travellingupwards:8 i 2 f2; 3; 4g: !AG ((floor=i & !liftButi.pressed& dire
tion=up) -> door=
losed)7. The lift may stop at 
oors 2, 3, and 4 for landing 
alls when travellingdownwards:8 i 2 f2; 3; 4g: !AG ((floor=i & !liftButi.pressed& dire
tion=down) -> door=
losed)One 
an think of many more properties to 
he
k for a lift system. Inthis 
hapter, I omit all safety properties, and 
on
entrate on a sele
tion ofproperties that are 
hara
teristi
 of the SBCC algorithm, namely ones that
on
ern guarantee of servi
e (or absen
e thereof).Features of the lift systemThe following features of the lift system were des
ribed using the feature 
on-stru
t, and then integrated into the base system using the feature integrator:Parking. When a lift is idle, it goes to a spe
i�ed 
oor (typi
ally the ground
oor) and opens its doors. This is be
ause the next request is anti
i-pated to be at the spe
i�ed 
oor. In a real lift system the parking 
oormay be di�erent at di�erent times of the day, for example anti
ipating33



2.4. Case studiesupwards-travelling passengers in the morning and downwards-travellingpassengers in the evening.Lift-23-full. When the lift dete
ts that it is more than two-thirds full, it doesnot stop in response to landing 
alls, sin
e it is unlikely to be able toa

ept more passengers. Instead, it gives priority to passengers alreadyinside the lift, as serving them will help redu
e its load.Overloaded. When the lift is overloaded, the doors will not 
lose. Somepassengers must get out.Empty. When the lift is empty, it 
an
els any 
alls whi
h have been madeinside the lift. Su
h 
alls were made by passengers who 
hanged theirmind and exited the lift early, or by pra
ti
al jokers who pressed lotsof buttons and then got out.Exe
utive Floor. The lift gives priority to 
alls from the exe
utive 
oor.By way of illustration, I give the 
ode for the parking feature in Figure 2.7.The parking feature introdu
es the spe
i�
ation ((12) in Table 2.1)AG 8 i 6= 1: !EG(floor=i & door=
losed)whi
h says that the lift will not remain idle inde�nitely at any 
oor otherthan 
oor 1. (Figure 2.7 
ontains only the instan
e for i = 3.)The other features introdu
e other spe
i�
ations; these are listed below.Properties for the featured lift system.In addition to the generi
 properties for the base system, we 
he
k somerequirements for ea
h feature. The results for these properties 
an also befound in Table 2.1. (Again the numbering in the table 
orresponds to thenumbers in this list.)I derived these requirements from the (natural language) des
ription ofthe features and translated them into CTL as dire
tly as possible.8. Empty:The lift will not arrive empty at a 
oor unless the button on thatlanding was pressed.AG (lift.floor=i & lift.door=open & lift.empty-> landingButi.pressed)34
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FEATURE park
REQUIRE
   MODULE main  −− require all landing buttons
   VAR
     landingBut1.pressed : boolean; landingBut2.pressed : boolean;
     landingBut3.pressed : boolean; landingBut4.pressed : boolean;
     landingBut5.pressed : boolean;
   MODULE lift  −− require all lift buttons and the variable floor
   VAR
     floor            : {1,2,3,4,5};
     liftBut1.pressed : boolean; liftBut2.pressed : boolean;
     liftBut3.pressed : boolean; liftBut4.pressed : boolean;
     liftBut5.pressed : boolean;

INTRODUCE
   MODULE lift  −− no new variables introduced
   SPEC −− lift parks at floor 1:
      AG (floor=4 & idle −> E [idle U floor=1])
   SPEC −− lift cannot park at floor 3:
      AG (!EG(floor=3 & door=closed))

CHANGE
   MODULE main
   IF !lift.floor=1 &
      !( landingBut1.pressed | lift.liftBut1.pressed |
         landingBut2.pressed | lift.liftBut2.pressed |
         landingBut3.pressed | lift.liftBut3.pressed |
         landingBut4.pressed | lift.liftBut4.pressed |
         landingBut5.pressed | lift.liftBut5.pressed )
      THEN TREAT landingBut1.pressed = 1
END Figure 2.7: The 
ode for the Parking feature
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2.4. Case studies9. Empty: (in MODULE lift)The lift will honour requests from within the lift as long as it is notempty.AG 8 i : (liftButi.pressed & !empty)-> AF ((floor=i & door=open) | empty)10. Overloaded: (in MODULE lift)The doors of the lift 
annot be 
losed when the lift is overloaded.!EF (overload & door=
losed)11. Overloaded: (in MODULE lift)The lift will not move while it is overloaded.AG (floor=i & overload -> A[ floor=i W !overload ℄)12. Parking: (in MODULE lift)The lift will not remain idle inde�nitely at any 
oor other than 
oor 1.AG 8 i 6= 1: !EG(floor=i & door=
losed)13. Lift-23-full: (in MODULE lift)Car 
alls have pre
eden
e when the lift is 23 full (indi
ated by the 
agtt-full).AG 8 i 6= j : ((tt-full& liftButi.pressed & !liftButj.pressed)-> A [!(floor=j & door=open)U ((floor=i & door=open)| !tt-full | liftButj.pressed)℄)14. Exe
utive Floor:The lift will answer requests from the exe
utive 
oor (lift.ef).AG (lift.ef=i-> A[ (landingButi.pressed -> AF(lift.floor=i))W !lift.ef=i ℄)36



2.4. Case studiesFeature intera
tions in the lift systemFeature integration provides a framework for plugging these di�erent featuresinto the lift system, and by examining the result, witnessing feature intera
-tions. The SFI tool integrates one or more of the features, in a given order,into the base system. The result of our experimentation with the featuresfor the lift system is summarised in Table 2.1.Ea
h row represents a 
ombination of the base system and some features,and ea
h 
olumn represents a property whi
h SMV has 
he
ked against therelevant systems. The �rst row is the unfeatured lift system; rows 2{6 repre-sent the base system with just one feature, and the remaining rows representthe base system with two features. The order in whi
h two features are addedmatters in general. In those 
ases where exa
tly the same spe
i�
ations aresatis�ed, we write F1 � F2 and list just one ordering, otherwise we writeF1 + F2. (Thus, inspe
tion of the table reveals that the only features whi
hdo not 
ommute are Lift-23-full and Exe
utive Floor: a type IV intera
tion.)The properties, represented by 
olumns in the table, are divided into twogroups. Properties 1{7, to the left of the double line, are properties whi
happly to any lift system, featured or not. We 
an see whi
h properties arebroken by the addition of various features.To the right of the double line are properties 8{14 whi
h are designed totest the integration of spe
i�
 features. Whenever there is a 
ross in the right-hand part of the table, we have dete
ted some kind of feature interferen
e.A requirement of one of the features is not satis�ed in the presen
e of theother feature. This initial diagnosis has to be followed by a 
loser look atthe features and the property 
on
erned to �nd out the reasons (and theseriousness) of the interferen
e.We 
an see that most feature interferen
es are of type I or II (
f. page 27),respe
tively, depending on the order of integration. Only 
ombination Lift-23-full + Exe
utive Floor produ
es a type III intera
tion. As mentioned abovethese features also exhibit a type IV intera
tion.For example, in the line \Overloaded + Empty" we 
an see that oneof the violated properties (9) is about guaranteed servi
e for the lift withthe \Empty" feature. Obviously this 
annot be expe
ted to hold for anoverloaded lift sin
e we already know that the \Overloaded" feature 
anblo
k the lift. (Servi
e will still be guaranteed as long as overload is nottrue, but we omitted this property from the table.)The reason for the se
ond violation of a property of \Empty" by integrat-ing \Overloaded" is quite di�erent. Here the violation stems as mu
h fromthe way the property was 
oded in CTL,37



2.4. Case studies
Table 2.1: Feature intera
tions for the lift systemProperty (see se
tion 2.4.1, p. 32f and 34f)Feature(s) 1 2 3 4 5 6 7 8 9 10 11 12 13 14no features p p p p p p p | | | | | | |Empty p � � p p p p p p | | | | |Overloaded � � � p p p p | | p p | | |Parking p p p p � p p | | | | p | |Lift-23 -full � p p p p p p | | | | | p |Exe
. Floor � � p p p p p | | | | | | pOverloaded* Empty � � � p p p p � � p p | | |Parking* Empty p � � p � p p p p | | p | |Lift-23 -full* Empty � � � p p p p p p | | | � |Exe
. Floor* Empty � � � p p p p p � | | | | pParking* Overloaded � � � p � p p | | p p p | |Lift-23 -full* Overloaded � � � p p p p | | p p | � |Exe
. Floor* Overloaded � � � p p p p | | p p | | �Lift-23 -full* Parking � p p p � p p | | | | p p |Exe
. Floor* Parking � � p p p p p | | | | p | pExe
. Floor+ Lift-23 -full � � p p p p p | | | | | p �Lift-23 -full+ Exe
. Floor � � p p � p p | | | | | � �p: property holds; �: property does not hold; | : property not appli
able
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2.4. Case studies
-- spe
ifi
ation AG (lift.floor = 4 & lift.door = open & ... is false-- as demonstrated by the following exe
ution sequen
estate 32.1:landing_
all = 0no_
all = 1landingBut1.pressed = 0landingBut2.pressed = 0landingBut3.pressed = 0landingBut4.pressed = 0landingBut5.pressed = 0lift.idle = 1lift.
ar_
all = 0lift.overload = 0lift.empty = 0lift.floor = 1lift.door = 
losedlift.dire
tion = downlift.liftBut5.pressed = 0lift.liftBut4.pressed = 0lift.liftBut3.pressed = 0lift.liftBut2.pressed = 0lift.liftBut1.pressed = 0state 32.2:lift.idle = 0lift.liftBut2.pressed = 1state 32.3:lift.
ar_
all = 2lift.dire
tion = upstate 32.4:lift.floor = 2lift.door = openstate 32.5:lift.idle = 1lift.
ar_
all = 0lift.overload = 1lift.empty = 1lift.liftBut2.pressed = 0Figure 2.8: An intera
tion between the Empty and Overloaded features
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2.4. Case studiesAG (lift.floor=i & lift.door=open & lift.empty-> landingButi.pressed)as from the way the system and the features were 
oded. Essentially, in thebase system, the lift would never stay at the same 
oor with its doors openfor more than one step; and the buttons are reset in the step after the doorswere opened. (Cf. property 5 in se
tion 2.4.1.) Figure 2.8 shows the tra
e6that SMV produ
ed for i = 2. We 
an see that the lift starts from its initialstate of sitting idle on the ground 
oor (lift.floor=1). It is then sent to
oor 2 by the button inside the lift (lift.liftBut2.pressed=1). It travelsthere and opens its doors (state 32.4). The last state violates the property:the lift button is reset, the landing button was never pressed. This is dueto the Overloaded feature for
ing the lift doors open as long as the lift isoverloaded.We see that the violation o

urs when both the 
ag overload and emptyare true. It is not hard to see that an interferen
e is inevitable when bothoverload and empty are true. In reality a lift 
an never be overloadedand empty at the same time, but our veri�
ation software and the featureintegrator 
annot know that. One possible solution would be to alter thefeatures to take a

ount of this 
onstraint. This would run 
ounter to oneof the basi
 ideas of features: that they are spe
i�ed independently of oneanother and without knowledge about other features. A better solution wouldbe to design another feature that implements the 
onstraint by either settingoverload to false when empty is true, or vi
e versa.72.4.2 A telephone system with eight featuresThe se
ond 
ase study for the SMV feature 
onstru
t is a simple versionof the Plain Old Telephone System (POTS). Features we have modelled forintegration into our model of POTS in
lude:Call Waiting (CW) When the subs
riber is engaged in a 
all, and there isa se
ond in
oming 
all, the subs
riber is noti�ed and the se
ond 
all isput on hold. The subs
riber 
an swit
h between the two 
alls at will.A 
aller will hear an announ
ement while her 
all is on hold.Call Forward Un
onditional (CFU) All 
alls to the subs
riber's phoneare diverted to another phone.6The tra
e re
ords all variables for the initial state, and after that only those that
hange from the previous state.7It has been remarked that one 
ould also introdu
e a variable for the load in thelift, and then use this in the de�nition of the features Empty, Overloaded and Lift- 23 -full.However, then we would be talking about a di�erent base system.40



2.4. Case studiesCall Forward on Busy (CFB) All 
alls to the subs
riber's phone are di-verted to another phone, if and when the subs
riber's line is busy.Call Forward on No Reply (CFNR) All 
alls to the subs
riber's phonewhi
h are not answered after a 
ertain amount of time, are diverted toanother phone.Ring Ba
k When Free (RBWF) If the user gets the busy-tone on 
allinganother line, she 
an 
hoose to a
tivate RBWF, whi
h will attempt toestablish a 
onne
tion with that line as soon as it be
omes idle.Terminating Call S
reening (TCS) This feature prevents 
alls to thesubs
riber's phone from any number on the s
reening list 
hosen bythe subs
riber. The 
aller will hear an announ
ement to the e�e
t thather 
all is being reje
ted.Originating Call S
reening (OCS) This feature inhibits 
alls from thesubs
riber's phone to any number from a set 
hosen by the subs
riber.Any attempt to ring su
h a number will yield an announ
ement.Automati
 Call Ba
k (ACB) This feature re
ords the number of the last
aller to the subs
riber's phone, whi
h the subs
riber 
an 
hoose to ringdire
tly, without dialling the number.The base system (POTS)Mark Ryan and I have built an SMV des
ription of a network of four syn-
hronous telephones. The behaviour of ea
h phone is given by the �niteautomaton shown in Figure 2.9, plus one variable, dialled, for ea
h phonewhi
h indi
ates the phone to whi
h it is 
onne
ted (or to whi
h it is tryingto 
onne
t). Initially the phone is in state idle; from there, it may moveto ringing (if someone rings it) or to dialt (if someone lifts the handset).Dialt, ringingt, and busyt abbreviate dial-tone, ringing-tone, and busy-tone, respe
tively. Talking represents the state where the phone is 
onne
tedin a 
onversation whi
h it initiated, while talked means that the 
onversa-tion was initiated by someone else. Ended means that the party to whi
h thephone was 
onne
ted has hung up but the handset is still o� the hook.User input is simulated by non-determinism: the number to be dialledis non-deterministi
ally 
hosen, and when there is more than one transitionfrom a state, one is 
hosen non-deterministi
ally. A number of transitionsof the telephone automaton have to syn
hronise with transitions in anotherphone. The variable dialled determines the other 
opy of the phone au-tomaton with whi
h these transitions have to syn
hronise. If a transition41
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ringingidle

ended

talking

ringingt

dialt

busyt

talked

trying

(Dotted lines indi
ate syn
hronising transitions.)Figure 2.9: The automaton for a single phone.has to syn
hronise with a transition in another phone (indi
ated by a dot-ted line in the diagram), it 
an only be 
hosen if the other phone 
hoosesthe 
orresponding transition. In detail, the transitions are syn
hronised asfollows: trying ! ringingt with idle ! ringingringingt! idle with ringing! idleringingt! talking with ringing! talkedtalking ! idle with talked ! endedtalking ! ended with talking ! idle.The 
ode for the phone module 
an be seen in Figures 2.10 and 2.11.In this pie
e of 
ode one 
an also see how the syn
hronisation me
hanismhelps to avoid the ra
e 
ondition arising when several phones try to 
onta
tthe same line at the same time. In SMV we do this by using the nextoperator on the right hand side of an assignment. This way we 
an lookat the 
urrent and the next state of a phone, i.e. the transition. Makingassignments 
onditional on both 
urrent and next states of other telephoneautomata we 
an implement the above syn
hronisations. Details 
an be seenin the sour
e 
ode in Figures 2.10 and 2.11.The fairness 
onstraints at the end of the module phone ensure that atelephone 
annot remain in the same state inde�nitely. Sin
e st must be42



2.4. Case studiesdi�erent from e.g. idle in�nitely often along any exe
ution, it 
an only beequal to idle �nitely many steps at a time. Note that the telephone maystill visit the idle state in�nitely often.As it turned out, this model qui
kly grew too large to verify when featureswere added, sin
e every phone was extended with the features. Thereforewe pro
eeded to a redu
ed model with only two 
omplete phones, and oneterminating and one originating phone (thus, still four in total). In thediagram (Figure 2.9), the left hand side represents the originating line, andthe right hand side the terminating line, both in
luding the states idle andended. Additionally, ea
h feature was only added to one of the phones (unlessexpli
itly stated). A positive side-e�e
t of this di�erentiation is that one 
andistinguish the intera
tions a

ording to how features are distributed overthe system.For the features we modelled, we argue that the redu
ed model still ex-hibits all possible intera
tions of two feature instan
es if we go through allrelevant 
ombinations.First we argue that four (
omplete) phones are suÆ
ient. Ea
h feature dealswith at most three parties, and ea
h phone 
an only originate one 
all (wedid not model Three Way Calling). Therefore a se
ond feature may be addedon any type of phone: one that is a�e
ted by the �rst feature in some way, orone that is not 
onne
ted to it in any way. This gives rise to all interestingbehaviours.The main premise for our reasoning is that the e�e
ts of a feature arelo
alised, i.e. only those phones whi
h parti
ipate in a 
all a�e
ted by aninstan
e of the feature, exhibit altered behaviour. I will use the term 
on�g-uration to des
ribe su
h a set of phones. Parties outside a 
on�guration arenot a�e
ted by the feature and behave independently.The idea of a 
all and its parti
ipants is 
entral to the 
on
ept of 
on�g-urations: a basi
 
all has two parti
ipants, this we 
an 
onsider a 
on�gura-tion. Any party outside this 
on�guration will (by default) be turned awayby a busy signal when attempting to ring either parti
ipant. Expanding thisidea to a featured system, we 
an de�ne a 
on�guration as a set of phones
onne
ted in some way, e.g. talking to ea
h other, or otherwise dependingon ea
h other in their behaviour. Starting with the featured telephone, wearrive at a 
on�guration by adding su

essively any phone whi
h displaysbehaviour not already observable in the 
on�guration.If the transitions of a telephone is 
hanged by a feature, this is an indi
a-tion only of the potential for 
hanged behaviour: the states from whi
h the
hanged (new or removed) transitions originate may not be satis�able in the
ontext of the 
hanges to the rest of the system.As an example, we look at the Call Waiting feature. Apart from the43



2.4. Case studies
MODULE phone (X,B,C,D,p) −− parameters: the 4 numbers, and the array of phones

−−             X is our own number
VAR
  dialled : {0,1,2,3,4};
  st      : {idle,dialt,trying,busyt,ringingt,talking,ringing,talked,ended};

ASSIGN
  init(dialled) := 0;
  next(dialled) := case
                    next(st=idle)                 : 0;
                    dialled = 0 & next(st)=trying : {1,2,3,4};
                    1                             : dialled;
                   esac;

  init(st) := idle;
  next(st) := case
      st=idle :
        case
          p[B].st=trying & p[B].dialled=X & next(p[B].st=ringingt) : ringing;
          p[C].st=trying & p[C].dialled=X & next(p[C].st=ringingt) : ringing;
          p[D].st=trying & p[D].dialled=X & next(p[D].st=ringingt) : ringing;
          1                                                   : {idle,dialt};
        esac;

      st=ringing :
        case
          p[B].st=ringingt & p[B].dialled=X & next(p[B].st)=idle : idle;
          p[C].st=ringingt & p[C].dialled=X & next(p[C].st)=idle : idle;
          p[D].st=ringingt & p[D].dialled=X & next(p[D].st)=idle : idle;
          1 : {ringing,talked};
        esac;

      st=dialt : {dialt,trying};

      st=busyt : {idle,busyt};

      st=trying :
        case
          dialled=B & p[B].st=idle 
          & ((p[C].st=trying & p[C].dialled=B)−> next(p[C].st)=busyt)
          & ((p[D].st=trying & p[D].dialled=B)−> next(p[D].st)=busyt) :ringingt;
          dialled=C & p[C].st=idle 
          & ((p[B].st=trying & p[B].dialled=C)−> next(p[B].st)=busyt)
          & ((p[D].st=trying & p[D].dialled=C)−> next(p[D].st)=busyt) :ringingt;
          dialled=D & p[D].st=idle 
          & ((p[B].st=trying & p[B].dialled=D)−> next(p[B].st)=busyt)
          & ((p[C].st=trying & p[C].dialled=D)−> next(p[C].st)=busyt) :ringingt;
          1 :busyt;
        esac;

      st=ringingt :
        case
          dialled=B & next(p[B].st)=talked : talking;
          dialled=C & next(p[C].st)=talked : talking;
          dialled=D & next(p[D].st)=talked : talking;
          1                                : {ringingt,idle};
        esac;Figure 2.10: The SMV 
ode for the phone system. (1/2)
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2.4. Case studies

      st=talked :
        case
          p[B].st=talking & p[B].dialled=X & next(p[B].st)=idle : ended;
          p[C].st=talking & p[C].dialled=X & next(p[C].st)=idle : ended;
          p[D].st=talking & p[D].dialled=X & next(p[D].st)=idle : ended;
          1                                             : {idle,talked};
        esac;

      st=talking :
        case
          dialled=B & p[B].st=talked & next(p[B].st)=idle : ended;
          dialled=C & p[C].st=talked & next(p[C].st)=idle : ended;
          dialled=D & p[D].st=talked & next(p[D].st)=idle : ended;
          1                                               : {idle,talking};
        esac;

      st=ended : {ended,idle};
   esac;

−− Fairness constraints to ensure that a phone does not remain in a state
−− indefinitely. A phone may still alternate between, eg, idle and dialt.
FAIRNESS  !st=idle
FAIRNESS  !st=dialt
FAIRNESS  !st=trying
FAIRNESS  !st=busyt
FAIRNESS  !st=ringingt
FAIRNESS  !st=talking
FAIRNESS  !st=ringing
FAIRNESS  !st=talked
FAIRNESS  !st=ended

MODULE main
VAR
  ph[1] : phone (1,2,3,4,ph);
  ph[2] : phone (2,1,3,4,ph);
  ph[3] : phone (3,1,2,4,ph);
  ph[4] : phone (4,1,2,3,ph);Figure 2.11: The SMV 
ode for the phone system. (2/2)
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2.4. Case studiessubs
riber's phone we need to have two other (unfeatured) phones in a 
on-�guration: the �rst one 
an 
onne
t to the subs
riber's phone (this requiresat least two phones), the se
ond be
ause it 
an be put on hold when 
onne
t-ing to the subs
riber's phone, whi
h 
ould only happen with the subs
riberalready involved in a 
all to another party, i.e. with the two previous phonesin the 
on�guration.In this sense Call Forwarding features, too, should require a three-phone
on�guration, the subs
riber, the 
aller and the target of the diversion. How-ever, in our implementation, Call Forwarding 
hanges the behaviour only ofthe 
alling telephone: instead of 
onne
ting to the original target of the 
all,the dialled number is 
hanged { after this the 
all pro
eeds as if this numberhad been dialled initially. The subs
riber's phone does not display new be-haviour, sin
e it never `noti
es' that someone attempted to 
all it; similarlythe target of the diverted 
all sees only a normal in
oming 
all.From this example it is 
lear that we 
an sometimes �nd smaller suÆ
ient
on�gurations than those produ
ed by the rules above if we use more detailedknowledge about the implementation. I will use this fa
t in the argumentthat follows.The pro
edure for �nding all 
on�gurations for the feature 
ould be me
h-anised, however with 
onsiderable e�ort, unless the method for des
ribingfeatures is already geared towards this end. This is the 
ase for the topolog-i
al and 
ombinatorial approa
hes mentioned on page 1.5.1. For the SMV
ase study I did not go to su
h lengths.With this notion of 
on�guration, we 
an now assume that phones outsidea 
on�guration do not exhibit new behaviour (with regard to the featuregiving rise to that 
on�guration). A dire
t 
onsequen
e of this assumptionis that we only need to look at overlapping 
on�gurations when 
he
king
ombinations of features. In essen
e, we are taking some of the 
hoi
e awayfrom the model 
he
ker, and in turn we need to ensure that we test all relevant
ases. Che
king di�erent ways of overlapping will in general happen throughthe model 
he
king pro
ess.For the features we modelled in our 
ase study, 
on�gurations 
ompriseone, two or three phones. Only Call Waiting a�e
ts three phones, sin
e theCall Forwarding features operate by re-routing the 
all (see above). Fromthis it is 
lear that overlapping 
on�gurations in a system with only twofeature instan
es (from the set of features we 
onsider) 
ontain at most fourdistin
t phones.The argument for the soundness of the abstra
tion is more diÆ
ult, anddepends on the fa
t that any phone 
an only originate one 
all, among others.Here we have to look at the parti
ular features in more detail and determinewhat \roles" the phones in a 
on�guration 
an take.46



2.4. Case studiesTo illustrate this type of reasoning we look at Call Waiting.Call Waiting has up to three distin
t \roles": the subs
riber, the party thatthe subs
riber 
alled, and a (subsequent) 
aller to the subs
riber.8 Obviously,the non-subs
riber roles 
an be �lled by the trun
ated phones, so that westill have a full phone to apply any other feature to. (Of 
ourse, this phonemay also be
ome part of a Call Waiting 
on�guration.) This phone with itsfeature instan
e may now exer
ise the behaviour with respe
t to all possibleroles in the Call Waiting 
on�guration. Similar arguments apply for otherfeatures; however, they are simpler sin
e Call Waiting is the only feature inthe 
ase study that a�e
ts up to three phones at on
e.Integrating features into the telephone systemAs an illustration of the feature 
onstru
t I show the Ring Ba
k When Freefeature in Figure 2.12. When looking at this example the reader should keepin mind that this 
ode was written with the goal to run it through a model
he
ker { and that the syntax whi
h SMV a

epts is rather limited. Sofor eÆ
ien
y reasons, RBWF will only store one number at a time, and wedo not allow 
an
elling RBWF on
e it is a
tivated, until a 
all between thesubs
ribed phone and the phone with the stored number has been established.The REQUIRE se
tion states that the feature needs a MODULE phone withat least the named parameters, and within that module, variables dialledand st are required, and the domain of dialled has to in
lude at least thevalues 0 through 4, and that of st the values idle, trying, busyt, talkingand talked.The 
ode given in the INTRODUCE se
tion de
lares two new variables,rbwf-use and rbwf-number, and de�nes whi
h number to store in rbwf-number, and under whi
h 
onditions RBWF may be a
tivated (rbwf-use=1)and dea
tivated (rbwf-use=0).Finally, in the CHANGE se
tion we de�ne how the new variables intera
twith those of the base system. For the RBWF feature, the CHANGE se
tionstates that when both the subs
riber's phone and the phone whose numberwas stored are idle, the subs
riber's phone should try to 
onne
t to the phonewhose number was stored.We did not model the subs
riber's phone ringing to alert her to the fa
tthat the RBWF 
all is being attempted, although this would not be diÆ
ult;in fa
t, this 
ould even be implemented as another feature. It would, however,8If both 
alls are in
oming 
alls, the situation is symmetri
al and there are only twodistin
t roles. 47



2.4. Case studies
FEATURE rbwf  −− Ring Back When Free
REQUIRE
  MODULE phone(X,B,C,D,p) −− req’d parameters: our number and those of the
  VAR                     −−         other phones, and the array of phones
    dialled : {0,1,2,3,4};
    st      : {idle,trying,busyt,talking,talked};

INTRODUCE
  MODULE phone
  VAR
    rbwf−number : {0,1,2,3,4};  −− to store the number we’re trying to reach
    rbwf−use    : boolean;      −− true if RBWF activated
  ASSIGN
    init(rbwf−number) := 0;
    next(rbwf−number) :=
      case
        rbwf−number=0  −− don’t allow changing the stored number
          & st=busyt & rbwf−use : dialled;
        !rbwf−use : 0  −− reset stored number on deactivation
        1 : rbwf−number;
      esac;
    init(rbwf−use) := 0;
    next(rbwf−use) :=
      case
        rbwf−use  −− only deactivate if call established (either way)
        &((dialled=rbwf−number & st=talking)
         |(st=talked
          &(rbwf−number=B & p[B].st=talking & p[B].dialled=X)
          &(rbwf−number=C & p[C].st=talking & p[C].dialled=X)
          &(rbwf−number=D & p[D].st=talking & p[D].dialled=X))) : 0;
        !rbwf−use & st=busyt : {0,1};  −− may activate RBWF on busy−tone
        1 : rbwf−use;  −− otherwise, keep same value
      esac;

CHANGE
  MODULE phone
    IF (rbwf−use & st=idle       −− if RBWF is active and our phone is idle
       &((rbwf−number=B & p[B].st=idle)    −− and the stored phone is idle,
        |(rbwf−number=C & p[C].st=idle)    −− try to connect to it
        |(rbwf−number=D & p[D].st=idle)))
    THEN IMPOSE next(dialled) := rbwf−number;
                next(st) := trying;

END Figure 2.12: The 
ode for the feature Ring Ba
k When Free
48



2.4. Case studiesfurther in
rease the size of the model, as we would have to introdu
e a newvariable to indi
ate the spe
ial ringing.Apart from the generi
 properties of the phone system listed in the nextse
tion (2.4.2), we also want to verify that the base system with the featurea
tually behaves as the feature spe
i�
ation demands. For example, in the
ase of RBWF we also require the following (omitted in Figure 2.12):� If RBWF is a
tive, the stored number will be dialled as soon as possible(as long as RBWF is a
tive).AG 8 i 6= j ((ph[i℄.rbwf-use & ph[i℄.rbwf-number=j)-> A[ (ph[i℄.st=idle & ph[j℄.st=idle-> AX ph[i℄.dialled=j)W !ph[i℄.rbwf-use ℄)� The stored number is reset when a 
all to the stored number is 
om-pleted.AG 8 i 6= j : ((ph[i℄.rbwf-number=j& ph[i℄.st=talking & ph[i℄.dialled=j)-> AF ph[i℄.rbwf-number=0)The stored number is also reset when the target party 
alls.AG 8 i 6= j : ((ph[i℄.rbwf-number=j & ph[i℄.st=talked& ph[j℄.dialled=i & ph[j℄.st=talking)-> AF ph[i℄.rbwf-number=0)� RBWF is dea
tivated when a 
all to the stored number is 
ompleted.AG 8 i 6= j : ((ph[i℄.rbwf-number=j& ph[i℄.st=talking & ph[i℄.dialled=j)-> AF ph[i℄.rbwf-use=0)RBWF is also dea
tivated when the target party 
alls.AG 8 i 6= j : ((ph[i℄.rbwf-number=j & ph[i℄.st=talked& ph[j℄.dialled=i & ph[j℄.st=talking)-> AF ph[i℄.rbwf-use=0)Note that we 
an also verify the 
onverse: that RBWF is dea
tivated, orthat the number reset, only when intended, i.e. when a 
all to the number is
ompleted: (using the shorthand `weak until' de�ned on page 11)49



2.4. Case studiesAG 8 i 6= j : (ph[i℄.rbwf-use ->A[ ph[i℄.rbwf-useW ph[j℄.dialled=i & ph[j℄.st=talking ℄)As expe
ted the base system plus the Ring Ba
k When Free feature satis-�es these spe
i�
ations. After all, these were the requirements for the feature.We also found that RBWF does not violate any of the properties that westipulated for the base system. (See Table 2.3, and the following se
tion.)Properties of the basi
 phone system.These are the properties that we have veri�ed for the base system. (Againwe use the meta-notation introdu
ed on page 32.)To save spa
e, I have omitted from Table 2.3 some more te
hni
al prop-erties, but also these rather intuitive properties of the base system:� The 
orre
t phone will ring: if phone i is trying to 
onta
t phone j and
onsequently gets the ringing-tone, then phone j must be ringing.AG ((ph[i℄.st=trying & ph[i℄.dialled=j)-> AX (ph[i℄.st=ringingt -> ph[j℄.st=ringing))� Phone i 
an be talked to; and if it is being talked to, there has to beanother phone talking to it.EF ph[i℄.st=talkedAG (ph[i℄.st=talked<-> 9 j :(ph[j℄.st=talking & ph[j℄.dialled=i))� Phone i may ring, and if it is ringing there has to be another phonethat has dialled it and is getting the ringing-tone.EF ph[i℄.st=ringingAG (ph[i℄.st=ringing<-> 9 j :(ph[j℄.st=ringingt & ph[j℄.dialled=i))The results for the following properties are given in Table 2.3:1. Any phone may 
all any other phone.AG 8 i 6= j : EF (ph[i℄.st=talking & ph[i℄.dialled=j)50



2.4. Case studies2. If phone i is talking to phone j , the 
all will eventually end; and thiswill be by one party hanging up (st=idle) and the other party still o�-hook (st=ended). (This holds only with \weak" fairness, whi
h ensuresthat a phone 
annot remain in the same state inde�nitely.)AG ((ph[i℄.dialled=j & ph[i℄.st=talking)-> AF ((ph[i℄.st=idle & ph[j℄.st=ended) |(ph[j℄.st=idle & ph[i℄.st=ended)))3. When a phone is in state trying, it will always get ringing-tone orbusy-tone in the next step.AG (ph[i℄.st=trying-> AX (ph[i℄.st=ringingt | ph[i℄.st=busyt))4. If a phone is talking, the dialled phone must be talked to.AG (ph[i℄.st=talking & ph[i℄.dialled=j-> ph[j℄.st=talked)5. Never 
an two phones be talking to the same third phone.AG 8 i 6= j : !(ph[i℄.st=talking & ph[i℄.dialled=k &ph[j℄.st=talking & ph[j℄.dialled=k )6. The dialled number 
annot 
hange without repla
ing the hand-set.(This only holds with \weak" fairness, otherwise phone i 
ould stayin state trying inde�nitely.9)AG ((ph[i℄.dialled=j & ph[i℄.st=trying)-> (A[ ph[i℄.dialled=j U ph[i℄.st=idle℄))Properties for the featured phone system.The following requirements were derived from the des
ription of the servi
esthat these features implement and veri�ed for the respe
tive features. (Fora des
ription of the features see page 2.4.2.) For la
k of spa
e I only giveone or two properties for ea
h feature and omit some of the more te
hni
alproperties that I veri�ed.9In absen
e of the fairness 
onstraints, one would use the `weak until' 
onne
tive,
f. page 11. 51



2.4. Case studies7. Call Forwarding Un
onditional:If a forwarding number is given, the phone will never re
eive 
alls. (Theforwarding number is 
hosen at random at initialisation but does not
hange after that.)AG (!ph[i℄.
fu-forw=0-> AG !(ph[i℄.st in fringing,talkedg))8. Call Forwarding on Busy:If the subs
riber's phone is busy, in
oming 
alls will terminate at thephone with the forwarding number. (Again, the forwarding numberremains �xed.)AG 8 i 6= j 6= k 6= i : ((ph[i℄.
fb-forw=j & !ph[i℄.st=idle& ph[k℄.dialled=i & ph[k℄.st=trying)-> AF(ph[k℄.dialled=j & ph[k℄.st in fbusyt,ringingtg& (ph[k℄.st=ringingt -> ph[j℄.st=ringing)))9. Call Waiting:If there are two 
alls to the subs
ribers phone, exa
tly one party willhear the Call Waiting message, \Your 
all is on hold." (In other words,at most one party will hear the message at any given time.)AG 8 i 6= j 6= k 6= i : (ph[i℄.st=talking & ph[i℄.dialled=k &ph[j℄.st=talking & ph[j℄.dialled=k-> (ph[i℄.
w-msg <-> !ph[j℄.
w-msg))10. Call Waiting:The a
tive party is never on hold. (In the Call Waiting feature, dialledholds the value of the party to whom the subs
riber is 
urrently talk-ing.) AG (!ph[i℄.dialled=0 -> !ph[i℄.onhold=ph[i℄.dialled)11. Ring Ba
k When Free:If Ring Ba
k When Free is a
tivated, 
all 
ompletion will be attemptedwhen possible, i.e. whenever both phones are idle.AG 8 i 6= j ((ph[i℄.rbwf-use & ph[i℄.rbwf-number=j)-> A[ (ph[i℄.st=idle & ph[j℄.st=idle-> AX ph[i℄.dialled=j)W !ph[i℄.rbwf-use ℄)52



2.4. Case studies12. Ring Ba
k When Free:The stored number will be reset when a 
all between the subs
riberand the phone with the stored number is established. One formula for
alls initiated by the subs
riber and one for in
oming 
alls. (These two
ould be rolled into one.)AG 8 i 6= j ((ph[i℄.rbwf-number=j & ph[i℄.st=talking& ph[i℄.dialled=j) -> AF ph[i℄.rbwf-number=0)AG 8 i 6= j ((ph[i℄.rbwf-number=j & ph[i℄.st=talked& ph[j℄.dialled=i & ph[j℄.st=talking-> AF ph[i℄.rbwf-number=0)13. Terminating Call S
reening:Calls from numbers on the s
reening list (the array t
s) are nevera

epted.AG (ph[i℄.t
s[j℄-> AG !(ph[j℄.dialled=i& ph[j℄.st in fringingt,talkedg))14. Originating Call S
reening:Calls to numbers on the s
reening list (the array o
s) never su

eed.AG (ph[i℄.o
s[j℄-> AG !(ph[i℄.dialled=j& ph[i℄.st in fringingt,talkingg))Adding multiple features to the telephone systemSo far we have only veri�ed the 
orre
t operation of a single feature addedto the base system. More interesting with view to feature intera
tion is thequestion if adding other features leads to violations of the spe
i�
ations whi
hthe base system plus RBWF satis�es, or of spe
i�
ations whi
h are satis�edby the base system plus the respe
tive other features.For example, when we added RBWF to POTS+CFB, the only propertiesthat were not preserved, were already violated by CFB on its own:� lines 
alling the CFB subs
riber do not have to go immediately fromstate trying to state busyt or ringingt be
ause the diversion takesone exe
ution step;� the dialled number may 
hange without repla
ing the hand-set when itis updated by the forwarding feature.53



2.4. Case studiesThe same was true when we added the features in the opposite order (�rstCFB, then RBWF) and irrespe
tive of whether the same phone subs
ribedto both of these features or they were a
tivated for two di�erent phones.10This leads us to the 
on
lusion that Call Forwarding on Busy and Ring Ba
kWhen Free do not interfere with ea
h other, at least with respe
t to ourspe
i�
ation of the system. This was true regardless whi
h telephones thefeatures were added to.With other features, however, RBWF is not always so well behaved.When we added RBWF to POTS+CW, we found that that RBWF did notrespe
t the spe
i�
ations introdu
ed for CW (Type II intera
tion): this 
om-bination of features violated a requirement for CW (property (9) on page 51).The violated property states, that when there are two 
allers to a CW sub-s
riber, exa
tly one of them is on hold at any given time.AG (ph[2℄.st=talking & ph[2℄.dialled=1 &ph[3℄.st=talking & ph[3℄.dialled=1-> (ph[2℄.
w-msg <-> !ph[3℄.
w-msg))where ph[1℄ is the phone subs
ribing to CW and the 
ag 
w-msg indi
ateswhether the respe
tive phone is on hold. The tra
e that SMV produ
es as a
ounter-example shows up the following behaviour:1. ph[1℄ tries to ring ph[4℄ when ph[4℄ is busy, and ph[1℄ a
tivatesRBWF;2. ph[1℄ then 
alls ph[2℄ (su

essfully);3. using CW, ph[1℄ a

epts an in
oming 
all from ph[3℄, whi
h is puton hold;4. �nally ph[1℄ hangs up on ph[2℄, while the 
all from ph[3℄ is on holdand ph[4℄ is idle.5. At this moment RBWF takes a
tion: RBWF assumes that ph[1℄ isnow idle and ready to 
omplete the 
all to ph[4℄, while, in fa
t, CWshould let the subs
riber know that she still has a 
all on hold.At �rst sight the tra
e that SMV produ
ed looked rather pathologi
al, butthat is just be
ause a 
ounter-example has to be a \worst 
ase" s
enario.CW may still work 
orre
tly as may be 
he
ked by10The latter result was omitted from Table 2.3.54



2.4. Case studiesEG (ph[2℄.st=talking & ph[2℄.dialled=1 &ph[3℄.st=talking & ph[3℄.dialled=1-> (ph[2℄.
w-msg <-> !ph[3℄.
w-msg))whi
h turns out to be true. However, this only happens when RBWF is nota
tivated, as 
an be veri�ed by 
he
kingEG ((ph[2℄.st=talking & ph[2℄.dialled=1 &ph[3℄.st=talking & ph[3℄.dialled=1-> (ph[2℄.
w-msg <-> !ph[3℄.
w-msg)) -> rbwf-use=0)whi
h also holds.If, on the other hand, we integrate RBWF �rst and then CW, the systemviolates the RBWF requirements (Type II), namely that 
all 
ompletion willbe attempted whenever both the subs
riber's phone and the phone whi
hRBWF should monitor be
ome idle. This is in a sense symmetri
al to theabove interferen
e, sin
e now CW overrides RBWF when both features area
tivated.Table 2.2: Intera
tions between features for the phone systemF2F1 CW CFU CFB RBWF RBWF1 TCS OCSCW | IV IV II, IV p IV II4CFU I, IV | IV p p p pCFB I, II, IV II, IV | p p II IIRBWF II, IV p p | p p pRBWF1 p p p p | p pTCS II, IV p I p p | pOCS I4 p I p p p |Table 2.2 indi
ates interferen
es between features for the phone system.A ti
k denotes that there is no interferen
e, i.e. that both features work
orre
tly together and it does not matter in what order they are integrated.When that is not the 
ase, the table gives the types of intera
tion that weobserved, a

ording to the 
lassi�
ation in 2.3.4. The supers
ripted numbershave the same meanings as in Table 2.3 and are explained below.Table 2.3 summarises my experimental �ndings. Again, rows and 
olumnsrepresent feature 
ombinations and properties, respe
tively. A `+' betweentwo features indi
ates that the order they are integrated into the systemmatters, i.e. di�erent properties are satis�ed by the two di�erent orderings;55



2.4. Case studies
Table 2.3: Feature intera
tions for the telephone systemProperty (see se
tions 2.4.2 and 2.4.2)Feature(s) 1 2 3 4 5 6 7 8 9 10 11 12 13 14POTS p p p p p p | | | | | | | |CW p � � � � � | | p p | | | |CFU � p � p p � p | | | | | | |CFB p p � p p � | p | | | | | |RBWF p p p p p p | | | | p p | |TCS � p p p p p | | | | | | p |OCS � p p p p p | | | | | | | pCW + CFU � � � � � � p | p p | | | |CFU + CW � � � � � � p | p � | | | |CW + CFB p � � p � � | p p p | | | |CFB + CW p � � p � � | � p � | | | |CW + RBWF p � � � � � | | � p p p | |RBWF + CW p � � � � � | | p p � p | |CW * RBWF1 p � � � � � | | p p p p | |CW + TCS � � � � � � | | p p | | p |TCS + CW p � � � � � | | p p | | � |CW * OCS � � � � � � | | �4 p | | | pCFU + CFB � p � p p � p p | | | | | |CFB + CFU � p � p p � p � | | | | | |RBWF * CFU � p � p p � p | | | p p | |TCS * CFU2 � p � p p � p | | | | | p |OCS * CFU2 � p � p p � p | | | | | | pRBWF * CFB p p � p p � | p | | p p | |TCS * CFB2 � p � p p � | � | | | | p |OCS * CFB2 � p � p p � | � | | | | | pTCS * RBWF3 � p p p p p | | | | p p p |OCS * RBWF3 � p p p p p | | | | p p | p
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2.4. Case studieswhile a `�' indi
ates that the order does not matter. In these tables, allfeatures are subs
ribed to by the same phone, unless stated otherwise (seebelow). The following notes interpret the supers
ripted numbers:1 Ring Ba
k When Free subs
ribed to by a di�erent phone.2 Call forwarding on Busy/Un
onditional subs
ribed to by two phones.3 Call S
reening subs
ribed to by two phones.4 This is 
learly an artifa
t, generated by the fa
t that Call Waiting storesthe 
urrently a
tive party in dialled, regardless whether that line is theoriginating or terminating line of the 
urrent 
onne
tion. Hen
e OCS willinterrupt a Call Waiting 
all that was established by a 
all from a phone onthe s
reening list to the OCS subs
riber.It is obvious from the entries in 
olumns 13 and 14 in Table 2.3 forthe 
ombinations of Call Forwarding and Call S
reening features that theintera
tions we 
ould dete
t among them were determined by our de
ision notto model Call Forwarding by routing the 
all through the forwarding phone.Both sides of the 
all `know' who the other party is, thus the s
reening worksas intended. Had we modelled the 
all being routed via the subs
riber'sphone, the 
ombination of a Call Forwarding feature with a Call S
reeningfeature would have violated the Call S
reening property, sin
e the extra 
allleg would interfere with determining the originator and terminator of a 
all,whi
h is essential for s
reening the 
all.On a 400MHz Sun server, the model 
he
king runs to produ
e these re-sults took anything from a 
ouple of minutes to over an hour to 
omplete.Ea
h run 
he
ked all the properties listed (and more, typi
ally over 100 CTLformulas in all) for one 
ombination of features. For most runs, memory re-quirements were very moderate, usually 2{10MB. It is, however, very hard togive de�nite values over all be
ause the time and memory requirements varygreatly, depending on the 
ombination of features, the properties, settings ofSMV options. Even the same two features integrated in di�erent order 
ouldlead to very di�erent time and memory requirements in veri�
ation.Fairness often slows down SMV 
onsiderably, with weak fairness (the system
annot stay in one state inde�nitely) taking less time than strong fairness(every state has to be visited in�nitely often).SMV, like any model 
he
ker, su�ers from the state explosion problem.The more variables are introdu
ed, the larger the state spa
e be
omes -and even using BDDs, in the worst 
ase the in
rease in memory needed isexponential in the number of variables. For a system like the telephonesystem, whi
h is highly inter
onne
ted, it is diÆ
ult to �nd good variableorderings in order to de
rease the memory needed. So, in this 
ase, BDDsdo not save us from the state explosion problem.57



2.5. The semanti
s of the SMV feature 
onstru
t2.5 The semanti
s of the SMV feature 
on-stru
tBefore we 
an delve into the formal semanti
s of the feature 
onstru
t forSMV, we need to de�ne the semanti
s of SMV. We will then derive the feature
onstru
t semanti
s from the synta
ti
 manipulations that de�ne feature in-tegration. Finally, armed with these semanti
s we 
an prove some propertiesof SMV features in se
tion 2.5.4.For this purpose Mark Ryan and I have developed semanti
s for SMVwhi
h are quite di�erent in 
hara
ter (more denotational) than M
Millan'sas given in [55℄. Our semanti
s make it easier to deal with the \next" operatoron the right hand side of assignments, a usage whi
h SMV supports for alarge 
lass of programs, but whi
h M
Millan does not 
over in his semanti
s.A further extension (whi
h is not supported by CMU SMV) is that we 
anallow non-deterministi
 expressions as 
onditions in \
ase" statements.2.5.1 The syntax of SMV revisitedWe assume that only one module is de�ned (sin
e, anyway, in the syn
hronous
ase the SMV model 
he
ker 
attens a multi-module system to a single largemodule). An SMV program then 
onsists of variable de
larations, \x : type",and assignments, \next(x ) := e" and \init(x ) := e". The latter kind ofassignment serves to de�ne the set of initial states of the resulting automaton.Types are (essentially) �nite sets of values with 
ertain operations onthem. Expressions take the forme ::= 
 j x j next(x ) j e1 Æ e2 j e1 union e2 j 
ase
e1 : e1;
e2 : e2;...
en : en ;esa
where 
 is a 
onstant, x a variable, and 
ei is a 
onditional expression (i.e.an expression of boolean type). We often write next(e) for the expression ewith all variables x1; : : : repla
ed by next(x1), . . . .2.5.2 The semanti
s of SMVDe�nition 2.5.1 1. Let P be an SMV text 
onsisting of a single module.Let n be the number of variables whi
h o

ur in P , and I = f1; : : : ; ng.58



2.5. The semanti
s of the SMV feature 
onstru
tWe will 
all the ith variable xi .2. Every type denotes a �nite set. The type of a variable xi is writtentype(xi).3. The set of states is the produ
t of the domains of all state variables:S =Qi2I Jtype(xi)K.4. If s 2 S , we write s(xi) for the value of xi in s, i.e. the ith 
omponentof s.Let e be an expression in SMV. Its denotation JeK is a fun
tion in S�S !P(type(e)). Applying JeK to (s; s 0) returns the set of values that e 
ouldevaluate to if the 
urrent state is s and the next state is s 0; note that, be
ausee may refer to next-state variables as well as 
urrent-state variables, boththe 
urrent state and the next state are required to evaluate it. The result ofJeK(s; s 0) is a set, be
ause the expression e is (in general) non-deterministi
.De�nition 2.5.2 The denotation of expressions is de�ned as follows, wheree1; e2; : : : are expressions, 
e1; : : : are boolean expressions and Æ any binaryoperator (su
h as +;�; �;&; : : : ):1. If d is a 
onstant, then JdK = � ss 0: fdg.2. If x is a variable, thenJxK = � ss 0: fs(x )g, andJnext(x )K = � ss 0: fs 0(x )g:3. Je1 Æ e2K = � ss 0:nv1 JÆK v2 ��� v1 2 Je1K(s; s 0); v2 2 Je2K(s; s 0)o,where Æ is one of the operations +;�; �;&; : : : .4. Je1 union e2K = � ss 0:�Je1K(s; s 0) [ Je2K(s; s 0)�;note that union in SMV denotes non-deterministi
 
hoi
e, and the ex-pression f1; 2; 3g is just shorthand for 1 union 2 union 3.5. J 
ase
e1 : e1;
e2 : e2;...
en : en ;esa
 K 59



2.5. The semanti
s of the SMV feature 
onstru
t= � ss 0:� nv ��� 1 2 J
e1K(s; s 0); v 2 Je1K(s; s 0)o[ nv ��� 0 2 J
e1K(s; s 0); 1 2 J
e2K(s; s 0); v 2 Je2K(s; s 0)o[ nv ��� 0 2 J
e1K(s; s 0) \ J
e2K(s; s 0);1 2 J
e3K(s; s 0); v 2 Je3K(s; s 0)o...[ n1 ��� 0 2 Tni=1J
eiK(s; s 0)o �Re
all that in SMV, 0 denotes false and 1 denotes true; therefore,0 2 J
e3K(s; s 0) means that 
e3 
an evaluate to false in (s; s 0), et
. Thelast set in this union re
e
ts the fa
t that if all the 
onditions 
eievaluate to false, the 
ase expression is de�ned to evaluate to 1.When an expression e does not 
ontain next(), we often write JeK(s) ratherthan JeK(s; s 0) to emphasise that JeK depends only on the 
urrent state.Example 2.5.3 The expression
aseb : a + 1;1 : a � 1;esa
denotes� ss 0:�nv ��� 1 2 JbK(s; s 0); v 2 Ja + 1K(s; s 0)o[ nv ��� 0 2 JbK(s; s 0); 1 2 J1K(s; s 0); v 2 Ja � 1K(s; s 0)o�:If a and b are variables (as opposed to other kinds of expressions), then theyevaluate deterministi
ally and we obtain� ss 0: � s(a) + 1 if s(b)s(a)� 1 otherwise 60



2.5. The semanti
s of the SMV feature 
onstru
tExample 2.5.4 The expression
ase
asea = 1 : b;1 : !b;esa
 : a + 1;1 : 
ase
 : 0;1 : a;esa
esa
where a; b; 
 are variables, denotes
� ss 0: 8>>>><>>>>: s(a) + 1 if (s(a) = 1 ^ s(b)) _ (s(a) 6= 1 ^ :s(b))0 if (s(a) = 1 ^ :s(b) ^ s(
))_ (s(a) 6= 1 ^ s(b) ^ s(
))s(a) if (s(a) = 1 ^ :s(b) ^ :s(
))_ (s(a) 6= 1 ^ s(b) ^ :s(
))The semanti
s of expressions are thus quite straightforward. However,they fails an important property of substitutivity. We might expe
t thatif two expressions e1; e2 denote the same thing, and we substitute for thevariable x a third expression e, the resulting expressions should also denotethe same thing. Let e1[e=x ℄ mean the expression e1 with all o

urren
es of thevariable x (not within next()) repla
ed by the expression e, and e1[e=next(x )℄is e1 with all o

urren
es of next(x ) repla
ed by e. Note that we 
an never getnested next()s by performing these substitutions (i.e. the set of expressionsis 
losed under them).

Remark 2.5.5 (Substitutivity) Je1K = Je2K does not imply Je1[e=x ℄K =Je2[e=x ℄K. 61



2.5. The semanti
s of the SMV feature 
onstru
tExample 2.5.6 Here is an example of the failure of substitutivity:e1 = 2 � xe2 = x + xe = f2; 3gJe1[e=x ℄K = J2 � f2; 3gK= � ss 0: f4; 6gJe2[e=x ℄K = Jf2; 3g+ f2; 3gK= � ss 0: f4; 5; 6gThe reason for the failure is 
lear: after substituting in x + x , the non-deterministi
 expression will o

ur twi
e and 
an evaluate di�erently the twotimes. In 2 � x it o

urs only on
e.Substitutivity holds if e is deterministi
, or e1; e2 have just one o

urren
eof x or next(x ). To prove this, we need the following lemmas. Write svx forthe state just like s ex
ept that x has the value v .Lemma 2.5.7 Let e; f be SMV expressions, thenJe[f =x ℄K(s; s 0) � Sv2Jf K(s;s0)JeK(svx ; s 0)Moreover, equality holds if f is deterministi
, or e has just one o

urren
e ofx .Proof We prove the lemma by indu
tion on the stru
ture of e.� e = d , where d is a 
onstant.RHS = JdK(s; s 0) = SJdK(svx ; s 0) = LHS,� e is a variable.If e is a variable y di�erent from x , then the situation is as for 
onstants.If e is the variable x , thenJe[f =x ℄K(s; s 0) = Jf K(s; s 0) =fsvx (x ) j v 2 Jf K(s; s 0)g = [v2Jf K(s;s0)JxK(svx ; s 0)� If e = next(z ) for any variable z , again the situation is as for 
onstants.62



2.5. The semanti
s of the SMV feature 
onstru
t� e = e1 Æ e2.J(e1 Æ e2)[f =x ℄K(s; s 0)= nw1 JÆK w2 ��� w1 2 Je1[f =x ℄K(s; s 0); w2 2 Je2[f =x ℄K(s; s 0)o� nw1 JÆK w2 ��� wi 2 JeiK(svix ; s 0); vi 2 Jf K(s; s 0); i = 1; 2o� nw1 JÆK w2 ��� wi 2 JeiK(svx ; s 0); v 2 Jf K(s; s 0); i = 1; 2o= nJe1 Æ e2K(svx ; s 0) ��� v 2 Jf K(s; s 0)oThe �rst step uses the semanti
s of Æ, in the se
ond we apply theindu
tion hypothesis to 
on
lude that Jei [f =x ℄K(s; s 0) � fw j w 2JeiK(svx ; s 0); v 2 Jf K(s; s 0)g. Then we use rules of sets, and �nally thede�nition of Æ. We also used the indu
tion hypothesis to 
on
lude thatJe[f =x ℄K(s; s 0) � fw1 JÆK w2 j wi 2 JeiK(svix ; s 0); vi 2 Jf K(s; s 0); i =1; 2g.)Now suppose f is deterministi
. Then the �rst two o

urren
es of �above be
ome = by indu
tion hypothesis, and the third be
omes = bythe fa
t that Jf K(s) is a singleton.Suppose e has just one o

urren
e of x , say, in e1. Then e2 does notdepend on x . By indu
tive hypothesis, Je1[f =x ℄K(s; s 0) = SJe1K(svx ; s 0)(�rst in
lusion). Also Je2[f =x ℄K(s; s 0) = SJe2K(svx ; s 0) = Je2K(s; s 0), i.e.Je2K(svx ; s 0) is independent of the 
hoi
e of v 2 Jf K(s; s 0), so the middleline be
omes fw1 JÆK w2 j w1 2 Je1K(sv1x ; s 0); w2 2 Je2K(s; s 0); v1 2Jf K(s; s 0)g. This justi�es = for the se
ond and third �.� Case statement: similar.� e = e1 union e2.By indu
tive hypothesis, we haveJe1[f =x ℄ union e2[f =x ℄K(s; s 0) ==Je1[f =x ℄K(s; s 0) [ Je2[f =x ℄K(s; s 0)= [v2Jf K(s;s0)Je1K(svx ; s 0) [ [v2Jf K(s;s0)Je2K(svx ; s 0)= [v2Jf K(s;s0)(Je1K(svx ; s 0) [ Je2K(svx ; s 0))= [v2Jf K(s;s0)Je1 union e2K(svx ; s 0): 263



2.5. The semanti
s of the SMV feature 
onstru
tWe 
an prove a similar lemma for substitutions on next(x ).Lemma 2.5.8 Let e; f be SMV expressions, thenJe[f =next(x )℄K(s; s 0) � Sv2Jf K(s;s0)JeK(s; s 0vx )Moreover, equality holds if f is deterministi
, or e has just one o

urren
e ofnext(x ).Proof Again we prove the lemma by indu
tion on the stru
ture of e.� e = d , where d is a 
onstant: as before� e is a variable: as for 
onstants.� e = next(z ) for a variable z .If e = next(y), for y di�erent from x , then the situation is as for
onstants.If e = next(x ), thenJe[f =next(x )℄K(s; s 0) = nv ��� v 2 Jf K(s; s 0)o =ns 0vx (x ) ��� v 2 Jf K(s; s 0)o = [v2Jf K(s;s0)Jnext(x )K(s; s 0vx ):� e = e1 Æ e2.By a similar argument to the previous proof we �ndJ(e1 Æ e2)[f =next(x )℄K(s; s 0)= nw1 JÆK w2 ��� w1 2 Je1[f =next(x )℄K(s; s 0); w2 2 Je2[f =next(x )℄K(s; s 0)o� nw1 JÆK w2 ��� wi 2 JeiK(sx ; s 0vix ); vi 2 Jf K(s; s 0); i = 1; 2o� nw1 JÆK w2 ��� wi 2 JeiK(s; s 0vx ); v 2 Jf K(s; s 0); i = 1; 2o= nJe1 Æ e2K(s; s 0vx ) ��� v 2 Jf K(s; s 0)oAgain the se
ond step relies on the indu
tion hypothesis to 
on
ludethat Jei [f =next(x )℄K(s; s 0) � fw j w 2 JeiK(s; s 0vx ); v 2 Jf K(s; s 0)g.The arguments for the 
ase that f is deterministi
, or that e has atmost one o

urren
e of next(x ) are analogous to those in the previousproof.� Case statement: similar. 64



2.5. The semanti
s of the SMV feature 
onstru
t� e = e1 union e2.Similar to proof of Lemma 2.5.7. 2Corollary 2.5.9 Let e; f be SMV expressions. If f does not 
ontain next(x ),then J(e[f =x ℄)[next(f )=next(x )℄K � Sv2Jf K(s;s0)v02Jf K(s;s0)JeK(svx ; s 0v 0x )As in the lemma, if f is deterministi
, or e has just one o

urren
e of next(x ),equality holds.Example 2.5.10 We give an example of proper in
lusion for Lemma 2.5.7.Again let e = x + x and f = f2; 3g. Note f is non-deterministi
.LHS = J(x + x )[f2; 3g=x ℄K(s; s 0) = Jf2; 3g+ f2; 3gK(s; s 0) = f4; 5; 6g.RHS = Sv2f2;3gJx + xK(svx ; s 0) = f4; 6g.Corollary 2.5.11 If e is deterministi
, or e1; e2 have just one o

urren
e ofx , thenJe1K = Je2K implies Je1[e=x ℄K = Je2[e=x ℄K.The previous lemmas and examples show that the SMV language of non-deterministi
 expressions, although simple and intuitive, fails a property ofsubstitutivity. This property is important to us be
ause the treat feature isde�ned in terms of substitution, and we would like to have this property inorder to guarantee that the treat feature is ni
ely behaved.Our �rst approa
h to this problem was to restri
t to the 
ases of lemmas2.5.7 and 2.5.8 in whi
h f is deterministi
. Looking again at the de�nitionof the feature 
onstru
t in se
tion 2.3, this would mean that f and ' in thetreat feature would have to be deterministi
.We 
an avoid this restri
tion, however, by de�ning substitution in a 
lev-erer way. First note that all the non-determinism in f 
an be expressed atthe outermost level.Lemma 2.5.12 Let f be a (possibly non-deterministi
) expression. Thenthere are deterministi
 expressions f1, f2, . . . , fn su
h thatJf K = Jf1 union f2 union : : : union fnK:Proof Indu
tion on the stru
ture of f . (Rewriting the expression is purelyme
hani
al.) 265



2.5. The semanti
s of the SMV feature 
onstru
tThe new operator uses this way of rewriting expressions.De�nition 2.5.13 Let e; f be expressions and x a variable. The expressioneff =xg is de�ned thus:eff =xg = e[f1=x ℄ union e[f2=x ℄ union : : : union e[fn=x ℄where f has been written f1 union f2 union : : : union fn with ea
h fi deter-ministi
 (see lemma).Obtaining eff =xg is easily automated, sin
e it is a straightforward synta
ti
manipulation to rewrite f a

ording to Lemma 2.5.12.Note that we lose some 
ombinations of possible values if a non-deter-ministi
 expression f is substituted for x in an expression e with multipleo

urren
es of x . For example in e = x+x , if we repla
e x with the expressionf = 1 union 2 (whi
h non-deterministi
ally yields 1 or 2) as in the abovede�nition, we get eff =xg = (1+1) union (2+2) = 2 union 4 whi
h is only asubset of f + f = (1 union 2)+ (1 union 2) = 2 union 3 union 4, whi
h wouldresult from straight synta
ti
 substitution (e[f =x ℄).However, this is typi
al for substitution in any non-deterministi
 frame-work. The previous de�nition enables us to express the substitutions we needfor feature integration.The following remark using the new substitution operator hints at a 
ri-terion for the 
ommutativity of features:Remark 2.5.14 Let e; f1; f2 be SMV expressions. If f1 does not 
ontainnext(x ) and x does not o

ur in f2 then(eff1=xg)ff2=next(x )g = (eff2=next(x )g)ff1=xgup to reordering of subterms. This also holds for ordinary substitution �[�℄.In the remainder of this 
hapter, we will usually have f2 = next(f1), in whi
h
ase the remark applies.Hen
e substitutions 
ommute if one 
on
erns the 
urrent value and the otherone the next value of a state variable. (Obviously substitutions on di�erentvariables in the 
urrent state need not 
ommute.)With this new operator, we obtain the desired result for substitution:66



2.5. The semanti
s of the SMV feature 
onstru
tLemma 2.5.15 Let e; f be SMV expressions. ThenJeff =xgK(s; s 0) = [v2Jf K(s;s0)JeK(svx ; s 0)andJeff =next(x )gK(s; s 0) = [v2Jf K(s;s0)JeK(s; s 0vx )Proof By indu
tion, using lemmas. 2The other side of substitutivity asks that Je1K = Je2K implies Je[e1=x ℄K =Je[e2=x ℄K, i.e. , substituting equivalent expressions into an expression resultsin equivalent expressions. (Analogously for e[e1=next(x )℄.) This holds with-out quali�
ation in our semanti
s:Proposition 2.5.16 Je1K = Je2K implies Je[e1=x ℄K = Je[e2=x ℄K andJe[e1=next(x )℄K = Je[e2=next(x )℄K.Proof Indu
tion on the stru
ture of e. If e is a 
onstant or a variable, ornext(z ) for a variable z , the result is straightforward; otherwise,� if e = f1 Æ f2 thenJe[e1=x ℄K(s; s 0) = J(f1 Æ f2)[e1=x ℄K(s; s 0)= Jf1[e1=x ℄ Æ f2[e1=x ℄K(s; s 0)= Jf1[e1=x ℄K(s; s 0) JÆK Jf2[e1=x ℄K(s; s 0)= Jf1[e2=x ℄K(s; s 0) JÆK Jf2[e2=x ℄K(s; s 0)The last step uses the indu
tive hypothesis. Now this expression 
anbe pa
ked up again to obtain Je[e2=x ℄K(s; s 0).� Union, 
ase statements, et
: similar. 2Substitutivity will be important for the appli
ation to features in a laterse
tion.We return to the main theme of this se
tion, whi
h is de�ning the seman-ti
s of SMV. Having examined the semanti
s of expressions, we now give thesemanti
s of 
omplete programs. Sin
e expressions do most of the work inSMV programs, there is not mu
h more to do:De�nition 2.5.17 Assignments denote relations on S � S :� Jnext(x ) := eK = f(s; s 0) j s 0(x ) 2 JeK(s; s 0)g;67



2.5. The semanti
s of the SMV feature 
onstru
t� Jx := eK = f(s; s 0) j s(x ) 2 JeK(s; s 0)g.The transition relation is given byR = Ta an assignmentJaK:An SMV program P denotes a pair JPK = (S ;R), where S is the set ofstates (given in de�nition 2.5.1), and R is the transition relation. We maynow apply this semanti
s to verify the examples given in se
tion 2.5.2.2.5.3 Semanti
s of the feature 
onstru
t for SMVDe�nition 2.5.18 (Admissible SMV programs) An SMV program isadmissible if:� there are no assignments to 
urrent variables;� and in any assignment of the form next(x) := e, next(x) does noto

ur in e.We assume that the base system is an admissible SMV program, and wealso make the assumption that, in the featuresif ' then impose next(x) := fif ' then treat x = fthe 
ondition ' and the expression f is deterministi
, and that next() does noto

ur in '.11 Note that this does not mean that we 
annot apply features tonon-deterministi
 systems; only that we 
annot impose that a variable havea non-deterministi
 value, or treat it as having one.As stated before, we do not allow next() to o

ur in treat features: if, inthe program, an expression would refer to next(x), then the integration ofsu
h a feature would lead to double nexts, i.e. a referen
e to a su

essor stateof the next state, whi
h 
annot be determined from the 
urrent state. Thesemanti
s given in the previous se
tion determine values in the next statefrom the 
urrent and the next state only. This restri
tion also means thatfor treat features we 
an write Jf K(s) instead of Jf K(s; s 0), sin
e f 
annotdepend on s 0.The assumption that the expression f o

urring in the feature is deter-ministi
 means that, for any s, Jf K(s) is a singleton. We will write Jf K(s) tobe the value of f in s, rather than the singleton set 
ontaining that value, in11This is not a serious restri
tion, sin
e f may still be a 
onditional expression.68



2.5. The semanti
s of the SMV feature 
onstru
torder to simplify notation. It means we 
an write sJf K(s)x for the state like sbut with x having the value of f in s, et
.For ease of des
ription, we use the symbol Æ for features using the imposekeyword, and " for features using the treat keyword.De�nition 2.5.19 (Semanti
s of features) Let A be an automaton, i.e.a binary relation on a set of states.� If Æ is the featureif ' then impose next(x) := fthen JÆK(A) =f(s; s 0) j s 6
 '; (s; s 0) 2 Ag[ f(s; s 0Jf K(s;s0)x ) j s 
 '; (s; s 0) 2 Ag:Thus, we retain transitions (s; s 0) 2 A whi
h do not trigger the feature(s 6
 '); in the 
ase that the feature is triggered (s 
 ') we alter thetarget state to take a

ount of the impose.� If " is the featureif ' then treat x = fthen J"K(A) = n(s; s 0) ��� s 6
 '; s 0 6
 '; (s; s 0) 2 Ao [n(s; s 0) ��� s 6
 '; s 0 
 '; (s; s 0Jf K(s0)x ) 2 Ao [n(s; s 0) ��� s 
 '; s 0 6
 '; (sJf K(s)x ; s 0) 2 Ao [n(s; s 0) ��� s 
 '; s 0 
 '; (sJf K(s)x ; s 0Jf K(s0)x ) 2 AoAgain, we retain transitions (s; s 0) 2 A whi
h do not trigger the feature.Here, if the feature is triggered, we behave as if x had the value of f inthe 
urrent or next state, respe
tively. That is, we transition from s tos 0 if there was a transition from sJf K(s)x to s 0Jf K(s)x . (Re
all that we ruledout o

urren
es of next() in f as well as non-determinism in f .)Remark 2.5.20 As we already observed on page 26,IF 
ond THEN TREAT x = f is equivalent to69



2.5. The semanti
s of the SMV feature 
onstru
tTREAT x = 
ase
ond : f ;1 : x;esa
Hen
e we 
an rewrite all treat features a

ordingly, in
orporating the 
ondi-tion into f , and the semanti
s for a treat feature " redu
e toJ"K(A) = n(s; s 0) ��� (sJf K(s)x ; s 0Jf K(s0)x ) 2 Ao;whi
h will simplify reasoning about treat features.The following lemma will be useful in the next proof:Lemma 2.5.21 If " is of the form TREAT x = f , and f is a deterministi
expression, thenJ"K(A \ B) = J"K(A) \ J"K(B):Proof (s; s 0) 2 J"K(A)\J"K(B), (9 v 2 Jf K(s); v 0 2 Jf K(s 0): (svx ; s 0v 0x ) 2 A) ^(9 v 2 Jf K(s); v 0 2 Jf K(s 0): (svx ; s 0v 0x ) 2 B), (9 v 2 Jf K(s); v 0 2 Jf K(s 0): (svx ; s 0v 0x ) 2 A \ B), (s; s 0) 2 J"K(A \ B)The se
ond step only works if Jf K(s) is a singleton, i.e. if f is deterministi
.2Our aim in this se
tion is to show that the semanti
s of features givenabove 
oin
ides with what SFI a
tually does. As indi
ated above, we writeP + Æ for the result of integrating Æ into P . Thus, we aim to prove:Lemma 2.5.22 Let Æ; " be as above, let P be an admissible SMV program.1. If P is deadlo
k free and next(x ) does not o

ur in f , then JP + ÆK =JÆK(JPK).2. If f and ' are deterministi
 and 
ontain no o

urren
es of x or of thenext() operator, then JP + "K = J"K(JPK).70



2.5. The semanti
s of the SMV feature 
onstru
tProof 1. We show (s; s 0) 2 JP + ÆK, (s; s 0) 2 JÆK(JPK).Suppose s 6
 '. Then(s; s 0) 2 JP + ÆK, (s; s 0) 2 JPK by 
onstru
tion of P + Æ, (s; s 0) 2 Æ(P) by def. of JÆK(JPK)Suppose s 
 ', and suppose the assignment to next(x) is next(x) :=e. Let P 0 be P without this assignment to next(x ). Noti
e thats 00Jf K(s;s0)x = s 00Jf K(s;s00)x , sin
e s 0 and s 00 di�er only in their value for xbut next(x ) does not o

ur in f .(s; s 0) 2 JP + ÆK, (s; s 0) 2 JP 0K ^ s 0(x ) 2 Jf K(s; s 0) by 
onstr. of P + Æ, 9 s 00; fi 2 det(f ): s 0 = s 00Jfi K(s;s0)x ^ (s; s 00) 2 JPK (see below), (s; s 0) 2 JÆK(JPK) def. of JÆKThe middle equivalen
e is justi�ed as follows:). Sin
e JPK is deadlo
k free, there is a su

essor state s 00 of s. Lets 00 = s 0vx for some v 2 JeK(s). Then, for some i , s 00Jfi K(s;s0)x = s 0 sin
es 0(x ) 2 Jf K(s; s 0). We have (s; s 00) 2 JP 0K. To show (s; s 00) 2 JPK it issuÆ
ient to show that it satis�es next(x ) = e.(. Suppose s 00 is as given. We easily obtain that (s; s 0) 2 JP 0K ands 0(x ) 2 Jf K(s; s 0).2. By remark 2.5.20 we 
an assume that " has the form treat x = f .The expression f is deterministi
 and 
ontains no x or next(). This im-plies that " will not introdu
e a 
ir
ular dependen
y into an assignmentnext(x):=e. Only if e 
ontains next(x ), i.e. if the original assignmentis 
ir
ular, will the resulting assignment be 
ir
ular.12Now think of P as the set of its assignments. For ea
h a 2 P we willprove Ja + "K = J"K(JaK). Then, by de�nition of JPK and the lemma12In fa
t, it is not possible to prevent 
ir
ular dependen
ies 
ompletely, sin
e the nextvalues of other variables may depend on next(x ). For any single assignment, however, thissimple 
riterion is suÆ
ient. 71



2.5. The semanti
s of the SMV feature 
onstru
tabove, J"KJPK =J"K� \a2PJaK� =\a2PJ"KJaK = \a2PJa + "K = JP + "K:Let a be the assignment next(y):=e. We prove Ja + "K = J"K(JaK).The fa
t that f is deterministi
 and 
ontains no next() operator willbe used in several steps.Ja + "K = Jnext(y) := e [f =x ℄ [next(f )=next(x )℄K= n(s; s 0) ��� s 0(y) 2 Je [f =x ℄ [next(f )=next(x )℄K(s; s 0)o= n(s; s 0) ��� s 0(y) 2 JeK�sJf K(s)x ; s 0Jf K(s0)x �o= n(s; s 0) ��� (sJf K(s)x ; s 0Jf K(s0)x ) 2 JaKo= J"K(JaK)First we apply the de�nition of +". We then use the semanti
s of as-signments, apply lemma 2.5.9 and again the semanti
s of assignments.Finally by remark 2.5.20, we see that Ja + "K = J"K(JaK). 2Theorem 2.5.23 The feature 
onstru
ts are syntax-invariant. Let P1;P2be programs and � a feature (
ould be an IMPOSE or TREAT feature). ThenJP1K = JP2K implies JP1 + �K = JP2 + �K:Proof Immediate 
orollary of the lemma. 2Note, however, that JP1K = JP2K is rather strong: it says P1 and P2 denotethe same transition system, even on the non-rea
hable part. It is not possibleto relax this 
ondition, sin
e the introdu
tion of a feature may introdu
etransitions from rea
hable states to previously unrea
hable states; in that
ase, if the non-rea
hable parts of P1 and P2 were di�erent, the rea
hablestate spa
e of P1 + � and P2 + � 
ould be di�erent, i.e. JP1 + �K 6= JP2 + �K:2.5.4 Properties of the feature 
onstru
t for SMVTheorem 2.5.24 (Idempoten
e of feature addition)72



2.5. The semanti
s of the SMV feature 
onstru
t1. The assignment to next(x ) in P is next(x ) := e, and both e and f and' in the feature Æ do not 
ontain next(x ), then JP + Æ + ÆK = JP + ÆK.2. If x does not o

ur in the expressions ' and f , and ' and f do not
ontain next(), then JP + "+ "K = JP + "K.Proof We omit the semanti
 bra
kets J K on Æ, " and P for the sake ofbrevity.1. Similar to what we did with treat features, we rewrite Æ to \imposenext(x ) := 
", where 
 denotes the expression
ase' : f ;1 : e;esa
;We prove that Æ(Æ(P)) = Æ(P).Sin
e 
 does not mention next(x ) we know that J
K(s; s 0) = J
K(s; s 0vx )for any v 2 type(x ), thus(s; s 0) 2 Æ(Æ(P)) , s 0 = s 00J
K(s;s00)x ; (s; s 00) 2 Æ(P), s 0 = s 00J
K(s;s00)x ; s 00 = s 000J
K(s;s000)x ; (s; s 000) 2 P, s 0 = s 000J
K(s;s000)x ; (s; s 000) 2 P, (s; s 0) 2 Æ(P)2. Again we assume that " has the form \treat x = f ". We prove that"("(A)) = "(A) for any A. We write ~s and ~s 0 as a shorthand for sJf K(s;s0)xand s 0Jf K(s;s0)x , respe
tively.(s; s 0) 2 "("(A)) , (~s; ~s 0) 2 "(A), �~sJf K(~s ;~s0)x ; (~s 0)Jf K(~s;~s0)x � 2 A), (sJf K(~s;~s0)x ; s 0Jf K(~s;~s0)x ) 2 A), (sJf K(s;s0)x ; s 0Jf K(s;s0)x ) 2 A), (s; s 0) 2 "(A)The �rst and se
ond equivalen
es are obtained by rewriting; the thirdand the fourth exploit the fa
t that x and next(x ) do not o

ur in f orin '. 273



2.5. The semanti
s of the SMV feature 
onstru
tFinally, let us look at when features 
ommute with ea
h other. In generalwe do not expe
t that features should 
ommute. However, when they do, itimplies a strong form of non-intera
tion.Consider the families of featuresÆi =if 'i then impose next(xi ) := fi"i =if 'i then treat xi = fiWe explore when Æ1 
ommutes with Æ2, et
.As usual we rule out features that may lead to 
ir
ular assignments, i.e.for impose features, fi must not refer to next(xi), and for treat features, fimust not refer to xi or use next(). Also, for both types of features, 'i mustnot 
ontain next().Theorem 2.5.251. P + Æ1+ Æ2 = P + Æ2+ Æ1, if x1; x2 are distin
t variables and Æ1 does notuse next(x2) and vi
e versa.2. P + Æ1 + "2 = P + "2 + Æ1 if x2 does not o

ur in '1, x1 and x2 aredistin
t variables, and x1 does not o

ur in f2 or '2.3. P + "1 + "2 = P + "2 + "1 if:� x1; x2 are distin
t variables, and� x1 does not o

ur in '2 or f2, and� x2 does not o

ur in '1 or f1;Proof For the proof we again assume the simple form of treat features.Note that(s; t) 2 Æi(A), � s 6
 'i ; (s; t) 2 As 
 'i ; t = t 0Jfi K(s;t 0)xi ; (s; t 0) 2 A �where we use the notation: in square bra
kets, 
omma means and, and ver-ti
al juxtaposition means or; and(s; t) 2 "i(A), (sJfi K(s)xi ; t Jfi K(t)xi ) 2 A1. Expanding Æ1(Æ2(A)), we see that(s; s 0) 2 Æ1(Æ2(A)),26664 s 
 :'1 ^ :'2; (s; s 0) 2 As 
 :'1 ^ '2; s = t Jf2K(s;t)x2 ; (s; t 0) 2 As 
 '1 ^ :'2; s = t Jf1K(s;t)x1 ; (s; t 0) 2 As 
 '1 ^ '2; s = (t Jf2K(s;t)x2 )Jf1K(s;tJf2K(s;t)x2 )x1 ; (s; t 0) 2 A
3777574



2.5. The semanti
s of the SMV feature 
onstru
tIf x1 and x2 are distin
t, and Jf1K(s; t) does not depend on t(x2) andsymmetri
ally Jf2K(s; t) is independent of t(x1), then(t Jf2K(s;t)x2 )Jf1K(s;tJf2K(s;t)x2 )x1 = (t Jf2K(s;t)x2 )Jf1K(s;t)x1 =(t Jf1K(s;t)x1 )Jf2K(s;t)x2 = (t Jf1K(s;t)x1 )Jf2K(s;tJf1K(s;t)x1 )x22. Expanding Æ1("2(A)), obtain(s; t) 2Æ1("2(A))," s 
 :'1; (sJf2K(s)x2 ; t Jf2K(t)x2 ) 2 As 
 '1; t = t 0Jf1K(s;t 0)x1 ; (sJf2K(s)x2 ; t 0Jf2K(t 0)x2 ) 2 A #Expanding "2(Æ1(A)), we get(s; t) 2"2(Æ1(A))," s 
 :'01; (sJf2K(s)x2 ; t Jf2K(t)x2 ) 2 As 
 '01; t Jf2K(t)x2 = t 0Jf1K(s)x1 ; (sJf2K(s)x2 ; t 0) 2 A #where '01 stands for '1[f2=x2℄[next(f2)=next(x2)℄.'1 holds for the same states in both 
ases if x2 does not o

ur in '1.Now, if x1 6= x2 and x1 does not o

ur in f2, the last line is equivalentto '1[f2=x2℄; t = t 0Jf1K(s)x1 ; (sJf2K(s)x2 ; t 0Jf2K(t 0)x2 ) 2 A:3. Expanding "1("2(A)) and "2("1(A)) we see that(s; t) 2"1("2(A)),((sJf1K(s)x1 )Jf2[f1=x1℄K(sJf1K(s)x1 )x2 ; (t Jf1K(t)x1 )Jf2[f1=x1℄K(tJf1K(t)x1 )x2 ) 2 Aand (s; t) 2"2("1(A)),((sJf2K(s)x2 )Jf1[f2=x2℄K(sJf2K(s)x2 )x1 ; (t Jf2K(t)x2 )Jf1[f2=x2℄K(tJf2K(t)x2 )x1 ) 2 AHere we have used the substitution lemma (Lemma 2.5.9) in the formJf2K(sJf1K(s)x1 ) = Jf2[f1=x1℄K(s).Comparing "1("2(A)) with "2("1(A)), we see that they are equal pro-vided the synta
ti
 substitutions have no e�e
t, i.e. there are no o

ur-ren
es of x1 in f2, or of x2 in f1. The same 
ondition also ensures thatf2 does not depend on x1 and f1 not on x2, so that Jf2[f1=x1℄K(sJf2K(s)x2 ) =Jf2[f1=x1℄K(s)) = Jf2℄K(s), and symmetri
ally. 275



2.6. Con
lusions2.6 Con
lusionsIn this 
hapter, I introdu
ed the feature 
onstru
t whi
h Mark Ryan and Ideveloped for the SMV model 
he
king system and I demonstrated its use intwo sizeable 
ase studies we 
ondu
ted. The 
ase studies I showed how a widerange of features 
an be spe
i�ed using the feature 
onstru
t. Furthermore,we explored the semanti
s of the feature 
onstru
t. The semanti
s allowsome judgements on whether features are going to intera
t in some way.The limitations that we en
ountered in this work were primarily ones ofthe expressiveness of the SMV language and of model 
he
king, namely thestate explosion problem. It be
ame 
lear that the model 
he
king approa
hdoes not s
ale very well to larger systems. However, even the rather highdegree of abstra
tion in the 
ase studies allowed us to dete
t a large numberof feature intera
tions whi
h are also found in the real world.As far as the expressiveness is 
on
erned, we will see in the following two
hapters that feature 
onstru
ts are not restri
ted to relatively low-level lan-guages like SMV, when I demonstrate feature 
onstru
ts for Promela andCSP. But even for SMV the feature 
onstru
t proved quite powerful whenone takes into a

ount the limited expressiveness of SMV itself. One exam-ple for the limitations of SMV and the feature 
onstru
t was the diÆ
ultyof implementing Three-Way-Calling. This feature requires a se
ond 
opy ofthe automaton for a telephone to run in parallel with the original transitionsystem, i.e. the produ
t of two telephones, plus a lot of altered transitions to
oordinate the two automata. The SMV framework is not 
exible enoughto a
hieve this without virtually rewriting the 
omplete phone module in thefeature. In CSP or Promela this 
an be a
hieved mu
h easier.In the latter part of this 
hapter, we have seen that the theoreti
al ap-proa
h 
an obviate the a
tual model 
he
king in several typi
al 
ases. Hen
ewe may not need to model 
he
k all feature 
ombinations. While the proofsof the theorems may have been 
umbersome, theorem 2.5.25 
an save signi�-
ant time and e�ort, sin
e the pre
onditions require only synta
ti
 
he
ks onthe features. It is likely that in time, more results of this kind will be proven,allowing spe
i�ers and developers to fo
us their e�orts on the analysis of asmaller number of feature 
ombinations. Two types of theorems seem likely:� theorems about non-intera
tion of features, based on the variables theyuse and 
hange (like Theorem 2.5.25), and� theorems about preservation of properties, depending on the type ofproperty, the variables used in the formula, and the variables 
hangedby the feature. 76



Chapter 3Features for Promela/Spin
3.1 MotivationThe last 
hapter introdu
ed a feature 
onstru
t for SMV a simple languagefor des
ribing syn
hronous systems. Leading on from the experien
e gatheredwith the SMV feature 
onstru
t, I explore the idea of a feature 
onstru
t fora ri
her language, more pre
isely, one whi
h o�ers asyn
hronous pro
essesand primitives for bu�ered 
ommuni
ation.The language under investigation in this 
hapter is Promela (PRO
essModElling LAnguage) whi
h is used by the Spin 1 model 
he
ker [39℄, devel-oped by G. Holzmann. Promela is an imperative language for spe
ifyingasyn
hronous pro
esses. It o�ers primitives for both syn
hronous (i.e. hand-shake) and bu�ered 
ommuni
ation. Moreover, Promela allows the use oflo
al variables as well as global (shared) variables. The model 
he
ker Spin
an 
he
k a system spe
i�ed in Promela for invariant violations, deadlo
ks,livelo
ks, and against arbitrary LTL formulas.In [16℄ Cassez proposes a feature 
onstru
t for Promela but his features
an merely manipulate the 
ommuni
ation between pro
esses. With feature
onstru
t I devised, it is also possible to 
hange the 
omputations within apro
ess. Features for Promela models resemble superimpositions, and, as Idis
ussed on page 15, my feature 
onstru
t 
an be seen as a 
on
retisationof the superimposition 
onstru
t whi
h Katz proposes in [46℄.The stru
ture of this 
hapter is as follows. I �rst des
ribe the Spinmodel 
he
ker and its input language Promela followed by a short generaldes
ription of the 
on
ept of a feature for a Promela program. After thatI give a detailed a

ount of my feature 
onstru
t for Promela and of how1Spin is available from http://netlib.bell-labs.
om/netlib/spin/whatispin.html 77



3.2. The model 
he
ker Spinfeatures are integrated into a program. This is followed by some examplesand a summary of my experien
es.3.2 The model 
he
ker SpinSuper�
ially, the model 
he
ker Spin works in a similar fashion to SMV: ittakes a program, explores its state spa
e and returns a verdi
t of true or falsefor properties that were spe
i�ed in the program. The me
hani
s of Spindi�er in many ways from those of SMV; however, the only aspe
t whi
his important for us is that temporal properties (apart from deadlo
k) arespe
i�ed as Promela pro
esses. Alternatively, Spin 
an translate an LTLformula to su
h a pro
ess. This test pro
ess, or \never 
laim" in Promelaterminology, is exe
uted in lo
kstep with the model under investigation, andthe model 
he
ker tests whether 
ertain 
onditions arise in the \never 
laim"pro
ess. Details of the model 
he
king algorithm 
an be found in [39℄ and[40℄.In addition to general LTL formulas, Spin 
an also 
he
k assertions onstates in a model and sear
h for deadlo
ks. For any of these three types ofproperties, Spin generates a tra
e on failure of a property, demonstratinghow the property 
an be violated.3.3 The language PromelaA Promela program 
onsists of one or more pro
esses, whi
h 
an 
ommuni-
ate through bu�ered or syn
hronous 
hannels. Ea
h pro
ess is an instan
eof a pro
ess de�nition, ea
h of whi
h may be instantiated any number oftimes.2Promela's syntax owes mu
h to the C programming language, with afew notable ex
eptions. The 
entral elements of a Promela program arepro
esses. These are de�ned through pro
type de
larations. The spe
ialpro
ess init takes the role of main in C: this pro
ess is exe
uted when thesystem is run in the simulator or model 
he
ker. Other pro
esses are instan-tiated from init (or any running pro
ess) when a \run pro
ess" 
ommandis exe
uted.A pro
type de
laration 
ontains de
larations of lo
al variables and ade�nition of the pro
ess's behaviour in an imperative language. There are two2In prin
iple, dynami
 instantiation of pro
esses is possible, but the number of pro
essesmust be �nite to obtain a �nite state system. Moreover, Spin imposes a limit on thenumber of pro
esses instantiated overall by not re
y
ling pro
ess ids and 
ommuni
ation
hannels. 78



3.3. The language Promelabran
hing 
onstru
ts, if ...fi and do ...od. These two are not like anyelement of the C language. The if/fi 
onstru
t a
ts as a nondeterministi

hoi
e between the bran
hes, ea
h of whi
h is indi
ated by a double 
olon(::). If a bran
h begins with a boolean guard, it 
an be 
hosen i� theguard is true; if it begins with a send or re
eive operation, it is enabled i�the operation is possible. (Naturally, this may depend on whether anotherpro
ess is able to engage in su
h 
ommuni
ation.) The do/od 
onstru
tworks exa
tly like a if/fi en
losed in an in�nite loop, i.e. any time a bran
h
ompletes its exe
ution, the 
hoi
e is made anew. The loop is exited onlywhen either a break statement is en
ountered or a goto is exe
uted. Thebreak and goto 
onstru
ts work just like in C, also in that labels 
an bepla
ed (almost) anywhere in the 
ode as targets for goto 
ommands.Apart from pro
ess de�nitions, a Promela program 
ontains de
lara-tions of variables (integer types of various sizes are available) and 
hannels.Ea
h de
laration of a 
hannel 
onstant3 gives a size and a type for the 
han-nel, e.g. \
han out = [1℄ of int;" would de
lare out to be a one pla
ebu�er a

epting int values. For handshake 
ommuni
ation, one de
lares azero sized 
hannel. Channel variables 
an be de�ned by not `assigning' tothe 
hannel name; su
h variables may be assigned any other 
hannel. Notethat it is allowed to pass 
hannels (or rather their ID numbers) along 
han-nels. Additionally, there is one spe
ial type, mtype (\message type"), a userde�nable enumeration type, whi
h is intended for use in 
ommuni
ations forbetter readability.In 
ommon with many other languages, Promela uses \!" to denotesend operations (e.g. out!x) and \?" for re
eive operations. Promela alsoo�ers various tests on 
hannels: empty, full, tests for the presen
e of a par-ti
ular value or message; note that these tests 
annot be used on handshake
hannels. The spe
ial wild
ard `variable' _ is used in 
ommuni
ations tomat
h any value (\don't 
are").The syntax of arithmeti
 and boolean expressions is like in the program-ming language C, and just as in C arithmeti
 expression are interpreted asboolean false i� they evaluate to zero. The only di�eren
e to the C syntaxis Promela's 
onditional operator \->" whi
h repla
es \?" to avoid 
onfu-sion with the re
eive operation. It is 
ustomary to en
lose boolean guards inparentheses.Promela statements are separated by semi
olons (like in C) or arrows(\->", like in CSP); semanti
ally both symbols are the same. Bra
keting ofblo
ks of 
ode is done with { and }.There are some more elements in Promela that I have not mentioned,3In fa
t, Promela does not enfor
e that these are not assigned to.79



3.4. The feature 
onstru
t for Promelalike type de�nitions, arrays and prepro
essor dire
tives, and whi
h I will notgo into. These are restri
ted versions their C 
ounterparts.3.4 The feature 
onstru
t for PromelaA feature usually 
hanges one or more pro
ess de�nitions; it 
an introdu
enew global and lo
al variables, and it 
an add new statements to a de�ni-tion or 
hange existing ones. It is also possible to de�ne 
ompletely newpro
esses in a feature, or to 
reate further instantiations of existing pro
essde�nitions. Probably the most important aspe
t is that a feature 
an 
hangethe 
ommuni
ation stru
ture, i.e. it may divert some or all messages on a
ommuni
ation 
hannel.In this se
tion I des
ribe in some detail the syntax of the feature 
onstru
tand what the di�erent 
lauses mean when a feature is integrated into asystem.For the purpose of feature integration we make the additional assumptionthat every pro
ess has at most one in�nite loop, to whi
h we refer as themain loop from now on. Thus every pro
ess either terminates after one passthrough its sequen
e of statements, or it enters the main loop after someinitialisation 
ode and only leaves it, if at all, to terminate exe
ution. Therationale behind this assumption is dis
ussed in se
tion 3.4.2.3.4.1 Syntax of the feature 
onstru
tA feature 
onsists of a feature de
laration, one or more roletype de
lara-tions and optionally new pro
type de�nitions.The `feature' de
laration.The feature de
laration (Figure 3.1) names the feature, de
lares new globalvariables, and it states whi
h roletypes apply to whi
h pro
type de�nitions.The feature se
tion may also require 
ertain global variables to be presentin the system and it 
an instantiate pro
esses.The apply 
lause is the 
entrepie
e of the feature: it tells the feature in-tegrator whi
h pro
type de
larations should be modi�ed a

ording to whi
hrole-type. The a
tual 
hanges are then given in the role-type de�nition.Currently variables are bound simply by name. The original variablesfrom the pro
type de�nition that a feature uses, must be expli
itly namedin the feature, the spe
i�er must take 
are to 
hoose new names for new80



3.4. The feature 
onstru
t for Promelafeature name{[ uses global variables ℄[ new global variables ℄f apply roletype-name (parameters ) to pro
type-name ; g*f run pro
type-name (parameters ); g*} Figure 3.1: The feature de
larationvariables. Fun
tions (prepro
essor ma
ros and Promela inline pro
edures)are de
lared like variables.It would be possible to implement full parametrisation and variable bind-ing as Katz proposes in [46℄. This would then repla
e the uses 
lause inthe roletypes (see se
tion 3.4.1). This variable binding me
hanism would,however, ne
essitate the renaming of global variables to avoid name 
on
i
ts,while at the same time we want to retain the original names for subsequentfeature integrations. Sin
e I am more 
on
erned with a proof of 
on
ept, Ido not deal with these diÆ
ulties.The `roletype' de
larations.A role-type de
laration (Figure 3.2) de�nes a
tual 
hanges to pro
esses. Theuses 
lause is like the REQUIRE of the SMV feature 
onstru
t: it states that
ertain lo
al and global variables must be in s
ope in the pro
types it isapplied to. (Again fun
tions are de
lared like variables.) In a parametrisedversion, all existing variables that a role-type requires would be listed asparameters; they would then be bound in the apply 
lause in the featurede
laration.A role-type 
an de
lare new lo
al variables (in
luding their initial values;
f. INTRODUCE se
tion of the SMV feature 
onstru
t), and its stru
ture o�ersvarious ways to add 
ode to or modify the 
ode of the pro
type it is appliedto. 81



3.4. The feature 
onstru
t for Promela
roletype name (parameters ){ [ uses variables ℄[ new lo
al variables ℄[ initial 
ode ℄[ terminal 
ode ℄f [ before (x) 
ode ℄[ after (x) 
ode ℄[ afterall (x1; x2; : : : xn) 
ode ℄[ newoption 
ode ℄[ at option ([guard ℄) 
ode ℄[ at state (label) 
ode ℄[ interrupt (guard) 
ode ℄[ translate x to expr ℄[ divert 
h1 to 
h2 ℄[ filter (
h!pattern) 
ode ℄g*}[ . . . ℄ denotes optional elements,f . . . g* stands for 0 or more repetitions of a stru
ture.Figure 3.2: A roletype de�nition
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3.4. The feature 
onstru
t for PromelaComponents of a `roletype' de
laration.The various 
lauses that may o

ur in a roletype de
laration are listed withshort explanations in Table 3.1. The following se
tion explains their meaningin more detail.The uses and new 
lauses should o

ur in this order at the beginning ofthe role-type de
laration. Apart from that, the 
omponents of a role-typede
laration may o

ur in any order; the integrator will apply the 
orrespond-ing substitutions in the order given. E.g. the result of integratingafter(x1) stmnt1 ; after(x1) stmnt2 ;will di�er from after(x1) stmnt2 ; after(x1) stmnt1 ;in that in the �rst 
ase stmnt2 will end up before stmnt1, while the se
ond
ase results in the reverse order.
ode stands for a single Promela statement with a 
losing semi
olon orfor a sequen
e of statements en
losed in `{' and `}'. Only the 
ode inthe initial and terminal 
lauses may 
ontain run statements.In the 
ase of at option, 
ode may also 
ontain the pla
eholder \$$"for the 
ode previously given for that bran
h of a 
hoi
e 
onstru
t; seeexplanations under at option below.expr is any expression evaluating to a value (in Promela all values are ofinteger type), i.e. anything that Spin a

epts on the right-hand side ofan assignment.
h1, 
h2: for the divert 
lause, 
h2 
an be given by any expression thatyields a 
hannel. However, 
h1 may not be the result of an expressionas, for example, in the 
ode fragment

[(x==0 -> 1:0)℄!x;when 
h1 is given as 

[0℄. In this 
ase the feature integrator 
ouldnot (at 
ompile time) determine whether or when to divert messageson this 
hannel.Remark: There is a way around this by extending su
h an array to
ontain the new 
hannel 
h2. The statement

[((x==0 -> 1:0)==0 -> 2:(x==0 -> 1:0))℄!xwould divert exa
tly the messages on 

[0℄ (= 
h1) to 

[2℄ (= 
h2).But then 
h2 may not be given by a 
onditional expression, { or the83



3.4. The feature 
onstru
t for Promela
Table 3.1: The 
omponents of a roletypeuses variables variables (lo
al or global) are re-quired in any pro
type that theroletype is to be applied tonew lo
al variables lo
al variables are introdu
ed tothe pro
type that the roletype isapplied toinitial 
ode 
ode is added at the very beginningof the pro
typeterminal 
ode 
ode is added at the very end of thepro
typebefore (x) 
ode 
ode is added dire
tly before as-signments to x .after (x) 
ode 
ode is added dire
tly after assign-ments to x .afterall (x1; : : : ; xn) 
ode 
ode is added after all variablesx1; : : : ; xn have been assigned tonewoption 
ode 
ode is added as a new bran
h inthe main rea
tive loopat option ([guard ℄) 
ode 
ode is added to every optionguarded by guard in the main loopat state (label) 
ode 
ode is added immediately afterlabel .interrupt 
ode 
ode is added to the main rea
tiveloop in an unless 
onstru
ttranslate arg to expr in all send operations and assign-ments arg is repla
ed by the ex-pression expr ;divert 
h1 to 
h2 all send operations on 
h1 are
hanged to send operations on 
h2.filter (
h!pattern) 
ode all mat
hing send operations on
hannel 
h are repla
ed by thegiven 
ode; parts of the pattern 
anbe used in the given 
ode.
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3.4. The feature 
onstru
t for Promelaexpression yielding 
h2 would have to be evaluated in a separate state-ment, whi
h breaks the atomi
ity of the send or re
eive operation.Another problem that this work-around would entail, is that the fea-ture integration itself would introdu
e assignments to 
hannel variables(and possibly 
hannel \
onstants"), whi
h would make it impossible toensure 
onsisten
y over several integration steps. (Cf. se
tion 3.4.2)It would be most desirable to be able to write send (and re
eive) state-ments of the form(
ond -> 
h1 : 
h2)!msg ;but Spin 
urrently does not allow this. In short, the restri
tions on 
h1and/or 
h2 are due to limitations in Promela's grammar.guard 
an be any statement. In the at option statement, the given guardstatement 
an only be mat
hed synta
ti
ally against those present inthe 
ode. It would be preferable to perform the mat
hing at run-time,but guard may involve a handshake, the exe
utability of whi
h 
annotbe determined without a
tually performing the syn
hronisation.arg in the translate 
lause, stands for a variable or a symboli
 
onstant(i.e. a value of type mtype), but not for a 
hannel. (This is againdue to the restri
tion whi
h Spin/Promela pla
es on the syntax for
hannels.)pattern in a filter 
lause 
onsists of one or more �elds, a

ording to themessage format de�ned for the 
hannel 
h. Ea
h �eld 
an either bea 
onstant (mat
hing that expli
it 
onstant), the name of a variablein s
ope (mat
hing that variable name), or the wild-
ard \_" whi
hmat
hes anything in that �eld, even 
omplex expressions. Anythingmat
hed (ex
ept for \_") 
an be referred to in the 
ode given with thefilter 
lause using \$i" where i is the index of the �eld, 
ountingfrom one; \$0" stands for the whole message. As in Promela syntax,the two forms of send operations, \
h!x ; y ; z" and \
h!x (y ; z )", are
onsidered equivalent, so mat
hing happens independently of the form
hosen.label is a standard Promela state label in the original program.Some of the 
lauses warrant a more detailed des
ription:new variable de
larations: Apart from the obvious introdu
tion of 
om-pletely new variables this is also used to rede
lare existing variables85



3.4. The feature 
onstru
t for Promelawith a larger s
ope, this is espe
ially useful for extending arrays orde
laring new 
onstants of type mtype. NB: A roletype may rede-
lare lo
al variables only.afterall (x1; : : : ; xn) 
ode: This 
lause adds 
ode after the values of allgiven variables have been 
omputed. It regards 
hoi
e 
onstru
ts and
ertain kinds of loops as \atomi
" 
omputations (roughly similar to thenotion of atomi
 sequen
es). This requires some understanding of my
lassi�
ation of loops, whi
h I explain in the next se
tion (p. 88).at option (guard) 
ode: As mentioned above, guard is textually 
om-pared to the guards in the main loop, and the 
ode given repla
es thebran
h(es) with guard given. The guard however remains, and the new
ode is added after it. In the 
ode one 
an use the symbol \$$" for theoriginal 
ode of the bran
h (ex
luding the guard).In the 
ase where no guard is given, 
ode is used for every option in themain rea
tive loop, but \$$" of 
ourse mat
hes ea
h option in turn, so
onstru
tions like:: old guard -> if:: (new guard ) -> new 
ode:: (!new guard ) -> skipfioriginal 
odeor :: old guard -> if:: (new guard ) -> new 
ode:: (!new guard ) -> original 
odefi
an easily be realised.interrupt 
ode: Code is added to the main rea
tive loop in an unless
onstru
t, i.e at the end of the stru
turedo:: original 
ode ...:: original 
ode ...od 86



3.4. The feature 
onstru
t for Promelathe integrator adds unless{ 
ode }When the integrator en
ounters an interrupt 
lause it automati
allyde�nes a label 
ontinue at the beginning of the main loop, so thatit is possible to return from the interrupt 
ode with the statement\goto 
ontinue."at state (label) 
ode: 
ode is added immediately after label .New pro
esses.A feature may introdu
e any number of new pro
types. These may beinstantiated from the init pro
ess by giving the appropriate run statementsin the feature se
tion. These will be added at the beginning of the initpro
ess. On top of that, role-types may introdu
e run statements in theirinitial or terminal 
lauses.Of 
ourse a feature may also 
reate new instan
es of pro
types that arealready the original system. This might, for example, be used to add fault-toleran
e to a system, so that a result is only a

epted by 
onsensus (
f. theByzantine agreement problem). The instantiation of su
h pro
esses followsthe same rules as for new pro
types.3.4.2 Restri
tions and pra
ti
al 
onsiderationsWe assume that every pro
ess has the basi
 stru
ture4 detailed in Figure 3.3.In prin
iple, it is possible to integrate any feature into any system thatprovides pro
types with the right names and arities and that has variablesmat
hing those required by the feature and its role-types. Obviously, forevery pro
ess de�nition we 
an write a feature that will render it useless; forexample, adding an non-terminating loop to the front of the pro
ess. We 
anhowever give some guidelines to the sort of programs that features 
an beadded to with few side e�e
ts. These guidelines fa
ilitate the stati
 analysisof the 
ontrol 
ow and of the stru
ture of 
ommuni
ations.� Programs should not 
ontain goto statements; these would make thedete
tion of loops impossible. The only ex
eption to this rule are thosegotos introdu
ed by previous feature through interrupt 
lauses.� pro
types should only have one rea
tive loop (see \Dealing with loops"below).4In [46℄ Katz too, remarks that, in general one will have to transform pro
esses to a
ertain form. He spe
i�
ally points out the existen
e of a normal form for CSP pro
esses.87



3.4. The feature 
onstru
t for Promelapro
type (parameters){ [ variable de
larations ℄[ other initialisations ℄
ontinue:[ do:: a 
hoi
e:: another 
hoi
e... ...:: yet another 
hoi
eod[ unless { interrupt 
ode [ goto 
ontinue ℄ } ℄℄ [ 
leanup 
ode ℄} Figure 3.3: Stru
ture of a pro
ess in the base system� generi
 
hannel variables (type 
han) should only be assigned on
e;
hannel variables of de
lared type (i.e. initialised variables) may neverbe overwritten. Pro
esses should not 
ommuni
ate 
hannels in anyway, in
luding via global variables.The last restri
tion forbids `mobility'. Features and the feature 
onstru
tstill make sense when we allow mobility, but features that 
an be de�nedwith the features 
onstru
t as de�ned above have no means to keep tra
k of
hanging 
hannel variables. We 
an relax the restri
tion provided we makesure, none of the 
hannels that the features 
hange are a

essed indire
tly,i.e. via another 
hannel variable.Dealing with loopsFor the purpose of automati
 feature integration I introdu
e a (somewhatarti�
ial) distin
tion between two di�erent kinds of loops: rea
tive loops and
omputational loops. (This distin
tion is problemati
 sin
e it is rather fuzzy,see the paragraph \Borderline 
ases" below.)Computational loops. A 
omputational loop 
omputes one or more val-ues and then terminates, i.e. 
ontrol moves on to other 
ode in the same88



3.4. The feature 
onstru
t for Promelapro
type. Computational loops end after a (bounded) �nite number of iter-ations, and they are often en
losed in atomi
 or d step sequen
es be
ausethey represent `internal' 
omputations within a 
omponent, whi
h take neg-ligible time with respe
t to 
ommuni
ation and syn
hronisation between dif-ferent pro
esses.Ideally, 
omputational loops would not involve 
ommuni
ation or globalvariables; however, this restri
tion 
annot be upheld in real life.5Rea
tive loops. A rea
tive loop never ends, i.e. it does not 
ontain abreak statement or a goto to a label outside the loop. Moreover, the loop'sguards will usually involve operations on 
hannels or 
onditions on sharedvariables.Borderline 
ases. A typi
al 
ase of a `rea
tive 
omputational' loop (or`
omputational rea
tive' loop) is the polling of a list of 
lients at regularintervals, e.g. to 
olle
t information about their status. Assuming a 
orre
timplementation, this loop should never be blo
ked (under normal 
ir
um-stan
es) and it will terminate after a �nite number of iterations to make itsresult available for further pro
essing.Another possibility is a `
omputational' loop whi
h 
an be interrupted byan external event (message or global variable). Even if that event does noto

ur, the loop will still end after a �nite number of steps. Su
h a loop 
an beused to model the o

urren
e of an interrupt or an ex
eption. (Promela'sunless 
onstru
t provides an elegant way of 
oding interrupts or ex
eptions.)A third 
ase is that of a pro
ess whi
h 
an take di�erent roles: inside anever-ending outer loop there are two or more rea
tive loops whi
h representthe di�erent roles. The pro
ess 
an swit
h between roles by means of gotosor breaks, if 
ertain 
onditions arise (e.g. ex
eption/interrupt). This wouldintrodu
e a hierar
hi
al stru
ture into the model. For example, a phonemight be modelled by an originating and a terminating 
all model withinthe same pro
type: when the phone is idle, the pro
ess waits in the mainloop until it either spontaneously 
hooses to originate a 
all, or there is anin
oming 
all, in whi
h 
ase it enters the loop representing the terminating
all model.Treating 
omputational loops. The idea of a `
omputational loop' isthat it en
odes a 
omputation rather than a pro
ess, and the result of this5This is only partly due to limitations imposed by SPIN and the semanti
s of Promela.It is also a sign that the distin
tion between 
omputational and rea
tive loops is ratherarti�
ial. 89



3.4. The feature 
onstru
t for Promela
omputation is assigned to some variable(s). Therefore a 
omputational loopshould be treated like a set of assignments, namely to those variables thatare assigned to in the body of the loop.This is the signi�
ant di�eren
e between after and afterall: whereasthe appli
ation of an after inserts 
ode immediately after ea
h mat
hingstatement, the 
ode given in an afterall 
lause is inserted only after theloop's 
losing od.3.4.3 Conditionals and 
hoi
esFor the appli
ation of afterall 
lauses the 
hoi
e 
onstru
t (\if . . . fi") istreated similarly to (
omputational) loops: for afterall,if:: (x==0) -> y=1 (a):: else -> skipfi (b)is treated like y = (x==0 -> 1:y) (\->" repla
es the C 
onditional \?"), sothe new 
ode is inserted at point (b), while an after 
lause would insert 
odeat point (a). (The two 
ode fragments above are indeed semanti
ally equiv-alent if the 
hoi
e 
onstru
t is en
losed in an atomi
 or d step sequen
e.6)3.4.4 Atomi
 and deterministi
 sequen
esSequen
es in the feature. The 
ode fragments given in a role-type may
ontain atomi
 and d step sequen
es, whi
h will be inserted into the original
ode un
hanged for initial, terminal and afterall 
lauses. For afterand before 
lauses, the sequen
e will be extended to in
lude the mat
hingassignment. For d step we have to take a little more 
are, see below.Sequen
es in the original 
ode. If feature 
ode is to be inserted im-mediately before or after an atomi
 or d step sequen
e, i.e. the mat
hingstatement for a before or after 
lause is inside the sequen
e, the 
ode willbe added inside the sequen
e. Again we have to treat d step sequen
esmore 
arefully.6This implies that my feature 
onstru
t does not always respe
t semanti
 equivalen
e!However, there appears to be no way around this problem when working on the synta
ti
level, sin
e there are usually many (synta
ti
) expressions with identi
al semanti
s. ForSMV, Theorem 2.5.23 gets around this problem by a very narrow de�nition of semanti
equivalen
e. Similarly, we 
ould apply operational semanti
s to Promela and mimi
all 
omputations of Spin when pro
essing a 
ode fragment: then semanti
 and synta
ti
equivalen
e would be the same. 90



3.5. Examples of features for Promela programsDeterministi
 sequen
es. These are subje
t to two ex
eptions to whatwas said in the last two paragraphs:� Sin
e send and re
eive operations inside a d step sequen
e 
an lead toerrors, the 
ode from the before or after 
lause will be in
luded inthe sequen
e only if it does not 
ontain operations on 
hannels.� For afterall 
lauses, d step sequen
es are treated as a single state-ment, i.e. the 
ode given will always be added after of the sequen
e.(Again we view the d step sequen
e as a single 
omputation step.)When using filter and divert 
lauses, or if send and re
eive operationsare part of a d step sequen
e in the feature 
ode, it is the programmer'sresponsibility to ensure the resulting 
ode 
annot lead to blo
king statementsinside atomi
 or d step sequen
es.3.4.5 Mis
ellaneous issuesSin
e assert statements serve the veri�
ation of the unfeatured system, theyare removed when a feature is integrated. Of 
ourse, new assertions 
an beintrodu
ed with the new 
ode given in the feature 
onstru
t.Printf statements, whi
h are not essential to veri�
ation, but very help-ful in simulations, 
ause some problems: if a printf appears dire
tly after aguard in the main loop, it has to be bundled with the guard in the mat
hingfor at option, otherwise the new body for that bran
h might not work. Wedemonstrate this in the se
ond example (3.5.2). Sadly, this solution will stillnot resolve all problems of this sort.3.5 Examples of features for Promela pro-gramsIn this se
tion we will see how useful the Promela feature 
onstru
t is inpra
ti
e. Like with SMV, I demonstrate the use of the feature 
onstru
t on alift system and a telephone system. This time, however, I give only a 
oupleof examples rather than a proper 
ase study. The pra
ti
al diÆ
ulties ofimplementing a robust feature integrator are too big, due to the unne
essaryrestri
tiveness of Promela's syntax.3.5.1 The lift systemI have modelled a simple lift system using the \Single Button Colle
tiveControl" (SBCC) algorithm, whi
h we already saw in se
tion 2.4.1 in the91



3.5. Examples of features for Promela programsprevious 
hapter. To re
apitulate, there is only one button on ea
h landingand inside the lift one button for ea
h 
oor. The lift travels in one dire
tionas long as there are requests ahead, then reverses dire
tion.For ea
h of the buttons inside the lift and on the landings there is a pro
esswhi
h may press the button if it is not already a
tivated. The 
ore of themodel is, of 
ourse, the pro
ess whi
h reads these requests and moves the liftup and down a

ordingly, opening and 
losing the lift doors as appropriate.Figure 3.4 gives the 
entral pro
ess of the lift system, implementing theSBCC 
ontroller. I have left out the global variable de
larations and thepro
esses for \pressing" the buttons, whi
h are straight forward. The arrays
ar_button[ ℄ and lan_button[ ℄ represent the buttons, r_up and r_down
ag if there are requests above or below the 
urrent position, respe
tively,and dir indi
ates the 
urrent dire
tion. The other variables should be self-explanatory.In 
ontrast to Cassez [16℄ I do not model the lift 
abin and 
ontrollerseparately, sin
e my feature 
onstru
t does not require this infrastru
ture.One 
ould say my model is written with qui
k and easy implementation inPromela in mind, whereas Cassez's model tries to emulate the physi
alreality as 
losely as possible. Moreover, Cassez's feature integration wouldnot work for my model sin
e it manipulates only 
ommuni
ation, hen
e itneeds the lift 
abin and the 
ontroller to be separate pro
esses 
ommuni
atingwith ea
h other.Features for the lift systemI have implemented a few features for the lift system; here I des
ribe theOverload feature, whi
h prevents the lift from moving when it is too full.The feature se
tion introdu
es a new 
ag overloaded to indi
ate if thelift is too full, it then instru
ts the integrator to use the role-type \stopper"to modify the pro
type \lift". Finally it introdu
es a new run statementto the init pro
ess: the pro
type \in out" will be instantiated when we runthe model.The pro
ess \in out" serves to simulate people entering or leaving the liftso that it is below or above its 
apa
ity. Obviously this should only happenwhen the doors are open. This new pro
ess also introdu
es an assertion totest if the lift really 
annot move when it is overloaded.The role-type \stopper" a
hieves this by for
ing the doors to remainopen whenever overloaded is true. (Obviously this relies on the fa
t thatthe original system does not allow the lift to move with open doors.) Sin
ethe 
ode given is a d step sequen
e, in the resulting 
ode, any assignment todoors will be in
luded in this sequen
e. Hen
e no other pro
ess will be able92



3.5. Examples of features for Promela programspro
type lift (){ short i;bool r_up, r_down;do:: i = position+1; r_up = false; next_up = -1;do /* 
ompute 
alls above 
urrent position */:: (i>=nfloors) -> break:: (i< nfloors && !req(i)) -> i++:: (i< nfloors && req(i)) ->r_up = true; next_up = (next_up==-1 -> i : next_up); i++od;i = position-1; r_down = false; next_dn = -1;do /* 
ompute 
alls below 
urrent position */:: (i< 0) -> break:: (i>=0 && !req(i)) -> i--:: (i>=0 && req(i)) ->r_down = true; next_dn = (next_dn==-1 -> i : next_dn); i--od;if /* update buttons; open/
lose doors */:: (position == next_
all) ->doors = OPEN;assert(req(position));
ar_button[next_
all℄=0; lan_button[next_
all℄=0; next_
all = -1:: else -> doors = CLOSEDfi;dir = ((dir==DIR_UP && r_up) || (dir==DIR_DN && r_down) -> dir : -dir);if:: (dir==DIR_UP && r_up) -> next_
all = next_up:: (dir==DIR_DN && r_down) -> next_
all = next_dn:: else -> skip /* idle */fi;if:: (doors==CLOSED && next_
all!=-1) ->position = position + dir; /* move toward next_
all */:: else -> skipfi;od} Figure 3.4: The basi
 lift system93



3.5. Examples of features for Promela programs
feature Overload{ new bit overloaded;apply stopper() to lift();run in_out();}roletype stopper(){ uses bit doors;after (doors)d_step{if:: (overloaded) -> doors=OPEN:: (else) -> skipfi}}pro
type in_out(){ uses byte position;new short old_pos;do:: atomi
{(doors==OPEN) ->if:: overloaded=1:: overloaded=0fi}/* NB: state 
an 
hange here! */assert(overloaded -> position==old_pos : 1)od} Figure 3.5: The \Overload" feature for the lift system
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3.5. Examples of features for Promela programsto dete
t that the feature { not the original 
ontroller { determines doors'value.Other features for the lift, su
h as Car Preferen
e (giving 
alls from insidethe lift pre
eden
e over those from landings) and Parking (moving the liftto a 
ertain 
oor when there are no requests pending) are only slightly more
ompli
ated but not very diÆ
ult to 
ode.3.5.2 The telephone systemA telephone system di�ers 
onsiderably from the lift system in that it isessentially distributed and therefore relies on 
ommuni
ation and syn
hro-nisation. I have taken a very simple model7 of the \Plain Old TelephoneSystem" (POTS). In this simplisti
 system of four telephones, all that a user(a phone) 
an do is establish a 
all to another phone { or get the \busy-tone"if that fails. Also, only the originator of a 
all may end the 
all.Features for the telephone systemThe �rst \feature" one might like to add is that both partners in a 
all 
an
hoose to shut down the 
all. For la
k of spa
e I show just a short ex
erptfrom the 
ode for the POTS model (Figure 3.6) and the parts of the featureSymmEnd (Figures 3.7 and 3.10) whi
h a
hieve this aim.:: (state==TCONNECTED) ->printf("Phone %d: t
onne
ted(%d).\n", self, partner);atomi
{hup[partner℄?_ -> /* wait for partner to hang up */event = on; dev = on; phon[self℄?x; partner = null;state = IDLE} Figure 3.6: Ex
erpt from the 
ode for POTS
7My model is based on 
ode written by M. Calder and A. Miller, University of Glasgow,
f. [13℄. 95



3.5. Examples of features for Promela programsat_option (state==TCONNECTED)if:: $$ /* put original 
ode for this bran
h here */:: atomi
{hup[self℄!1; /* signal hang-up to partner */printf("Phone %d: t
lose(%d).\n", self, partner);event = on; dev = on;phon[self℄?x; assert (x == partner);partner = null; state = IDLE}fi Figure 3.7: Ex
erpt from the SymmEnd feature
The base system (POTS) uses the one pla
e 
hannels phon[ ℄ (one forea
h phone) as semaphores and to indi
ate whi
h phone is 
onne
ted towhi
h. The 
hannels hup[ ℄ (again, one for ea
h phone) are syn
hronous andserve to syn
hronise the two parti
ipants in a 
all when one hangs up (in thebase system this is always the originator), for
ing the other party to hang upeventually. The lo
al variables self and partner are indi
es to these arraysof 
hannels, x serves as a dummy variable. Obviously, state marks the stateof the phone 
all at important points in a 
all. Finally, event and dev areof no further interest here.In this example we 
an see that printf statements need spe
ial attention:if the feature integrator grouped the printf with the body of the bran
h andput it in the pla
e marked \$$", the integration would result 
ode like thatin Figure 3.8.In this 
ase the pro
ess 
ould easily get into a deadlo
k by 
hoosing thebran
h with the printf statement, when in fa
t the partner pro
ess mightnever issue a rendezvous o�er on hup[partner℄. Therefore the printf state-ment has to be grouped with the guard, whi
h yields the 
ode in Figure 3.9.Note, that this may in some 
ases still lead to similar problems; in those
ases the resulting 
ode has to be edited by hand. I see this as a minor
aw, sin
e printf mainly serves debugging purposes and does not play animportant part in the semanti
s of Promela.96



3.5. Examples of features for Promela programs:: (state==TCONNECTED) ->if:: printf("Phone %d: t
onne
ted(%d).\n", self, partner);atomi
{hup[partner℄?_ -> /* wait for partner to hang up */event = on; dev = on; phon[self℄?x; partner = null;state = IDLE}:: atomi
{hup[self℄!1; /* signal hang-up to partner */printf("Phone %d: t
lose(%d).\n", self, partner);event = on; dev = on;phon[self℄?x; assert (x == partner);partner = null; state = IDLE} Figure 3.8: Faulty 
ode ex
erpt
:: (state==TCONNECTED) ->printf("Phone %d: t
onne
ted(%d).\n", self, partner);if:: atomi
{hup[partner℄?_ -> /* wait for partner to hang up */event = on; dev = on; phon[self℄?x; partner = null;state = IDLE}:: atomi
{hup[self℄!1; /* signal hang-up to partner */printf("Phone %d: t
lose(%d).\n", self, partner);event = on; dev = on;phon[self℄?x; assert (x == partner);partner = null; state = IDLE} Figure 3.9: Corre
t 
ode ex
erpt

97



3.5. Examples of features for Promela programsinterruptatomi
{hup[((state==OCONNECTED || state==OCLOSE)-> partner:NPHONES)℄?_ ->/* terminating line has shut down 
all */printf("Phone %d: o
lear(%d).\n", self, partner);event = on; dev = on;if:: (phon[self℄?[eval(partner)℄) -> phon[self℄?x:: (!phon[self℄?[eval(partner)℄) -> skipfi;partner = null; state = IDLE;goto 
ontinue} Figure 3.10: The interrupt 
lause from the \SymmEnd" featureIn Figure 3.10 we 
an see the interrupt 
lause from the same feature:here we prepare the originating phone for the possibility that the partnermay issue a `hang-up' signal. We use a 
onditional handshake to ensure thatthe interrupt 
an only happen when the originating phone is in one of thestates OCONNECTED and OCLOSE. To make sure that we use a fresh 
hannel,we rede
lare the array of 
hannels hup[ ℄ in the feature de
laration:uses 
han hup[℄;new 
han hup[NPHONES+1℄;where NPHONES was the original dimension of the array { and the number ofphone pro
esses in the model.There is one minor 
ompli
ation in this 
ode fragment: the interrupt 
odehas to test the pro
esses semaphore (phon[self℄), sin
e originator may have
leared it already, before the `hang-up' signal o

urred. One might �nd thisproblem by looking at the original 
ode { or indeed, by using Spin to debugthe feature.The 
ode ex
erpts I have shown here 
onstitute the 
ore of the featuredes
ription, the only things missing are some synta
ti
 paraphernalia andthe de
larations of the variables used.98



3.6. Con
lusionsOther features for POTSOther features for the telephone system proved to be of varying degrees ofdiÆ
ulty; namely the Call Forwarding features were very easily implemented,whereas Call Waiting and Call Forwarding proved to be far more involved.3.6 Con
lusionsIn 
omparison to SMV, Promela has a more 
omplex syntax, and there areno denotational semanti
s, and operational semanti
s are only given impli
-itly through the model 
he
ker Spin. This makes it virtually impossible tode�ne semanti
s for the feature 
onstru
t beyond the informal a

ount givenhere.However, the fa
t that Spin o�ers both simulation and model 
he
kingmade it quite easy to develop and test features. The examples I gave alsoshow that the base system does not have to be written with features inmind for the feature 
onstru
t to be appli
able. Hen
e developers 
an reuseexisting Promela models with little or no modi�
ation.In this 
hapter I have pointed out some problems whi
h are in part dueto parti
ularities of Promela and Spin, in part to the nature of featureintegration. Most of these problems seem solvable, but in some 
ases itseems ne
essary to 
hange the syntax of Promela to remove some arbitraryrestri
tions. In the same vein, there remains some work to be done to �nd outif the expressiveness of the \pattern mat
hing" suggested here is adequate.(In the two systems I have investigated I had little use for the filter 
lause,sin
e the examples did not involve a sophisti
ated proto
ol.)It is also desirable to extend the expressiveness of the apply statementso that the spe
i�er 
an apply di�erent role-types to instan
es of the samepro
ess de�nition. This again involves some sort of pattern mat
hing, whi
hshould be easy to understand as well as 
exible and expressive.Finally, on a more theoreti
al point, it would be very interesting to 
har-a
terise a (non-trivial) subset of Promela for whi
h the feature 
onstru
tdoes indeed respe
t semanti
 equivalen
e (
f. footnote on page 90). Sadly, itseems doubtful that this is a
hievable, sin
e it is not even 
lear how semanti
equivalen
e for Promela pro
esses should be de�ned. Unless a formal se-manti
s for Promela is de�ned, any notion of equivalen
e would be ad ho
or at least not veri�able, sin
e Spin does not o�er re�nement or equivalen
e
he
ks.
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Chapter 4Features for CSP
4.1 MotivationIn the two pre
eding 
hapters we have already seen feature 
onstru
ts for twovery di�erent languages. The SMV feature 
onstru
t was simple but veryexpressive with respe
t to the expressiveness of the SMV language. I alsodeveloped semanti
s for that feature 
onstru
t and was able to prove someresults on the level of semanti
s. With the Promela feature 
onstru
t, onthe other hand, I did not get very far. Problems with the base languagemade it diÆ
ult to write a feature integrator.The CSP language presents none of the problems that we en
ounteredwith Promela: the semanti
s of CSP are 
learly de�ned, e.g. in [67℄, andthe grammar of the language does not impose arbitrary restri
tions. With re-gards to expressiveness, CSP is rather ri
her than Promela. Although CSPdoes not o�er bu�ered 
ommuni
ation as a primitive, and it does not allowthe transmission of 
hannel names, these aspe
ts 
an easily be simulated ata modest 
ost in terms of time and memory. Moreover, both a simulator,ProBE (Pro
ess Behaviour Explorer), and a powerful model 
he
ker, Fdr2(Failures-Divergen
es Re�nement), are available.1The appeal of CSP as a third `
ase study', 
ompared to SMV, is thatCSP is an asyn
hronous language and it is far more expressive. For example,SMV does not have primitives for 
ommuni
ation between modules. So,CSP has all the advantages of expressiveness of Promela and none of thedisadvantages (e.g. la
k of formal semanti
s). However, the full languageof CSP (with all the derived operators) is 
onsiderably more 
omplex thanSMV and similar in 
omplexity to Promela.1Evaluation 
opies of these tools 
an be downloaded from http://www.formal.demon.
o.uk 100



4.2. The pro
ess algebra CSPCSP is extremely well suited to de�ning distributed systems like the tele-phone network, whi
h involves a lot of 
ommuni
ation and syn
hronisation.On the other hand for, say, the lift system of 
hapter 2 it would not o�er asigni�
ant advantage over SMV be
ause 
ommuni
ation is not an importantaspe
t.This 
hapter is divided into two distin
t parts. After a short introdu
tionto CSP, I �rst des
ribe a general feature 
onstru
t for CSP. The se
ond part istaken up by a 
ase study using a di�erent, spe
ialised feature 
onstru
t. Thelatter was suggested by the Feature Intera
tion Contest [52℄ whi
h formedthe framework of the 
ase study.4.2 The pro
ess algebra CSPCSP stands for \Communi
ating Sequential Pro
esses"2. As the name sug-gests, CSP allows us to des
ribe systems 
onsisting of pro
esses3 whi
h op-erate independently and 
ommuni
ate with ea
h other. The language o�ersa ri
h set of operators to 
ompose pro
esses. Contrast this with Promela,where pro
esses 
ould not be built up hierar
hi
ally. Like Promela, CSP isin essen
e an asyn
hronous language, but its 
ommuni
ation primitives aresyn
hronous { bu�ers must be de�ned as CSP pro
esses.In the following se
tions, I will review the syntax and semanti
s of CSP,in order to introdu
e the feature 
onstru
t for CSP in se
tion 4.4.4.2.1 The syntax of CSPThere are two versions of the CSP syntax, a mathemati
al notation anda ma
hine readable version, CSPM . I will use the mathemati
al notationmainly when talking about syntax and semanti
s of CSP and the feature
onstru
t, while the ma
hine readable variant, CSPM , is more appropriatewhen I dis
uss the 
ase study.Ea
h pro
ess may be made up of 
omponent pro
esses itself. The atomi
pro
esses of CSP are Stop and Skip, denoting a deadlo
ked pro
ess and su
-
essful termination, respe
tively. Any CSP pro
ess is de�ned using Stop andSkip, the pre�x operator, and the 
omposition operators. Pro
ess de�nitions2The pro
ess algebra CSP was �rst presented by C. A. R. Hoare in a paper in 1978, are�ned version was published in the 1985 book [38℄. An updated book on the subje
t [67℄(by A. W. Ros
oe) has re
ently been published.3In fa
t, the 
omponent pro
ess do not have to be sequential; the word \sequential" inthe name is a remnant from the early days of CSP.101



4.2. The pro
ess algebra CSPmay be re
ursive, whi
h gives rise to in�nite behaviours. CSP o�ers variousoperators, the most elementary of whi
h are:Stop the deadlo
k pro
ess, not a
tion possiblepre�x perform an a
tion e then behave as P : e ! PSkip pro
ess representing su

essful termination; equivalent to X ! Stop,where X is the event denoting terminationsequential 
omposition perform as P until P terminates (i.e. performsX), then 
ontinue as Q , written P ; Qparallel 
omposition P and Q exe
ute in parallel, syn
hronising on eventsin X , in symbols: P kX Qinternal 
hoi
e 
hoose to behave as either P or as Q , written P u Qexternal 
hoi
e pro
eed as either P or as Q , depending on what the envi-ronment 
hooses: P 2 Qhiding behave as P , but hide all a
tions in X , written P n Xrenaming perform P , where the relation R gives the renaming for eventsP [[R℄℄The �rst two operators (\!" and \; ") enable us to express sequential be-haviour; parallel 
omposition provides syn
hronisation and 
ommuni
ationbetween pro
esses and thus 
oordination of a
tions between pro
esses; the in-ternal 
hoi
e operator models nondeterminism, while external 
hoi
e dependson inputs from the environment; internal or invisible a
tions of pro
esses 
anbe modelled by hiding; and renaming allows us to build and 
ompose generi
pro
esses like bu�ers easily.Events are elements of an arbitrary set, denoted by �. Events may bestru
tured like in Promela, so that one 
an send or re
eive more than asimple value. For example, the pre�x 
!x?y :A denotes the sending of x and,simultaneously, re
eiving of a value for y along the suitably typed 
hannel4
; furthermore the set of values for y that is a

epted in this 
ommuni
ationis restri
ted to the set A. This pre�x therefore denotes a whole set of events4Stri
tly speaking, the notion of \
hannel" is introdu
ed only in CSPM , mainly forte
hni
al reasons. Every event is either a 
hannel name (for a simple event) a 
ommuni-
ation along a 
hannel (for 
omposite events). In CSPM 
hannels have to be de
lared inorder to enable type 
he
king. 102



4.2. The pro
ess algebra CSPf
:x :y j y 2 Ag. The set of all 
ommuni
ation events asso
iated with a
hannel 
 is denoted by fj 
 jg. An important di�eren
e between CSP andPromela should be noted: syn
hronisation is multi-way by default, when
omposing two pro
esses so that they syn
hronise on an event, this eventremains available for further pro
esses to syn
hronise with. In Promela,on the other hand, syn
hronisation happens only via two-way 
hannels, andsyn
hronisation of more than two pro
esses requires either the use of globalvariables or the ex
hange of several messages.In addition to �, there are two spe
ial events, � and X (\ti
k"); thelatter signi�es su

essful termination, the former is the \silent a
tion", usedto model internal (i.e. invisible) state 
hanges of a pro
ess. This is used, forexample, in the resolution of internal 
hoi
e.Example 4.2.1 (Sequential CSP pro
esses)P = a ! b ! 
 ! StopQ = 
 ! SkipR = a ! b ! RThe �rst pro
ess performs the events a; b and 
 and then stops (deadlo
ks),the se
ond 
an perform 
 and then terminate (su

essfully) whi
h, in thesemanti
s will be indi
ated by the spe
ial X event. The third pro
ess, R 
anrepeat the events a and b inde�nitely: after performing a it performs b andthen starts over again.More 
omplex pro
esses are formed using the 
hoi
e operators 2 and u,parallel 
omposition kX , and the hiding operator n.Example 4.2.2 (Composition of pro
esses)P = a ! b ! e ! StopQ = 
 ! d ! e ! StopR = P 2 QS = P u QT = P kfeg QU = R n fa; 
gThe pro
esses R and S 
an exe
ute the same tra
es (sequen
es of events),namely ha; b; ei and h
; d ; ei (or any pre�x thereof). However, in the 
om-position R, the environment, i.e. any other pro
ess 
omposed with R, 
an103



4.3. The semanti
s of CSPde
ide whether P or Q is exe
uted, by o�ering event a or 
, respe
tively.Pro
ess S , on the other hand, 
hooses internally whether it wants to performa or 
, before o�ering the 
hosen event to the environment.The parallel 
omposition T allows P to perform a; b and e, and Q toperform 
; d and e, but for
es the two pro
esses to syn
hronise on e, theinterse
tion of the two sets. Hen
e T may perform events a; b; 
 and d inany order, provided a pre
edes b and 
 pre
edes d ; only after these four eventshave o

urred is a
tion e enabled, and both pro
esses P and Q exe
ute itsimultaneously.Finally, pro
ess U behaves like R, only that the �rst event (either a or 
)is hidden, so that one 
an only observe U performing hb; ei or hd ; ei. Notethat this also means, that it is impossible to in
uen
e whi
h tra
e is 
hosen.CSP de�nes various other 
ommon operators in terms of the ones intro-du
ed here. For example, the interleaving parallel 
omposition P jjj Q , inwhi
h the pro
esses P and Q perform their behaviours 
ompletely indepen-dently, is de�ned by P jjj Q def= P k; QFor details of these and other CSP operators, the reader is referred to [67℄.Example 4.2.3 I will use the following two pro
esses as a running examplein subsequent se
tions:P(k) = 
!k ! P((k + 1)mod 3)Q(n) = 
?x ! r !(nx )! Q((n + 1)mod 3)Pro
ess P(0) su

essively sends the values 0; 1 and 2 along 
hannel 
, be-
oming P(1) and P(2) in the pro
ess, and then returns to its initial stateP(0). Q(n) reads a value x transmitted on 
hannel 
 and then sends out theresult of multiplying x by n along r . (We assume 
hannel 
 to be de
laredto 
arry values 0,1,2, and r values from 0 to 4.)Note that we have to 
ompose the two pro
esses P(0) and Q(0) as inR = P(0) kfj
jg Q(0)before we 
an a
tually witness them 
ommuni
ating with ea
h other.4.3 The semanti
s of CSPThe denotational semanti
s of CSP are given in one of three models: tra
es,failures, or failures and divergen
es, in order of de
reasing 
oarseness. The104



4.3. The semanti
s of CSPoperational semanti
s de�ned by S
attergood [68℄ and Ros
oe [67℄, whi
hwe will see later, make it possible to exe
ute (simulate) CSP models, whileremaining 
onsistent with the denotational semanti
s. The operational se-manti
s form the basis of the CSP model 
he
ker FDR2 [26℄. It is these thatwe will exploit when presenting the semanti
s of a feature 
onstru
t for CSP.First, however, I brie
y present the denotational semanti
s, as they are thestandard semanti
s for CSP.In the simplest semanti
s, tra
e semanti
s, a pro
ess is denoted by theset of all �nite sequen
es of events that it 
an perform. In tra
e semanti
sit is impossible to dete
t deadlo
ks: a pro
ess may wait inde�nitely beforeperforming the next event. To re
e
t this fa
t, the set of tra
es of a pro
essin
ludes the empty tra
e hi, and for any tra
e all its pre�xes. (In other words,for any pro
ess P , [[P ℄℄ is pre�x 
losed.)To allow deadlo
k dete
tion, the failures model re
ords, for every tra
e,whi
h events a pro
ess 
an refuse to preform. Thus a failure is a pair(s;X ), where s is a �nite tra
e of the pro
ess and X is a set of eventsit 
an refuse after s. A pro
ess is deadlo
ked after performing a tra
e sif (s;X ) 2 failures(P) and X is the set of all events. Finally, the fail-ures/divergen
es model is even �ner, allowing the dete
tion of in�nite se-quen
es of � a
tions, i.e. livelo
k situations. This is a
hieved by re
ording,in addition to the failures, the tra
es s of a pro
ess su
h that an in�nitesequen
e of � a
tions 
an o

ur after some pre�x of s.4.3.1 Tra
e semanti
s of CSPIn the previous se
tion we have already used an intuition about the semanti
sof CSP pro
esses. To put this on a �rmer footing, here is the de�nition ofthe tra
e semanti
s of the language as introdu
ed so far. Silent a
tions arenot re
orded in tra
es.De�nition 4.3.1 (Tra
e semanti
s)tra
es(Stop) = fhigtra
es(Skip) = fhi; hXigtra
es(a ! P) = fhig [ fhaia t j t 2 tra
es(P)gtra
es(P 2 Q) = tra
es(P) [ tra
es(Q)tra
es(P u Q) = tra
es(P) [ tra
es(Q)tra
es(P kX Q) = ft 2 (�P [ �Q)� j t � (�P [ X ) 2 tra
es(P)^ t � (�Q [ X ) 2 tra
es(Q)g105



4.3. The semanti
s of CSPtra
es(P n A) = ft � � nA j t 2 tra
es(P)gtra
es(P [[R℄℄) = ft [R℄ j t 2 tra
es(P)gwhere s a t is the 
on
atenation of the sequen
es s and t , X � stands forall �nite sequen
e over the set X , �P denotes the alphabet of P , i.e. allevents that P 
ould parti
ipate in. The sequen
e t , after all entries not in Xhave been removed, is written t � X . And �nally, t [R℄ denotes the sequen
eresulting from substituting (renaming) the events in t a

ording to R.The de�nition of semanti
s for re
ursively de�ned pro
esses requires someknowledge of �xed point theory and is beyond the s
ope of this brief intro-du
tion. SuÆ
e it to say that a re
ursively de�ned pro
ess P is the (�xedpoint) solution of the equation � p:P = P [(� p:P)=p℄, where the notationQ [R=p℄ means the substitution of R for all free o

urren
es of p in Q .Example 4.3.2 The tra
e semanti
s of P(0) from example 4.2.3 are as fol-lows.tra
es(P(0)) = fhi; h
:0i;h
:0; 
:1i; h
:0; 
:1; 
:2i;h
:0; 
:1; 
:2; 
:0i; h
:0; 
:1; 
:2; 
:0; 
:1i; : : :gThe tra
es of P(1) and P(2) are similar but shifted left by one or two events,respe
tively, i.e. starting with 
:1 or 
:2, respe
tively.The tra
es of the pro
esses Q(n) are a little more 
ompli
ated be
ausethey depend on the input on 
hannel 
. For every time the pre�x 
?x isen
ountered there are three possible values for x to 
onsider. An event 
:kis then followed by the event 
:nk , and n is in
reased by 1 (modulo 3). Anexample tra
e for Q(1) is h
:1; r :1; 
:1; r :2i.The 
omposition R = P(0) kfj
jg Q(0), has the following tra
es:tra
es(R) = fhi; h
:0i; h
:0; r :0i;h
:0; r :0; 
:1i; h
:0; r :0; 
:1; r :1i;h
:0; r :0; 
:1; r :1; 
:2i; h
:0; r :0; 
:1; r :1; 
:2; r :4ih
:0; r :0; 
:1; r :1; 
:2; r :4; 
:0i; h
:0; r :0; 
:1; r :1; 
:2; r :4; 
:0; r :0i; : : :gAs we 
an see, a value sent on 
 is always followed by its square being senton r , for the values 0; 1 and 2; the sequen
e then repeats. All tra
es of R arealso tra
es of Q(0), sin
e the 
omposition with P(0) only puts a 
onstrainton Q(0) but does not add new events.106



4.3. The semanti
s of CSP4.3.2 Operational semanti
s of CSPThe operational semanti
s give a translation from CSP pro
esses to labelledtransition systems (LTSs), where states 
orrespond to pro
ess expressionsand transitions are labelled with events.I give a brief summary of the operational semanti
s for CSP, details 
anbe found in [67, p.158�℄. For the treatment of parametrised pro
esses, werefer the reader to [68℄.In the full CSP language, a pre�x e, as in e ! P , denotes a set of possible
ommuni
ations. To deal with this, we assume the existen
e of fun
tions
omms and subs. To quote Ros
oe [67, p.160℄:� 
omms(e) is the set of 
ommuni
ations des
ribed by e. For example,d :3 represents fd :3g, and 
?x :A?y representsf
:a:b j a:b 2 type(
); a 2 Ag:� For a 2 
omms(e), subs(a; e;P) is the result of substituting the ap-propriate part of a for ea
h identi�er in P bound by e. This equals Pif there are no identi�ers bound (as when e is d :3). For example,subs(
:1:2; 
?x?y ; d !x ! P(x ; y)) = d !1! P(1; 2)Note that, if the pre�x e o

urs more than on
e in P , subs(a; e;P) willonly substitute o

urren
es of e and parts thereof up to the next bindingo

urren
e of e, sin
e this obviously requires a new substitution when the
orresponding 
ommuni
ation is exe
uted.Like Ros
oe, I shall not deal with lo
al variables beyond what is 
overedby the subs fun
tion.5Another useful auxiliary fun
tion gives the set of initial events for a pro-
ess: initials(P) = fe j e 2 � ^ 9P 0:P e�! P 0g:For example, initials(Q(0)) = f
:0; 
:1; 
:2g.Transition rules for CSP pro
esses. In the notation of the semanti
s,we use the pro
ess 
 whi
h is basi
ally equivalent to Stop in that it has notransitions.5For a treatment of CSP with lo
al variables and parametrised pro
esses, the reader isreferred to [68℄. 107



4.3. The semanti
s of CSPDeadlo
k: there is no rule for Stop, sin
e it has no transitions.Su

essful termination: Skip X�! 
Pre�x: e ! P a�! subs(a; e;P)(a 2 
omms(e))Internal 
hoi
e: P u Q ��! P P u Q ��! QRe
ursive pro
esses: � p:P ��! P [� p:P=p℄External 
hoi
e:P ��! P 0P 2 Q ��! P 0 2 Q Q ��! Q 0P 2 Q ��! P 2 Q 0P a�! P 0P 2 Q a�! P 0 (a 6= �) Q a�! Q 0P 2 Q a�! Q 0 (a 6= �)Sequential 
omposition:P a�! P 0P ; Q a�! P 0; Q (a 6= X) 9P 0:P X�! P 0P ; Q ��! QHiding of a set of events, B � �:P a�! P 0P n B a�! P 0 n B (a =2 B [ fXg) P X�! P 0P n B X�! 
P a�! P 0P n B ��! P 0 n B (a 2 B)Renaming with a relation R � �� �:P ��! P 0P [[R℄℄ ��! P 0[[R℄℄ P X�! P 0P [[R℄℄ X�! 
108



4.4. A feature 
onstru
t for CSPP a�! P 0P [[R℄℄ b�! P 0[[R℄℄ (aRb)Parallel 
omposition:P ��! P 0P kX Q ��! P 0 kX Q Q ��! Q 0P kX Q ��! P kX Q 0P a�! P 0P kX Q a�! P 0 kX Q (a 2 � n X ) Q a�! Q 0P kX Q a�! P kX Q 0 (a 2 � n X )P a�! P 0 Q a�! Q 0P kX Q a�! P 0 kX Q 0 (a 2 X )P X�! P 0P kX Q ��! 
 kX Q Q X�! Q 0P kX Q ��! P kX 
 
 kX 
 X�! 
4.4 A feature 
onstru
t for CSP4.4.1 Ingredients of the feature 
onstru
tJust like the feature 
onstru
ts for SMV and Promela, the CSP feature
onstru
t has three parts: the require, introdu
e and 
hange se
tion.The require se
tion states whi
h pro
esses, events and 
onstants thefeature relies on. If the base system does not provide these, the feature
annot be integrated.require pro
ess1; pro
ess2; : : :event1; event2; : : :type1; type2; : : :
onst1; 
onst2; : : :where the pro
essi are pro
ess names6, eventi are CSP 
hannel de
larations,and typei and 
onsti are type and 
onstant de
larations.76In prin
iple su
h a name 
ould be any pro
ess valued expression in CSP.7The types 
ould be omitted at the users risk. For types and set 
onstants, thesede
larations may des
ribe subsets of the ones present in the base �le.109



4.4. A feature 
onstru
t for CSPThe introdu
e se
tion is used to de
lare new pro
esses et
. whi
h thefeature needs. All de
larations in this se
tion are standard CSP de
larationsand de�nitions, and they are simply added to the base �le.introdu
e pro
esseseventstypes
onstantsassertionsIn prin
iple we 
ould allow the enlargement of datatypes and sets here, too.However, the implementation of su
h an operation would pose some prob-lems, espe
ially with respe
t to the de�nition of sets (e.g. alphabets for syn-
hronisation) in the original system by set 
omprehension or enumeration.For the theoreti
al treatment, however, these issues may be ignored.The 
hange se
tion is the 
ru
ial part of a feature de�nition, whi
h allowsto 
hange the behaviour of pro
esses (of the base system). In this se
tion wealso de�ne the intera
tion between pro
esses introdu
ed by the feature andpro
esses from the base system.
hange P(x1; : : : )[ interpret e as fj translate e to fj override Q℄I will give detailed semanti
s of these 
lauses, both in terms of the synta
ti
manipulation of the base system and as operational semanti
s in the nextse
tion. For now I only give the intended meaning three 
ases for the 
hange
lause.� interpret masks values re
eived from the environment:If P(x1; : : : ) o�ers 
omms(e) among its initial events (
omms(e) �initials(P(x1; : : : ))), we subsequently interpret the values re
eived insu
h an event as given by the expression f . For this reason, e mustrepresent a re
eive operation. The expression f may depend on allvariables in s
ope, i.e. on the parameters of P and on the variableso

urring in e.� translate alters values sent to the environment:110



4.4. A feature 
onstru
t for CSPWhenever P(x1; : : : )'s initial events 
ontain 
omms(e), we perform thea
tion f instead of e. In this 
ase, e must be a send operation. As forinterpret, f may depend on all variables in s
ope.� override repla
es the de�nition of P with Q . I will introdu
e anotherkeyword, original, to allow addressing the original de�nition of P inthe de�nition of Q . The new pro
ess de�nition may use the parametersof P .It is important to note that P(x1; : : : ) 
an be any pro
ess term, i.e. \
!1!
?x ! R(x )" is a valid pro
ess name for the 
hange se
tion. Later we willsee a way to get around some of the awkwardness that this brings, with theafter modi�er.For a 
ompa
t presentation of the semanti
s, we introdu
e the followingnotation: a feature
hange P(x1; : : : )interpret e as fis written int(P(x1; : : : ); e; f ).Similarly we abbreviate
hange P(x1; : : : )translate e to fto trans(P(x1; : : : ); e; f ) and
hange P(x1; : : : )override Qto over(P(x1; : : : );Q). The keyword/fun
tion original is abbreviated toorig.4.4.2 Semanti
s of the feature 
onstru
tChoi
e of semanti
sTraditionally, semanti
s for CSP are given as denotational semanti
s in termsof the tra
es, stable failures and failures/divergen
es models (
f. [38, 67℄).Thus one might attempt to give the semanti
s of features as fun
tions from,say, tra
es to tra
es. However, in tra
e semanti
s a pro
ess P is repre-sented by a set of tra
es tra
es(P) � ��, whi
h in turn is built from the setstra
es(Pi) of its 
omponent pro
esses Pi . This raises a problem, sin
e featuresnaturally refer to pro
esses (usually by name), whereas in tra
e semanti
s,111



4.4. A feature 
onstru
t for CSPfrom the set of tra
es of a pro
ess one 
annot dedu
e whi
h 
omponent pro-
ess 
ontributed to whi
h event. Therefore it is not sensible to de�ne featuresemanti
s as a transformation on the set of (sets of) tra
es. This observationextends to the stable failures model as well as to the failures/divergen
esmodel.Note: When dis
ussing the semanti
s of the SMV feature 
onstru
t, wedid not 
onsider multi-module programs and hen
e did not have to deal withthe e�e
t of features on 
ompositions of modules. Also, the state of thetransition system was expli
itly given by the values of the state variables.For CSP however, 
ommuni
ation is the fundamental notion, and it would beunrealisti
 to treat every base system as 
onsisting of only one \
at" pro
ess,bisimilar to the system in question. Thus we need to de�ne the semanti
s ofthe feature 
onstru
t in a way that is transparent to 
ompositions, so thatthe e�e
ts of a featured pro
ess on the system it is part of may be assessed.(Cf. the example in se
tion 4.4.3.)In the light of these diÆ
ulties, we de�ne semanti
s for the feature 
on-stru
t with respe
t to operational semanti
s for CSP as de�ned in [67℄. Theoperational semanti
s give a translation from CSP terms to labelled transi-tion systems (LTSs). Hen
e a feature will denote a transformation on LTSs,given by new transition rules for featured pro
esses.Operational semanti
s for the CSP feature 
onstru
tIn giving the semanti
s, I will keep as 
lose as possible to W. Ros
oe's pre-sentation in [67℄. This requires a few introdu
tory remarks.We shall assume that when we apply the 
hanges, the system already
ontains all de�nitions introdu
ed by the feature, in other words, we give thesemanti
s for features with an empty introdu
e se
tion. (See se
tion 4.4.3below.)The default rule for featuresThe idea of features is to 
hange 
ertain aspe
ts of a system while leavingmost of it una�e
ted. Thus a featured system should, by default, behave likethe original system unless a feature demands otherwise. This is expressed inthe following rule: P a�! P 0Æ(P) a�! Æ(P 0) (�) (4.1)112



4.4. A feature 
onstru
t for CSP(�) The side 
ondition looks rather 
ompli
ated,(Æ = int(Q ; e; f ) _ Æ = trans(Q ; e; f ) _ Æ = over(Q ;R)) ^ (P is not Q)but all it says is that Æ does not spe
ify a 
hange to the pro
ess P whose nexttransition we are trying to determine. In other words unless the Æ spe
i�esa 
hange to P , P behaves as it would by its original de�nition.The question that the side 
ondition raises is whi
h notion of equality touse to determine whether P is Q . Sin
e feature integration is a synta
ti
operation and the operational semanti
s for CSP are syntax driven, it makessense to use synta
ti
 equality rather than any of the equivalen
es derivedfrom denotational or algebrai
 semanti
s. This ensures that the semanti
sof the feature 
onstru
t 
orrespond to the 
hanges that feature integrationintrodu
es via the CSP sour
e 
ode. However, we should keep in mind thatthe equality predi
ate used here is a parameter of feature semanti
s, whi
h we
ould 
hange. Thus we 
ould 
hoose a semanti
 equivalen
e instead, whi
hwould, of 
ourse, 
hange the semanti
s of the feature 
onstru
t.This makes sense for languages with ri
h and well-understood semanti
s,like CSP, where we even have three denotational semanti
s, enabling us toin
uen
e the \granularity" of equivalen
e. We might �nd that some featuresdo not display intera
tions when using one equivalen
e but do intera
t in the
ontext of a di�erent equivalen
e. For SMV the question of the appropriateequivalen
e was addressed by Theorem 2.5.23 (page 72); for Promela thequestion was pre
luded by the la
k of formal semanti
s, so the only equiva-len
e readily available was the synta
ti
 one.Clauses manipulating 
ommuni
ationTwo of the three 
lauses for the 
hange se
tion deal with 
ommuni
ationbetween pro
esses. The �rst one, interpret, makes a pro
ess treat a value ithas re
eived as being a di�erent value. The se
ond 
lause translates valuesa pro
ess sends to the environment. One 
ould say the feature pretends tothe \outside world" that the pro
ess in question is dealing with a di�erentvalue. As I will demonstrate in se
tion 4.4.3, this 
orresponds to the meaningof TREAT and IMPOSE in the SMV feature 
onstru
t.Both of these 
lauses rely on pattern mat
hing to identify the event pre-�xes to be modi�ed. In the simplest 
ase this 
ould be done by dire
t 
om-parison of the strings; if we want to integrate a sequen
e of features, however,the mat
hing would have to allow for renaming of variables and arbitrary ex-pressions in pre�xes. The spe
ial meaning of the type 
hannel in CSP (asimplemented in Fdr2 and ProBE), o�ers some help, as long as 
hannelsare not passed via formal parameters.113



4.4. A feature 
onstru
t for CSPOne might think that the interpret and translate features 
ould bemodelled by an override feature using the renaming operator; however, re-naming does not allow us to distinguish between sending and re
eiving. (Cf.se
tion 4.4.3) Furthermore, the operational semanti
s of CSP would meanthat the renaming is propagated through all evolutions of a pro
ess. Forre
ursively de�ned pro
esses, this leads to a sta
k of renaming operationsa

umulating.A note on the notation in the following paragraphs on interpret andtranslate: there is a slight synta
ti
 mismat
h between Ros
oe's presenta-tion and the way pre�xes are treated in CSPM (e.g. by Fdr2): in CSPM the�rst element of a pre�x must be a 
hannel, and 
hannels are treated di�er-ently from datatypes. For example, it is not generally possible to extra
t the
hannel 
omponent from an event, sin
e it is not a regular value. For thisreason, 
hannel 
 is mentioned expli
itly in the examples, but omitted in thetransition rules.Shadowing re
eived values: interpret
hange P(x )interpret 
:e as 
:for, in mathemati
al notation Æ = int(P ; 
:e; 
:f ), where 
 is a 
hannel and
:e is an event pre�x des
ribing a set of 
ommuni
ations on this 
hannel.(Cf. note above.)Example 4.4.1 We modify the pro
essQ(n) = 
?x ! r !(nx )! Q((n + 1)mod 3)from example 4.2.3 with the following feature Æ:
hange Q(j )interpret 
?x as 
?(2� x )After integration we getÆ(Q(n)) = 
?x ! r !(n(2� x ))! Æ(Q((n + 1)mod 3))The feature Æ makes Q `interpret' the value x di�erently: all o

urren
es of xare repla
ed by (2� x ). If we know that the values sent on 
 are a repeatingseries of 0; 1 and 2, as in the 
omposition with P(0), we see that the featurereverses this sequen
e as far as Q is 
on
erned.114



4.4. A feature 
onstru
t for CSPSemanti
s. The appli
ation of an interpret feature repla
es the valuea re
eived from another pro
ess with the value f (a). In other words, thefeatured pro
ess \sees" a di�erent value from that whi
h was transmittedfrom the environment. This leads us to the following rule:P a�! subs(a; e;P 0)Æ(P) a�! Æ(subs(f ; e;P 0)) �Æ=int(P ;e;f );a2
omms(e)� (4.2)Sending altered values: translate
hange P(x )translate 
:e = 
:for, in mathemati
al notation " = trans(P ; 
:e; 
:f ). Again, 
:e is a pre�xdenoting a set of 
ommuni
ations. However, to be a�e
ted by a translatefeature, it must be a send operation or a handshake. Another way to saythis is to demand that 
omms(
:e) is a singleton set.8 Again, we have madethe 
hannel 
 expli
it for the reasons stated on page 114.Example 4.4.2 Let us modify the pro
essP(k) = 
!k ! P((k + 1)mod 3)from example 4.2.3 with the feature ":
hange P(x )translate 
!x = 
!(2� x )This yields"(P(k)) = 
!(2� k)! "(P((k + 1)mod 3))In the 
omposition R = P(0) kfj
jg Q(0), this has the same e�e
t onthe output from Q(n) as the interpret feature Æ above would have: thesequen
e of numbers transmitted on 
 is reversed, so Q(n) reads values inthe order 2; 1; 0 (repeating). However, this time the environment sees thisreversed sequen
e sent on 
, whereas with Æ(Q(n)), the only 
hange visibleto the environment was the 
hanged output of Q(n). With the translatefeature " any other pro
ess that 
ommuni
ates with P (on 
hannel 
) willalso be a�e
ted by the 
hanges to P .8In the general 
ase, with parameters and lo
al variables, we have to be more 
areful:
omms(
:e) must be a singleton set for any (permitted) valuation for the lo
al variablesand parameters. 115



4.4. A feature 
onstru
t for CSPSemanti
s. The e�e
t of a translate feature is that the environment oftrans(P ; a; f )(P) sees f when P transmits the value a, as expressed in thefollowing rule. (As before, we do not mention the 
hannel, see explanationon page 114.) P a�! subs(a; e;P 0)Æ(P) f�! Æ(subs(a; e;P 0)) �Æ=trans(P ;e;f );
omms(e)=fag� (4.3)The intended use is that we only substitute a with f in send operations.For this reason we demand that 
omms(e) is the singleton set fag.9 Theuse of subs in the above rule serves only to stress the fa
t that the pro
essresulting after the transition is not 
hanged, and to spe
ify (in the side
ondition) that 
omms(e) is a singleton.Obviously, 
are must be taken that f 
an a
tually be re
eived by otherpro
esses that were (originally) expe
ting value a. A suÆ
ient 
ondition toguard against type and range errors is range(f ) � 
omms(e) for all pre�xese of type(a) that o

ur in the system. Nonetheless the featured system maystill deadlo
k if the pro
esses parti
ipating in this event do not agree on avalue. This, however, is a matter for the designer of the feature.Overriding pro
ess de�nitionsFeatures are often 
on
erned with monitoring 
ertain events to trigger newa
tions at appropriate points in time. Therefore it makes sense to allow afeature to add 
omponents to existing 
omposite pro
esses using any CSP
omposition operation. For this we de�ne a \
at
h all" feature 
lause:
hange Poverride Qor Æ = over(P ;Q).Semanti
s. The semanti
s of an override feature are given byQ a�! Q 0Æ(P) a�! Æ(Q 0)(Æ = over(P ;Q)) (4.4)Note that this means the feature is not eliminated when Æ(P) pro
eeds withthe event a as Q would but keeping Æ(P).9Sin
e we do not deal with lo
al variables, e will be a 
onstant in P i� e denotes a sendor handshake, as any o

urren
e of lo
al variables must have been substituted by previousappli
ations of subs . 116



4.4. A feature 
onstru
t for CSPA

essing de�nitions of the base system: originalThe keyword original allows the user to use the original, unfeatured de�ni-tion of a pro
ess.10 This is espe
ially useful in overriding features, where werepla
e a feature de�nition. It may also be used for formulating assertions(e.g. re�nement 
he
ks) about a featured and an unfeatured pro
ess.When performing a sequen
e of integrations, the modi�er original al-ways refers to the system before the integration of the 
urrent feature. Thede�ning property of original with respe
t to a feature Æ isP a�! P 0Æ(orig(P)) a�! Æ(P 0) (4.5)Note that this rule is almost the same as the default rule (4.1), and 
ould infa
t be integrated with it by de�ning [[orig(P)℄℄ = [[P ℄℄ but letting orig(P) 6= Pin the equality test. Textually this is e�e
ted by taking the original de�nitionof P for orig(P) but repla
ing all o

urren
es of pro
esses (in
luding P)therein with their featured versions. Assume, for example, a system whereP a�! P 0 b�! P and Q = 
 ! Stop. If we integrate Æ = over(P ; orig(P) 2Q), we want the system to o�er the 
hoi
e of 
 every time that we are in thestate representing Æ(P). Hen
e the exe
ution Æ(P) a�! P 0 b�! Æ(P) must bepossible. This we a
hieve by substituting in the way des
ribed above: in P 0,the o

urren
es of P are repla
ed by Æ(P).Eventually, one may want to implement a kind of version 
ontrol systemto be able to address \original" pro
esses of earlier integration steps.Synta
ti
 sugar: afterIn pra
ti
e it may be desirable to have more ways of spe
ifying the lo
ation atwhi
h a feature should be applied. I suggest the keyword after as a furthersynta
ti
 element for 
hange 
lauses.Used as a modi�er in 
hange 
lauses, after e allows the user to addressthe parts or sub-pro
esses of P that follow an event des
ribed by pre�xe. During integration, \
hange P after e 
lause" is expanded to a set of
hanges where P is repla
ed by e ! Pi for ea
h Pi with the property:9P 0: P ��=)(e ! Pi)An important detail of the after modi�er is its intera
tion with original.Sin
e the pro
esses that are a
tually 
hanged by the feature are the Pi , inan after 
lause, orig(P) refers to Pi .10This refers only to the last integrated feature, and only to the named pro
ess, not toits 
omponents. 117



4.4. A feature 
onstru
t for CSPSin
e we are thus 
reating several 
lauses to integrate, we have to spe
ifyhow this is to be done in one integration step. The above implies that allo

urren
es of e in ea
h possible evolution of P will be 
onsidered. However,these substitutions will 
on
ern disjoint sequential parts of the pro
ess, sin
eea
h substitution stops at the next binding o

urren
e of e. Hen
e all the
hanges that are to be 
arried out will be independent of ea
h other, andtherefore they may be applied in any order. Generally though, the spe
i�erof a feature should beware that the after modi�er does generate a list of
hanges.Enlargement of sets and datatypesThis 
an be a
hieved by de�ning a new set 
onstant for the expanded type11and the appropriate new 
hannels, and by using the CSP renaming operatorto map events involving the original type into su
h that use the expandedtype. However, maintaining 
lear and 
onsistent naming of sets and typeswill be very diÆ
ult unless the integrator tool 
an 
ompletely 
ontrol thispro
ess. For a 
ommer
ial tool, one would 
ou
h this in further language
onstru
ts of the feature 
onstru
t.4.4.3 The semanti
s of feature integrationThe full semanti
s of the feature 
onstru
t are given by integrating the fea-ture and then applying the extended operational semanti
s, whi
h de�ne theexe
ution(s) of a pro
ess in the presen
e of features.The require se
tion of a feature merely stipulates some 
onstraints onthe systems the feature may be applied to. The introdu
e se
tion adds newpro
esses and events, whi
h in itself will 
hange the semanti
s of the originalsystem only insofar as new datatypes, 
onstants, events and pro
esses areadded. This leads to an extension of the domain into whi
h the system ismapped by [[ � ℄℄. Before the 
hanges are applied, the model of the originalsystem is simply embedded in the extended model.Only the 
hange se
tion a�e
ts the exe
ution of the system, and it doesso in two ways. In the integration pro
ess, the de�nition of an old pro
essP is 
hanged, and the new de�nition is used in all subsequent o

urren
es ofP ; written as a formula:System0 = System [Æ(P)=P ℄;where System is the original system and System0 is the featured system. Notethat for the substitution to be interpreted as a textual operation, System11In Fdr2 datatypes are treated as sets.118



4.4. A feature 
onstru
t for CSPneeds to be suitably expanded, so that all o

urren
es of P are expli
it,in
luding those in re
ursive de�nitions.4.4.4 Mis
ellaneous issuesExample 4.4.3 (Global variables) In CSP a global variable (i.e. refer-en
e to a memory lo
ation) is modelled as:VAR_empty = write?value -> VAR(value)VAR(value) = write?new_value -> VAR(new_value)[℄ read -> return!valueWe 
an a
hieve the symmetry that TREAT and IMPOSE for SMV exhibit, sin
ewe have both a me
hanism to shadow the value re
eived along write (usinginterpret) and to substitute the value sent along return (using translate).For example the SMV featureCHANGEMODULE mainTREAT VAR = e
orresponds to the following CSP feature
hange VAR(value)translate return!value = return!eNote that for interpret we have to 
hange both pro
esses: VAR(value)and VAR empty.In fa
t we have even more 
ontrol over the interpretation of the variablesin
e we 
an apply an interpret or a translate feature either to the pro
essrepresenting the variable, or apply it to some of the pro
esses a

essing thevariable. In the latter 
ase we 
an give di�erent \views" of the variable todi�erent pro
esses.Indexed external 
hoi
eThe manipulation of 
ommuni
ation between CSP pro
esses by translateand interpret features raises one problem whi
h 
annot be resolved synta
-ti
ally:2v2V
!v ! P is equivalent to 
?v :V ! P119



4.5. Feature intera
tion 
ontestin all denotational semanti
s for CSP. Indeed the latter may be seen as a 
on-venient shorthand for the former. However, only 
?v :V ! P is re
ognisedas a re
eive operation as far as feature integration is 
on
erned. The opera-tional semanti
s of features presented above observe the distin
tion betweenthe indexed external 
hoi
e and the re
eive operation. Therefore featurespe
i�ers must make sure, that they don't fall foul of this distin
tion of se-manti
ally indistinguishable terms in the base system. For the same reasons,one should avoid using indexed external 
hoi
e to model re
eive operationsin feature de�nitions.4.5 Feature intera
tion 
ontestThe se
ond Feature Intera
tion Contest was held in 
onjun
tion with the 6thInternational Workshop on Feature Intera
tions in Tele
ommuni
ation andSoftware Systems (FIW'00) [53℄. The aim of the 
ontest was to 
omparevarious methods and tools for dete
ting feature intera
tions. To enable a
omparison, the 
ontest's obje
tive was to dete
t intera
tions among a givenset of features for a given telephone system. The 
ontest instru
tions 
on-tained detailed (albeit impre
ise) spe
i�
ations of the base system and twelvefeatures.In the rest of this 
hapter I des
ribe how I ta
kled the 
ontest and theexperien
es I made in the pro
ess. In the following two se
tions I brie
ydes
ribe how the 
ontest was set out and what impli
ations that had fordete
ting feature intera
tions. I then detail the methods I used and theresults I obtained before summing up my experien
es in se
tion 4.9.I used a 
ombination of two te
hniques: stati
 (synta
ti
) analysis andmodel 
he
king. While I had initially planned to integrate the features intothe base system and then to dete
t intera
tions by model 
he
king, it be-
ame 
lear very qui
kly that a simple synta
ti
 analysis of the features wassuÆ
ient to dete
t a large number of intera
tions. Hen
e I �rst des
ribe thissynta
ti
 method (se
tion 4.6.2), before showing how I used a feature 
on-stru
t and model 
he
king to �nd more intera
tions (se
tion 4.7). Finally, Igive an overview of the full results of my analysis in se
tion 4.7.4, a 
ompleteand detailed des
ription of the results 
an be found in [65℄.4.6 The 
ontest modelThe base system for the 
ontest is a model of the plain old telephone ser-vi
e (POTS) given as a labelled transition diagram (Figure 4.1) for a single120



4.6.The
ontestmodel
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Figure 4.1: The Basi
 Call Model [52℄
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4.6. The 
ontest modeltelephone line (basi
 
all model, BCM) and a des
ription of the network ar-
hite
ture, a simple star network, with a single swit
h relaying informationbetween lines, and a billing database, of whi
h no details are given in the
ontest instru
tions [52℄.Most transitions are labelled with multiple messages. Some of these mes-sages denote lo
al events, su
h as user input or signals to the user, othersstand for messages sent to or re
eived from other phones in the network.Finally, there are billing messages, whi
h are supposed to be logged by somesoftware to obtain billing re
ords. In the diagram, in
oming messages are pre-�xed by \i ", outgoing messages by \o " and billing messages by \billing ".Messages with no pre�x represent lo
al events.
BUSY


BUSY


alerted

TCS 1


(i_alert, A, B, 
-)


BC 5


announc

ement

TCS 2


(i_inform, B, A, 
"screened")


(announce, A, A, "screened")


BC 8


SUBSCRIBER
 EVERYONE


BC 1


(o_inform, B, A, "screened")


BC 9


tau


BUSY


(i_alert, C, id, -)
 ;

(o_busy, id, C, -)


is a macro for:
Figure 4.2: Feature Terminating Call S
reening [52℄The features, too, are given as labelled transition diagrams, with someBCM states and (usually) several new states, whi
h I will refer to as featurestates. Feature integration is de�ned by adding or repla
ing, for a given basi

all state, the transitions whi
h are given in the feature de�nition. Here, atransition is repla
ed if the feature's transition has the same triggering eventas the 
orresponding transition in the basi
 
all; otherwise the feature's tran-sition is added. In the diagram for the feature Terminating Call S
reening122



4.6. The 
ontest model(Figure 4.2), for example, the transition from the idle state to BC9 of thebasi
 
all is repla
ed by the left diagram (for the subs
riber), while in allbasi
 
all pro
esses a new transition is added to the state BC5 (\o busy?").This transition is labelled with the message (i inform,B,A,\s
reened") andleads to the new state TCS2.The 
ontest 
omprised the following features:CFB Call Forward on Busy { divert 
alls when the line is busyCNDB Calling Number Delivery Blo
king { do not display the 
allers num-ber to the 
alleeCT Call Transfer { transfer an a
tive 
all to another telephoneCW CallWaiting { allow subs
riber to take a se
ond 
all and swit
h between�rst and se
ond 
allGR Group Ringing { make three telephones ring for an in
oming 
all to oneof them, stop the ringing when one of them is answeredRBWF Ring Ba
k When Free { ring ba
k 
allers who got the busy tone(also known as Automati
 Call Ba
k)RC Reverse Charging { 
allee pays for 
allSB Split Billing { 
allee pays part of the 
allTCS Terminating Call S
reening { blo
k 
alls from 
ertain phones to thesubs
riber's phoneTL TeenLine { a PIN must be entered before 
alls 
an be madeTWC Three-Way Calling { allow the subs
riber to initiate a se
ond 
all andlet all three parties talk with ea
h other (also known as Conferen
e Call)VM Voi
e Mail { 
allers 
an leave a message if the phone is not answered(also known as CallMinder)4.6.1 ObservationsAnalysing the feature de�nitions, I realized that the model given in the 
on-test instru
tions was extremely prone to intera
tions. With a little pra
ti
e I
ould anti
ipate many intera
tions by just looking at the features' diagrams.To explain how this worked, I 
lassify intera
tions a

ording to their 
auses:123



4.6. The 
ontest model1. one feature overrides trigger of the other feature (e.g. TCS & GR)2. one feature bypasses trigger of the other feature (e.g. TCS & CW)3. one feature sends a message that the other feature 
annot pro
ess (e.g.TCS & TWC)4. other 
auses (e.g. TCS & RBWF, RC & RBWF)In the �rst two 
ases one of the features is not invoked when it shouldbe; in the latter two, both features are a
tive but interfere with ea
h otherin some way.Intera
tions of type 1 are the easiest to dete
t: both features are triggeredin the same (basi
 
all) state by the same event. Due to the method of featureintegration, the feature integrated later overwrites the transition introdu
edor altered by the earlier one. Intera
tions are usually serious be
ause theyare due to some fundamental in
ompatibility. In this 
ase the intera
tion 
anonly be resolved by limiting or re�ning the behaviour of one or both features.Type 2 intera
tions are also not hard to re
ognise. Whenever a triggeringmessage for one feature 
an o

ur in a feature state of another feature, thismay lead to the former feature not being invoked even though it should. Inthe 
ontest, all intera
tions of this type o

urred be
ause of the method offeature integration, and 
ould 
learly be avoided by a design that did notput so mu
h emphasis on states. It is very likely that some of the type 2intera
tions would then be
ome type 4 intera
tions, i.e. the type 2 
on
i
tindi
ated a serious intera
tion but for trivial reasons.Intera
tions of the third type o

ur when a feature introdu
es a newmessage to the system, whi
h may be re
eived in a feature state of anotherfeature. Sin
e only basi
 
all states are altered to be able to handle the newmessage, a feature on the re
eiving end will not be able to handle the newmessage. For these intera
tions, the same hold as for type 2: in a better,feature-oriented ar
hite
ture, they would not o

ur.The remaining intera
tions (type 4) are parti
ularly interesting from thepoint of view of feature intera
tion dete
tion. They indi
ate deeper problemsin the way that features a�e
t pro
essing and distribution of information inthe telephone network. There are no generi
 tests to dete
t su
h intera
tions,however they violate some `sensible assumptions' about the working of thesystem. Furthermore, they only surfa
e in the a
tual exe
ution of the system,so they are not amenable to stati
 analysis methods, su
h as proposed in thefollowing se
tion. 124



4.6. The 
ontest model4.6.2 Stati
 analysisThe observations above prompted me to look for synta
ti
 
riteria to dete
tthe �rst three 
lasses of intera
tions. I introdu
e the following notation.Let S be the set of all states (both basi
 
all and all possible featurestates), and E the set of all events (messages). To simplify the presentationwe omit the subs
riber parameters unless absolutely ne
essary.12 Feature nis denoted by Fn ; Sys may be a feature, or the Basi
 Call possibly augmentedwith a number of features.Trans(Sys) � S � E one pair (s; e) for ea
h transition in Sys, su
hthat in state s, event e 
ommen
es the transi-tionTriggers(Fn) � S � E the basi
 
all states in whi
h the Fn 
an betriggered, with the 
orresponding triggeringeventMsgs(Sys) � E all i xxx and o xxx messages that appear ontransitions of Sys (ignoring the pre�xes \o "and \i ")Note that Msgs(Sys) 
ontains information about all transitions, whileTriggers(Fn) only re
ords the new or altered transitions from basi
 
all statesintrodu
ed by Fn . Let �2(s; e) = e denote the proje
tion onto the se
ond
omponent, i.e. events.Example 4.6.1 For the Terminating Call S
reening feature we have:Trans(TCS) = f(BC1; i alert); (BC5; i inform);(TCS1; i alert); (TCS1; o inform); (TCS1; tau);(TCS2; announ
e); (TCS2; i alert)gandTriggers(TCS) = f(BC5; i inform); (BC1; i alert)gFinding intera
tionsWith this notation, the following 
riteria 
hara
terise the �rst three 
lassesof intera
tions given on page 123.1. Later feature overrides earlier one:9 (s; e) 2 Triggers(F1) \ Triggers(F2)12To be fully 
orre
t, one would need to take a

ount of several variables, in
luding atleast subs
riber and partner, for ea
h state.125



4.6. The 
ontest model2. One feature bypasses a trigger of another feature:9 e 2 �2(Triggers(F1)) \ �2(Trans(F2) n Triggers(F2))3. F1 may send a message whi
h F2 
annot handle (\Message not under-stood"):9 e 2 Msgs(F1) nMsgs(F2)These 
riteria will 
ag some potential intera
tions that 
annot o

ur dur-ing normal exe
ution of the featured system. In my experien
e with the
ontest model, however, they were quite a

urate.It is important to note that these 
riteria point to 
auses for intera
tions.There may be more than one a
tual, observable intera
tion for the sameevent or state-event pair satisfying one of the 
riteria.Example 4.6.2 Sin
e the Group Ringing feature, like TCS, is also triggeredby an \i alert" message in state BC1, we get a type 1 intera
tion:Triggers(TCS) \ Triggers(GR) = f(BCi; i alert)gThus we 
an 
on
lude, when TCS and GR are added to the same subs
riber'stelephone, whi
hever feature is added later will disable the earlier one, sin
eit will override the triggers for the feature added earlier.Furthermore we also get a type 3 intera
tion, sin
eo inform 2 Msgs(TCS) but i inform =2 Msgs(GR).Note that a message \o xxx" be
omes \i xxx" for the re
eiving phone, hen
ethe third 
riterion says, if there is a situation in whi
h the TCS featuresends an \o notify" while the other phone is in a GR feature state, thenthat message 
annot be pro
essed (by the GR feature), leading to unde�nedbehaviour. As my method stands at the moment, it is up to the user to
he
k whether su
h a situation 
an a
tually arise. With these two features,the intera
tion 
an happen, in the following s
enario. Assume that subs
riberA has GR, and B and C are in the `group'. If, for example B subs
ribes toTCS and has A on its s
reening list, then a 
all to A will result in an i alertfrom A to B, whi
h B will answer with (o inform,B,A,\s
reened"). At thispoint A will be in a state introdu
ed by Group Ringing, and will not be ableto deal with that message.Roughly 90% of the intera
tions I dete
ted were dis
overed by applyingthese simple 
riteria. Yet, the interesting intera
tions are those that arenot dete
ted by these tests. The way that the 
ontest model was set up,there were very few of these `tri
ky' intera
tions, sin
e most features 
lashedquite badly on the simple 
riteria. Assuming a good software engineeringapproa
h, though, whi
h would take a

ount of the `easy' intera
tions and126



4.7. Modelling POTS in CSPaim to avoid them in the �rst pla
e, the `tri
ky' ones, i.e. those not dete
tedby our synta
ti
 
riteria, be
ome 
ru
ial. At this point, simulation, testingand model 
he
king 
ome into their own again, be
ause the intera
tions that
annot easily be dete
ted by synta
ti
 
riteria are likely to show up only inlonger runs of the system.4.7 Modelling POTS in CSP4.7.1 A network of basi
 
all pro
essesModelling a single basi
 
all in CSP is very simple: the states be
ome CSPpro
esses and all messages be
ome events, the send and re
eive operations �tvery ni
ely. A transition with multiple messages is split up into a sequen
eof events.The problems start, however, when one 
omposes several su
h basi
 
allpro
esses into a network. Now, the di�erent pro
esses may `de-syn
hronise'sin
e there is nothing to enfor
e the atomi
ity of the transitions in the dia-gram. Hen
e one line 
ould embark on a transition if this was triggered bya lo
al event and thereby prevent another line from sending a message to it.In other words, the naive, literal translation from the 
ontest instru
tionsallowed some internal 
hoi
e between transitions that need to syn
hronisewith other transitions, leading to possible deadlo
ks.It turned out, though, that this problem was not too hard to solve: it wasne
essary to reorder the events labelling ea
h transition, so that all external
ommuni
ation events 
ame �rst on the respe
tive transitions. Eventually,all transitions started with one input or output event, if they 
ontained oneat all, followed by only internal (lo
al) events.13 In CSP terms this meanto�ering all events that the line pro
esses had to syn
hronise on as external
hoi
es.Figure 4.3 shows a small fragment of the CSP model that I developed:BCM(state; x ; y) represents the basi
 
all state state for subs
riber x , wherey 
ontains the telephone that x is 
onne
ted to, if appropriate, otherwisey = x .4.7.2 A spe
ialised feature 
onstru
tTo automate feature integration I extended the CSPM syntax with a simpli-�ed, and somewhat spe
ialised version of the feature 
onstru
t, suited to the13For some features this meant introdu
ing extra states and transitions, sin
e some ofthem used multiple send operations in one transition.127



4.7. Modelling POTS in CSPBCM(o_busyp, x, y) =i.m_free!y!x!none -> ring_tone!x -> BCM(o_wait_answer,x,y)[℄ i.m_busy!y!x!none -> busy_tone!x -> BCM(o_wait_onhook,x,y)[℄ o.m_stop_alert!x!y!none -> onhook!x ->bill.b_onhook!x!x!time -> BCM(idle,x,x)[℄ i.m_alert?z:Lx({x})!x?p -> o.m_busy!x!z.none ->BCM(o_busyp, x, y)BCM(o_
onne
ted, x, y) =i.m_dis
onne
t!y!x!none -> dis
onne
t_tone!x ->BCM(o_wait_onhook,x,y)[℄ o.m_dis
onne
t!x!y!none -> onhook!x ->bill.b_stop_o!x!y!time -> bill.b_onhook!x!x!time ->BCM(idle,x,x)[℄ i.m_alert?z:Lx({x})!x?p -> o.m_busy!x!z.none ->BCM(o_
onne
ted, x, y)Lx({x}) is the set of subs
ribers ex
ept for x.Figure 4.3: CSP 
ode for POTS states `o busy?' and `o 
onne
ted'textual representation of the feature diagrams. We will denote the extendedlanguage by CSPFCM . Figure 4.4 shows the CSPFCM 
ode for the TerminatingCall S
reening feature as an example.The �rst simpli�
ation was that no require se
tion was needed, sin
eall features were going to be integrated only into one �xed base system orextensions (featured versions) thereof. Thus ea
h feature required only asubset of what the base system (POTS) provided.Se
ondly, the features used only one spe
ial form overriding, hen
e Idropped the keywords 
hange, override and introdu
e in favour of a more
ompa
t notation.Thirdly, the base system had quite a rigid synta
ti
 stru
ture due to theway it was derived from the transition diagram (Figure 4.1), whi
h I exploitedin writing the feature integrator.After des
ribing the spe
ialised feature 
onstru
t, I will outline how thisrelates to the general feature 
onstru
t des
ribed in se
tion 4.4.In the spe
ialised feature 
onstru
t, a feature de�nition may 
ontain anynumber of standard CSPM de�nitions. These are treated as part of theintrodu
e se
tion and will simply be added to to the base system, and theuser is responsible for avoiding name 
lashes (re-de�nitions).The 
hange 
lauses take the following form:� Transitions 
an be added or repla
ed by means of spe
ial de�nitionswith the following syntax: 128



4.7. Modelling POTS in CSP
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
−− Feature Terminating Call Screening
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
−− This is designed for a maximum of four phones: any phone above C
−− gets $TCSSetD as its screening set (only relevant if in subscriber 
−− set $TCSSubs).
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
$TCSSubs = {C}
$TCSSetA = {}
$TCSSetB = {}
$TCSSetC = {A}
$TCSSetD = {}

screen(A) = $TCSSetA
screen(B) = $TCSSetB
screen(C) = $TCSSetC
screen(_) = $TCSSetD

BCM(state:{idle},x,x)  +=  if member(x,$TCSSubs)
then i.m_alert?y:Lx({x})!x!none −> TCS1(x,y)
else BCM(idle,x,x)

TCS1(x,y) =    (if member(y,screen(x))                                   
    then o.m_inform.x.y.screened −> BCM(idle,x,x)            
    else BCM(t_busys,x,y))                                   
    [] i.m_alert?z:Lx(x)!x!none −> o.m_busy.x.z.none −> TCS1(x,y)

BCM(state:{o_busyp},x,y)  +=  i.m_inform.y.x.screened −> TCS2(x,y)

TCS2(x,y) =    announce.x.tcs −> BCM(o_wait_onhook,x,y)
            [] i.m_alert?z:Lx(x)!x!none −> o.m_busy.x.z.none −> TCS2(x,y)

−− end of feature −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−BCM(state,subs
riber,partner) denotes a basi
 
all state,$TCSSubs is the set of subs
ribers to TCS (a parameter of the feature),$TCSSetA through $TCSSetD represent the s
reening lists of the respe
tive sub-s
ribers (feature parameters).Figure 4.4: CSPFCM 
ode for Terminating Call S
reeningpro
ess(p1; : : : ; pn) += new de�nitionwhere pro
ess is a pro
ess name from the base �le. The a
tual param-eters 
an be `
aptured' and are referred to by p1; : : : ; pn in the newde�nition. It is also possible to restri
t the range of parameters in 
er-tain 
ases. The new de�nition is the CSP 
ode for the transition to beadded.The mat
hing of the formal parameters (in the feature de�nition) to thosein the base system is nothing spe
ial, although I did not go into it for thegeneral feature 
onstru
t.In addition to these modi�
ations of the feature 
onstru
t, I allowed forparameters to a feature. In my implementation, any name pre�xed with$ is interpreted as a feature variable. Su
h variables 
an be assigned de-129



4.7. Modelling POTS in CSPfault values in the feature �le whi
h may be overridden on the 
ommand linewhen invoking the integrator (see below). All (non-de�ning) referen
es inthe feature �le are textually repla
ed by the value thus given. In the ab-stra
t treatment of the general CSP feature 
onstru
t this was irrelevant, forpra
ti
al use however, having parametrised features is very helpful.I used one spe
ial variable $DEFAULT as a pla
eholder for the 
ode of theoriginal transition. This greatly fa
ilitated writing some of the features (eightout of the twelve in the 
ontest). However, the e�e
t of $DEFAULT 
annot beemulated by the keyword original of general CSP feature 
onstru
t, as Iwill explain below.Emulating the spe
ialised feature 
onstru
tThe important di�eren
e between the spe
ialised and the general feature
onstru
t lies in the fa
t that the new feature 
onstru
t allows to add orrepla
e transitions, i.e. in a sense the 
hange is 
onditional on the base systemitself, not on some runtime 
onditions. If we want to bring the semanti
s ofthis new feature 
onstru
t in line with the operational semanti
s de�ned inthe previous se
tion, we have to give a translation from the spe
ialised feature
onstru
t into the general one. This 
an be solved in the following way.Then we split ea
h feature into two stages. The �rst stage adds a tran-sition with the appropriate guard to the 
hoi
e of transitions in a state, andallows non-determinism between the old and new transitions. In fa
t, in thisstep, only the guard matters; we 
ould add mere stubs for the new transitions,e.g. in the form event ! Stop.Potential unwanted transitions are eliminated in a se
ond stage, usingthe after keyword: after the event in question we add the 
ode that thefeature spe
i�es. This way, even if the guard we added was the same as oneon an existing bran
h, the two would be
ome identi
al, both 
ontaining thefeature 
ode rather than the base system 
ode. E�e
tively, any transitionof the base system state with the same guard as the feature transition getsoverwritten.For adding a 
ompletely new transition, this pro
ess works �ne too: afterthe �rst stage, there is exa
tly one transition to whi
h the after modi�errefers; and this transition then is modi�ed to 
ontain the feature 
ode.There is however one drawba
k to this translation: we 
annot keep thePOTS 
ode for basi
 
all states parametrised by subs
riber, as in Figure 4.3,while at the same time sele
ting whi
h phones get whi
h features. In thespe
ialised feature 
onstru
t the $DEFAULT pla
eholder 
ould be used in anif-then-else 
onstru
t, as for example in the feature Call Forward on Busy:130



4.7. Modelling POTS in CSPBCM(state:$CFBstates,x,y) +=if member(x,CFBSubs)then i.m_alert?z:Lx({x})!x?p -> CFB1(state,x,y,z)else $DEFAULTThe resulting CSP pro
esses test at runtime whether the feature's transi-tion or the original transition should be available, depending on whether thepro
ess represented a featured telephone (member(x,CFBSubs)=true), or anunfeatured one. The translation presented here 
annot provide this, sin
ethe 
ode of the old transition is not available in the se
ond stage of the inte-gration pro
ess I des
ribed above. The only 
orre
t solution to this probleminvolves dupli
ating the basi
 
all de�nitions in the base system, so thatthere is one for ea
h subs
riber. Then we 
an integrate the ea
h feature intoexa
tly those 
all pro
esses whi
h we want to endow with the feature, andretaining a 
opy of the original transition is not ne
essary.4.7.3 Feature integrationThe feature integrator was written in Python. It 
ombines a feature de�nition(written in CSPFCM ) and a base system in CSPM and produ
es a new CSPM�le de�ning the featured system. Features may be parametrised and thefeature integrator allows to set values for the parameters at integrate timeoverriding any default values given in the feature de�nition are used.The prototype I wrote for the 
ontest relies quite heavily on synta
ti

onventions in our POTS model, e.g. += de�nitions only work for BCM statesand the number of parameters is �xed. On the other hand this enabled usto substitute sensible defaults for the `don't 
are' pla
e holder (_).After integrating a feature, the resulting CSPM �le 
an be used as the base�le for further feature integrations or, of 
ourse, be analysed using ProBEand Fdr2. Figure 4.5 shows the two basi
 
all states `idle' and `o busy?'after integration of the feature TCS.4.7.4 Dete
ting intera
tionsTo dete
t feature intera
tions in the CSPM model, I applied several te
h-niques.First I used Fdr2 to 
he
k the featured systems for deadlo
k. Obviouslythe telephone system should never deadlo
k { it must always be possible forevery line to get ba
k to the initial state. However, sin
e I was working ona system with four phones, I 
ould not dete
t lo
al deadlo
ks, i.e. situationsin whi
h one or more phones had no more enabled transitions but where131



4.7. Modelling POTS in CSPBCM(idle, x, _, p) =offhook!x -> bill.b_offhook!x!x!time ->BCM(o_offhook,x,x,none)[℄ (if member(x,TCSSubs)then i.m_alert?y:Lx({x})!x?q -> TCS1(x,y,q)else i.m_alert?y:Lx({x})!x?p -> BCM(t_busys,x,y,p))[℄ i?m:NoAlert(x) -> BC(x)BCM(o_busyp, x, y, p) =i.m_free!y!x!none -> ring_tone!x -> BCM(o_wait_answer,x,y,none)[℄ i.m_busy!y!x!none -> busy_tone!x -> BCM(o_wait_onhook,x,y,none)[℄ o.m_stop_alert!x!y!none -> onhook!x ->bill.b_onhook!x!x!time -> BC(x)[℄ i.m_alert?z:Lx({x})!x?p -> o.m_busy!x!z.none ->BCM(o_busyp, x, y, none)[℄ i.m_inform.y.x.s
reened -> TCS2(x,y)Figure 4.5: States `idle' and `o busy?' after integrating TCSthere was at least one whi
h 
ould still move { even if that only meant goingo�hook and onhook repeatedly. If Fdr2 allowed the user to impose fairness
onstraints, su
h situations 
ould be dete
ted.Se
ondly, I explored the behaviour of the system using ProBE, to testif the featured system 
ould behave in the intended way. ProBE allows theuser at every step to 
hoose one of the enabled events and thus to simu-late a run of the system. Hen
e it 
annot be used to verify the absen
e ofundesirable behaviour.This is where Fdr2 
omes in again. While the previous two te
hniquesare mainly for debugging, Fdr2 
an explore all possible exe
utions of asystem. The 
entral method used for this is re�nement 
he
king in one ofthree models.14 However, sin
e features both add and remove behaviours,re�nement is not su
h a useful notion.Instead I 
oded desirable or undesirable patterns of behaviour as observerpro
esses and 
omposed them with the system in question, syn
hronising onthe events that were relevant for the behaviour I wanted to test for. Theobserver pro
esses were designed in su
h a way that the presen
e of thebehaviours they represented lead to a deadlo
k in the 
omposite system.This allowed for exhaustive 
he
king of properties.14Tra
es, failures and failures-divergen
e model.132



4.8. Feature intera
tions4.7.5 LimitationsThe expressive power of observer pro
esses in CSP is rather weak. Unlike`never 
laims' in Spin/Promela, whi
h uses B�u
hi automata to deal with in-�nite behaviours (e.g. liveness properties, in general re
ognition of !-regulartra
es), observer pro
esses in CSP 
an only be used to dete
t the presen
eof �nite tra
es.As with Spin, some observer pro
esses led to a huge blow-up in the statespa
e, whi
h made it impossible to verify the properties.15Another drawba
k of using observer pro
esses is that they need to be
oded by hand whi
h is a rather error-prone pro
edure. Contrast this withexpressing a property in temporal logi
, with subsequent automati
 transla-tion to the 
orresponding B�u
hi automaton.This list of drawba
ks, together with the su

ess I had with stati
 anal-ysis, might give the impression that the model-
he
king approa
h is deeply
awed. However, I would like to point out, that the fa
t that a simple stati
analysis dete
ted su
h a large proportion of the feature intera
tions hingedon the spe
i�
 model the 
ontest de�ned. Also, the expressiveness of model-
he
king languages varies greatly, with regards to both the des
ription ofmodels and the properties that 
an be 
he
ked. Indeed, I would argue thatmodel 
he
king is still an invaluable tool in proving the absen
e of unwantedbehaviour, and in �nding deep errors.4.8 Feature intera
tionsA full list of the (two-way) intera
tions I dete
ted among the twelve featuresof the 
ontest, with explanations 
an be found in [65℄. Table 4.8 may givean impression of the sheer number of intera
tions that we found. I onlyelaborate on a small sele
tion here.� TCS & GR: Both features are triggered by an in
oming alert messagein the idle state (type 1 intera
tion). Therefore they 
annot both bea
tive on the same line.� TCS & CW: When the a subs
riber of Call Waiting is in a 
all,further in
oming 
alls (i alert message) are not s
reened, sin
e TCS istriggered only in the idle state; this is a type 2 intera
tion.� TCS & TWC: A typi
al type 3 intera
tion o

urs be
ause Terminat-ing Call S
reening introdu
es a new message (i inform). All lines in15. . . at least with the 
omputing resour
es available to us.133



4.8.Feature
intera
tions

Table 4.1: Feature Intera
tions Phase 1CFB CNDB CW RBWF RC SB TCS TL TWC VM CT GRCFB �� { { { { { { { { { { {CNDB �� { { { { { { { { { {CW �� � � { { { { { { { { {RBWF ����� �� ��� � { { { { { { { {RC �� �� { { { { { { {SB �� �� � { { { { { {TCS � � � ��� { { { { {TL � �� � { { { {TWC ��� � ��� ���� � � � � { { {VM � �� �� � � � �� � { {CT ���� � ��� ���� � � �� �� ��� �� �� {GR �� � ��� ��� � � �� �� �� �� �Ea
h � in the table stands for a distin
t intera
tion.We did not distinguish feature 
ombinations by the order of feature integration, hen
e thetop right half of the table is not used.
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4.9. Con
lusionsthe network are upgraded so that they 
an deal with this new message,but only in BC states. So if someone uses Three Way Calling to 
all aCall S
reening subs
riber, an `i inform' message from that line to the(TWC) 
aller 
annot be pro
essed by the TWC feature.� RBWF & RC: Ring Ba
k When Free initiates the ring-ba
k withouta dial message, therefore Reverse Charging will not be triggered. Thisis a type 4 intera
tion, however, if the Ring Ba
k feature were rede�nedto use the dial message, we would still get an intera
tion, namely oftype 2, be
ause the dial message would not be issued from a basi
 
allstate, and 
onsequently, RC would not be triggered.4.9 Con
lusionsIn this 
hapter I have developed the syntax and semanti
s for a feature
onstru
t for CSP, whi
h allows the user to de�ne alterations to the waypro
esses 
ommuni
ate with ea
h other. It also enables the user to 
hangethe way pro
esses are 
omposed together, in
luding the addition of new 
om-ponents, by means of overriding previous de�nitions.This feature 
onstru
t satis�es the 
riteria for feature 
onstru
ts that Ilisted in 
hapter 1, in that it makes features self-
ontained, easy to spe
ifyand easy to add and remove from a system and easy to revise. Others mayjudge if it also makes features easy to understand. For this feature 
onstru
tI have given operational semanti
s to �t in with the operational semanti
sfor CSP de�ned by Ros
oe [67℄ and S
attergood[68℄.Sadly there was no time to 
ondu
t a full 
ase study with this feature
onstru
t, as the parti
ipation in the Feature Intera
tion Contest took pre
e-den
e. For this 
ontest I devised a di�erent, somewhat simpler feature 
on-stru
t, whi
h was well adapted to the way that the features of the 
ontestwere spe
i�ed. However, I have shown that this spe
ialised feature 
onstru
t
an be emulated using the general one, without sa
ri�
ing too mu
h expres-siveness.The Feature Intera
tion Contest involved modelling a telephone systemwith a detailed messaging proto
ol and de�ning twelve features of varying
omplexity, whi
h were then tested for pairwise and three-way intera
tions.The veri�
ation task was made diÆ
ult by the la
k of a 
lear des
ription ofwhat was 
onsidered in
orre
t or undesirable behaviour on the one hand, by
ertain short
omings of the model 
he
ker Fdr2 on the other. The former isprobably quite realisti
, be
ause at spe
i�
ation time, the requirements areoften not �xed, and only in the pro
ess of \playing with the system" does one135



4.9. Con
lusionsdis
over 
ontradi
tory requirements, or additional assumptions that need tohold.In my work on the Feature Intera
tion Contest I found a good te
hniquedete
ting potential feature intera
tions without having to spe
ify the featuresin CSPFCM and integrating them. The su

ess of this synta
ti
 method mayseem to 
ast doubt on the value of model 
he
king for the dete
tion of featureintera
tions, but I would not have rea
hed an `implementation' of POTS andthe features without the aid of model 
he
king. If ProBE and Fdr2 hadbeen nothing more than debugging aids in the development of my system,they would have been invaluable in getting the system right, and moreoverin gaining a good understanding of it.Furthermore, I believe that the synta
ti
 method 
aptures mainly the`obvious' intera
tions. On
e these are out of the way, one needs a methodto �nd those intera
tions that 
an result, e.g. from di�erent interpretationsof the same data in di�erent features, or from the variables not being resetafter a 
all. These intera
tions may result in strange behaviour or simply inthe violation of invariants, but this will only be
ome visible in runs of thesystem.My experien
es with Fdr2 as a model 
he
ker were mixed. While Fdr2was very eÆ
ient in proving the absen
e or presen
e of deadlo
ks in thetelephone system, no matter whether one, two or three features had beenadded, it la
ks an expressive property language, su
h as LTL or CTL. Tryingto make up for this loss by 
oding observer pro
esses did not always yieldsatisfa
tory results: often the veri�
ation task then took Fdr2 to its limits(or rather to the limits of the hardware available). Perhaps a future versionof Fdr2 will o�er LTL model 
he
king like Spin does.
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Chapter 5Con
lusions
5.1 Spe
ify features with feature 
onstru
tsIn the last three 
hapters we have seen feature 
onstru
ts for three quitedi�erent spe
i�
ation languages. The basi
 idea was the same, though: too�er a way of spe
ifying features as separate entities, with as little referen
eto the details of the base system spe
i�
ation as possible. One has to devisea feature 
onstru
t for ea
h language, to �t both synta
ti
ally and semanti-
ally. In fa
t, as we have seen for CSP, there may even be di�erent feature
onstru
ts for di�erent purposes1. If the 
lass of base systems is synta
ti
ally
onstrained, as was the 
ase for the POTS model for the Feature Intera
tionContest, it makes sense to use a spe
ialised feature 
onstru
t be
ause it� 
an be more 
on
ise,� 
an be more expressive sin
e one 
an exploit additional knowledgeabout the system with and without features,� makes it easier to implement a feature integrator.On the other hand, in some 
ases a spe
ialised feature 
onstru
t will limit therange of features that 
an be spe
i�ed. However, this may very well 
oin
idewith the restri
tions on the 
lass of systems investigated. For example, themodel of the telephone system for the Feature Intera
tion Contest stipulateda stru
ture whi
h made it very diÆ
ult to implement (on the model level)
ertain features.1Note that aspe
t-oriented programming likewise may use di�erent aspe
t languagesfor di�erent `aspe
ts' or 
on
erns [50℄. 137



5.2. The usefulness of feature 
onstru
ts5.2 The usefulness of feature 
onstru
tsFeature 
onstru
ts have proved to be helpful for spe
ifying features, forunderstanding feature fun
tionality, and for revising features. No matterwhether we are talking about spe
i�
ations or a
tual 
ode, without a feature
onstru
t, adding a feature to a system means altering various parts of thesystem. This makes it inherently diÆ
ult to understand what a feature does,and even harder to 
hange a feature's fun
tionality. And for mu
h the samereason, spe
ifying a feature be
omes easier: the spe
i�er writes a more orless self-
ontained spe
i�
ation, and a feature integrator performs the appro-priate alterations of the base system. Sin
e a feature 
onstru
t separates thebasi
 fun
tionality from optional add-ons, i.e. features, it makes it easy totailor di�erent versions of a system for di�erent purposes.Not only in this sense do feature 
onstru
ts address the feature intera
-tion problem, espe
ially when taken at spe
i�
ation level. By giving 
learsemanti
s to features, a feature 
onstru
t also fa
ilitates reasoning about
ombinations of features, in some 
ases theoreti
al results about feature se-manti
s may even eliminate the need to test for 
ertain intera
tions (
f.Theorem 2.5.25).Currently feature-oriented spe
i�
ation su�ers from a la
k of tool sup-port. Various groups are working on tools and methods, but the widely usedspe
i�
ation languages and validation and veri�
ation methods have so farnot been extended to allow for a feature-oriented approa
h.5.3 Bene�ts and limits of model 
he
kingModel 
he
king has seen a boom in re
ent years. This is espe
ially true forhardware design, but it has also entered software design beyond proto
oldesign (
f. [39℄). For example, the SDL2 tool SDT (now superseded theTelelogi
 Tau(TM) tool set) in
ludes a model 
he
ker for SDL spe
i�
ations.The prin
ipal reason for the su

ess of model 
he
king is that it is \pushbutton te
hnology": it o�ers proof of 
orre
tness (w.r.t. spe
i�ed propertiesor in terms of re�nement) without the need to prove theorems, whi
h wouldrequire user intera
tion and a �rm grounding in mathemati
s. Furthermore,the 
onvenien
e of model 
he
king lets us go through the 
y
le of spe
ifying,testing and revising a lot qui
ker than methods involving theorem proving.However, the state spa
e explosion problem means that model 
he
kingdoes not s
ale up to real life systems, parti
ularly in software engineering.2Spe
i�
ation and Des
ription Language138



5.3. Bene�ts and limits of model 
he
kingOne 
an generally expe
t to verify only parts of the system under investiga-tion, or an abstra
tion.Even so, being able to experiment with a spe
i�
ation or program byasking whether it has 
ertain properties or 
an perform 
ertain behavioursis an invaluable help in understanding the system. This goes beyond whatsimulation 
an o�er: in simulation the developer 
an try only a small numberof behaviours, maybe enough to see that in the right 
ir
umstan
es the sys-tem behaves as expe
ted. Model 
he
king explores all possible behaviours,in
luding ones that no-one anti
ipates.Here lies another great advantage of model 
he
king: when the model
he
ker �nds a violation of a property, it usually illustrates it with an exam-ple tra
e, helping the spe
i�er to pinpoint the 
ause of the problem. Further-more, model 
he
king 
an un
over \deep" problems, whi
h are hard to �ndusing traditional analysis te
hniques (stati
 analysis, simulation, abstra
tinterpretation).There will always be a tradeo� between the 
oarseness and the 
omplexityof the analysis: model 
he
king is highly 
omplex and poses enormous de-mands in terms of time and memory required, while e.g. simulation requiresonly little time and memory, but is far less likely to �nd all errors.Improvements in the eÆ
ien
y of model 
he
king seem rather small inthe light of the state explosion problem. New representations and algorithmsonly yield 
onstant fa
tors in terms of time and memory requirements, andthe in
rease in 
omputing power 
annot 
ompensate for the state explosionbe
ause the 
omplexity of systems we would like to analyse grows at a similarrate. However, advan
es in the use of abstra
tion te
hniques and 
omposi-tional methods 
an in
rease the size of systems amenable to model 
he
king,as is demonstrated, for example, by Caden
e SMV3.Another area in whi
h model 
he
king has short
omings is the expres-siveness of the spe
i�
ation languages and the logi
s used. Current model
he
king languages are very far removed from programming languages, notonly in the fa
t that they are designed to des
ribe only �nite state systems,but also in the ri
hness of the language. To my knowledge, 
urrently nomodel 
he
ker o�ers dynami
 data stru
tures or multiple models of 
ommu-ni
ation, with the ex
eption of Fdr2 and the SDT Validator. And even thesetools do not 
ope very well with su
h data stru
tures. While it is possible inmost languages to simulate these, this greatly in
reases the 
omplexity of thesystem to be analysed. The other side of the 
oin is the property languageor logi
 used. Espe
ially in the 
ase of the telephone network, many prop-3Caden
e SMV and related publi
ations are available from http://www-
ad.ee
s.berkeley.edu/~kenm
mil/ 139



5.4. Dire
tions for further resear
herties require very involved formulas to des
ribe approximately the desiredbehaviour. By re�ning the logi
s, it would be possible to give more pre
isedes
riptions of properties using simpler formulas. One would like to be ableto express properties in terms of 
apabilities and strategies. For example, inATL (Alternating-Time temporal Logi
), one 
an formulate properties like:\The telephone swit
h 
an ensure that a 
ertain user 
annot be 
alled."5.4 Dire
tions for further resear
hFor obvious reasons, this thesis 
ould not 
over everything relating to thespe
i�
ation of features. A lot of theoreti
al work remains to be done, letalone implementation of tools whi
h exploit these results.I did not implement feature integrators for the Promela feature 
on-stru
t or the general CSP feature 
onstru
t. The former be
ause of problemswith the restri
tions of Promela's grammar, whi
h make it all but impossi-ble to automati
ally integrate a feature so that a se
ond integration will stillbe possible. The CSP feature integrator 
ould not be realized be
ause theFeature Intera
tion Contest took pre
eden
e, whi
h meant that we neededa working solution rather qui
kly. Furthermore, the 
ontest model in
ludingthe features was far easier to implement with a spe
ialised feature 
onstru
tand integrator.Mark Ryan and I have de�ned the semanti
s of our SMV feature 
onstru
tand we have been able to show some results as to when features for SMVprograms do not intera
t. With the semanti
s of the CSP (se
tion 4.4.2) Ihave laid a basis for similar work for the CSP feature 
onstru
t. However, Idid not have time to prove any theorems.On a more abstra
t level, too, some more questions have arisen that mystudies 
ould not 
over. One dire
tion to make model 
he
king of featuredsystems more tra
table would be to investigate \feature-led" abstra
tions,i.e. simpli�
ations of a 
omplex featured system whi
h leave the 
hangesthat the features introdu
e exposed, while \abstra
ting away" as mu
h ofthe system as possible.In a similar vein, proof by indu
tion and related te
hniques 
ould helpto redu
e the size of systems: if it 
an be shown that there is a minimalsystem whi
h displays all possible feature intera
tions (up to permutationor dupli
ation), one would not need to 
he
k any larger systems. By wayof illustration, in the telephone system all subs
ribers using the same set offeatures (with the same parameters) are equivalent. Hen
e, if we 
an showthat a 
on�guration of, say, three subs
ribers leads to an intera
tion, thatintera
tion will o

ur for any 
on�guration 
ontaining equivalent subs
ribers.140



5.4. Dire
tions for further resear
hThe most diÆ
ult part of su
h a method will be to establish a minimum seta priori.In [17℄ Cassez et al. prove non-intera
tion results for 
ertain 
lasses offeatures, using alternating-time temporal logi
 (ATL) to spe
ify desirableproperties of a system. ATL allows the spe
i�er to talk about 
apabilitiesof di�erent parts of the system, e.g. di�erent users, the swit
h, or a feature.This gives the opportunity for a mu
h more detailed des
ription (in the logi
)of the properties one is interested in. Hen
e, with ATL as the propertylanguage, one 
an prove stronger or at least more relevant non-intera
tionresults.
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Appendix AList of abbreviationsACB Automati
 Call Ba
k { this feature re
ords the num-ber of the last 
aller to the subs
riber's phone, whi
hthe subs
riber 
an 
hoose to ring dire
tly, withoutdialling the numberATL Alternating-Time temporal Logi
 [2℄BT British Tele
omCCS Robin Milner's pro
ess Cal
ulus of Communi
atingSystems [57℄CFB Call Forward on Busy { divert 
alls when the line isbusyCFNR Call Forward on No Reply { all 
alls to the sub-s
riber's phone whi
h are not answered after a 
ertainamount of time, are diverted to another phone.CFU Call Forward Un
onditional { all 
alls to the sub-s
riber's phone are diverted to another phoneCNDB Calling Number Delivery Blo
king { do not displaythe 
allers number to the 
alleeCSP, CSPM C.A.R. Hoare's pro
ess 
al
ulus (Communi
ating Se-quential Pro
esses [38℄), ma
hine readable CSPCT Call Transfer { transfer an a
tive 
all to another tele-phoneCTL, CTL* Computation Tree Logi
CW Call Waiting { allow subs
riber to take a se
ond 
alland swit
h between �rst and se
ond 
all
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Fdr, Fdr2 a model 
he
ker for CSP (\FDR" stands for \Failures,Divergen
e, Re�nement")FSM Finite State Ma
hineGR Group Ringing { make three telephones ring for anin
oming 
all to one of them, stop the ringing whenone of them is answeredIN Intelligent Network (ITU Re
ommendations Q.1200series [43℄)ISDN Integrated Servi
es Digital NetworkISO International Organization for Standardization(http://www.iso.
h/)ITU International Tele
ommuni
ation Union (http://www.itu.int/)LOTOS Language Of Temporal Ordering Spe
i�
ation (ISO8807 [42℄)LTL Linear Time temporal Logi
LTS Labelled Transition SystemOCS Originating Call S
reening { this feature inhibits 
allsfrom the subs
riber's phone to any number from a set
hosen by the subs
riber. Any attempt to ring su
ha number will yield an announ
ement.POTS Plain Old Telephone SystemPromela \Proto
ol Modelling Language", the input languagefor SPINRBWF Ring Ba
k When Free { ring ba
k 
allers that got thebusy tone (also known as Automati
 Call Ba
k)RC Reverse Charging { 
allee pays for 
allSB Split Billing { 
allee pays part of the 
allSDL Spe
i�
ation and Des
ription Language (ITU Re
om-mendation Z.100 [43℄)SMV Symboli
 Model Veri�
ation system [55℄Spin (not an a
ronym) model 
he
king system for thelanguage Promela and LTL [39℄ (http://netlib.bell-labs.
om/netlib/spin/whatispin.html)
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TCS Terminating Call S
reening { blo
k 
alls from 
ertainphones to the subs
riber's phoneTL TeenLine { a PIN must be entered before 
alls 
an bemadeTWC Three-Way Calling { allow the subs
riber to initiatea se
ond 
all and let all three parties talk with ea
hother (also known as Conferen
e Call)VM Voi
e Mail { 
allers 
an leave a message if the phoneis not answered (also known as CallMinder)
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