DES Animation

Thank you for taking part in the evaluation of this DES animation.

Your feedback is important and we appreciate your contribution.

Please be as thorough as possible and give reasons whenever you can, and             feel free to add  comments.
URL for the DES animation: http://www.cs.bham.ac.uk/research/projects/lemsys/DES/
The font size can be increased on Firefox through: View/Zoom
URL for this evaluation file: http://www.cs.bham.ac.uk/~rza/DESEvaluation.doc

Please highlight your answer ( bold,  underline or other).

Please return the hard copy in the lectures or email the soft copy to: rza@cs.bham.ac.uk
How do you rate your knowledge of computer security?


1    2     3    4    5       (5=very high)
Do you consider encryption to be a complex topic?    1    2     3    4    5     (5=very complex)
What is the level of your knowledge of DES?        1    2     3    4    5     (5=very high)
What do you consider as the most difficult aspect of the DES algorithm?

key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other     

Do you think the animation is self-contained (i.e do you need to check other sources)?      

yes           no
How much information do you have to remember from one stage to the next?    

1    2     3    4    5       (5=a lot of information)
Is the sequence of stages/operations logically planned?



1    2     3    4    5       (5=very well planned)

Are the instructions for using the animation clear?       1    2     3    4    5    (5=very clear)
Do you think that the transition from one stage to the next is easy and intuitive?  

 1    2     3    4    5    (5=very easy/intuitive)
During the animation are you clearly aware at which stage you are?

yes              no

When going through the algorithm did you skip any operation/stage? 

key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other     
Do you consider that the user interface is appropriate for DES encryption?

         1    2     3    4    5   (5=very appropriate)

Is the information presented at each stage useful?       1    2     3    4    5  5=(very useful)
Are the text and diagrams well matched?         1    2     3    4    5   (5=very well matched)

Is the text in the boxes relevant?     1    2     3    4    5   (5=very relevant)
What do you think of the ‘look and feel’ of the animation?     

1    2     3    4    5    (5=very good)
Is the effect of each operation (e.g. table lookup) clear and immediate?     

1    2     3    4    5 (5=very clear)

Is the effect of each operation instructive?    1    2     3    4    5  (5=very instructive)
What aspects of the interactivity (interactive features) do you like?


key schedule            permutation tables            S-boxes                       other?

Do you feel you need more interactive features/control? 

yes [what type?]
 
no

Is the notation consistent/compatible with what you know/have learnt?      

     1    2     3    4    5   (5=very compatible)
Do you think that the animation is complete? 
yes        no
Does the animation correspond to the standard algorithm formulation (in lectures/books/papers)?       yes       no

Are there any features/parts you would like to see improved/added?

       key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other     
Do you think the animation serves its purpose in explaining DES?   

1    2     3    4    5     (5=very well)
Do you think that each stage is well defined?     1    2     3    4    5    (5=very well)
Are there any obscure parts that were clarified?

key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other     
What do you think of the animation compared to a text-based (book/paper) presentation?


better
 same        worse                complementary            no relevance

Do you consider that the ability to repeat the animation with different values is an important feature of the learning process?     

yes           no

Do you think that this animation illustrates well the concepts of confusion and diffusion?      yes           no
n/a

At what level was the presentation well explained?

bit level           block level             both

Are there any stages that require  more detail? 

      key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other   none  
How instructive do you consider the different levels of access to S-boxes?          

                1    2     3    4    5    (5=very instructive)

Do you think there is a need for more levels/stages in the description of DES?   yes   no
What do you think of the unfolding of the stages of the algorithm? [Any gaps?]


too slow          slow            fine               fast          too fast 

Where do you think there should be more mathematical formulae in the interface?

key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other      none     
How do you view this animation?

           as exercise            tutorial             lecture            tutorial/lecture        supplementary material

What additional information do you think is needed?

            more textual explanation              more maths              more animation       more stages  none

Would you use this animation as a refresher/for revision?     yes          no 

Do you think that this animation can be used: 


1.by itself                2. in conjunction with a text-based/paper version of DES

What do you think is the main advantage of this web-based animation?

1. access anywhere/anytime     2. ability to repeat the animation        3. ability to work at own pace

How do you rate this animation compared to similar animations?

1    2     3    4    5
(5=very high)


Do you think that the user interface has helped in the study/understanding of DES?   

1    2     3    4    5  (5=very helpful)
Which topic do you understand well?

key schedule            Feistel cipher
           Tables ( PC-1, PC-2, S-Box, IP-1)      other     
Do you think that animations are useful in teaching?      1    2     3    4    5  (5=very useful)
Do you consider DES as important? 

yes [why?]                         no [why?]                not sure

Do you think that animation is appropriate for a DES presentation?


yes [in what way?]

no

Do you feel that this animation has motivated you to study more encryption topics? 

            yes [what topics?]

no

Do you think this approach to DES presentation can be applied to other algorithms?


yes [can you give an example?]

no

What is your overall impression of the animation?

PAGE  
1

