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98Moving to Separation Logi
The 
entral 
hange from Hoare logi
 to separation logi
 is that,instead of the state of the 
omputation being simply a store,whi
h map variables into values, the state is now a pair 
onsist-ing of a store and a heap, whi
h maps addresses into values (orre
ord-like sequen
es of values).We will introdu
e new 
ommands for manipulating the heap,and new assertions for des
ribing it.Expressions however, will remain un
hanged. In parti
ular, theirmeaning will depend upon the store, but not the heap.Thus the syntax and semanti
s of expressions (hexpi) and booleanexpressions (hboolexpi) remain un
hanged.Moreover, sin
e separation logi
 introdu
es no new binders (ex-
ept for the iterated separating 
onjun
tion, whi
h will be intro-du
ed later), the de�nition of free variables, substitution (bothtotal and partial), and the substitution theorems (Propositions1, 4, 5) remain essentially the same.



99StatesWithout address arithmeti
 (old version):Values = Integers [Atoms [Addresseswhere Integers, Atoms, and Addresses are disjointnil 2 AtomsStoresV = V ! ValuesHeaps = SA�n�Addresses(A! Values+)StatesV = StoresV �Heapswhere V is a �nite set of variables.With address arithmeti
 (new version):Values = IntegersAtoms [Addresses � Integerswhere Atoms and Addresses are disjointnil 2 AtomsStoresV = V ! ValuesHeaps = SA�n�Addresses(A! Values)StatesV = StoresV �Heapswhere V is a �nite set of variables.(We assume that all but a �nite number of nonnegative integersare addresses.)



100Syntax of Additional Commandsh
ommi ::= � � �j hvari := 
ons(hexpi; : : : ; hexpi)j hvari := [hexpi℄j [hexpi℄ := hexpij dispose hexpiCompositional Large-Step Semanti
s of Commands[[
 2 h
ommi℄℄
omm � [V �n�FV(
) StatesV � (StatesV [ fabort;?g)is the relation su
h that� (s; h) [[
℄℄
omm (s0; h0) i�, starting in state (s; h), there is a�nite exe
ution of 
 that terminates in state (s0; h0).� (s; h) [[
℄℄
omm abort i�, starting in state (s; h), there is a�nite exe
ution of 
 that terminates with abort.� (s; h) [[
℄℄
omm? i�, starting in state (s; h), there is a non-terminating exe
ution of 
.Note that exe
ution preserves the domain of the store, i.e., if(s; h) [[
℄℄
omm (s0; h0), then dom s = dom s0.Note that we write [ f j x: y ℄ to denote the fun
tion su
h thatdom[ f j x: y ℄ = dom f [ fxg[ f j x: y ℄(x) = y and [ f j x: y ℄(x0) = f(x0) when x0 6= x.



101Inferen
e Rules for the Meanings of Commands� Assignment(s; h) [[v := e℄℄
omm ([ s j v: [[e℄℄exps ℄; h);when fvg [ FV(e) � dom s.� skip (s; h) [[skip℄℄
omm (s; h):� Sequen
ing(s; h) [[
0℄℄
omm (s0; h0) (s0; h0) [[
1℄℄
omm � 00(s; h) [[
0 ; 
1℄℄
omm � 00
(s; h) [[
0℄℄
omm abort(s; h) [[
0 ; 
1℄℄
omm abort (s; h) [[
0℄℄
omm?(s; h) [[
0 ; 
1℄℄
omm?:� Conditional[[b℄℄boolexps = true (s; h) [[
0℄℄
omm � 0(s; h) [[if b then 
0 else 
1℄℄
omm � 0[[b℄℄boolexps = false (s; h) [[
1℄℄
omm � 0(s; h) [[if b then 
0 else 
1℄℄
omm � 0;when FV(b) � dom s.



102while Commands� while8i 2 0 to n� 1 : [[b℄℄boolexpsi = true (si; hi) [[
℄℄
omm (si+1; hi+1)[[b℄℄boolexpsn = false(s0; h0) [[while b do 
℄℄
omm (sn; hn)8i 2 0 to n� 1 : [[b℄℄boolexpsi = true (si; hi) [[
℄℄
omm (si+1; hi+1)[[b℄℄boolexpsn = true (sn; hn) [[
℄℄
omm abort(s0; h0) [[while b do 
℄℄
omm abort8i 2 0 to n� 1 : [[b℄℄boolexpsi = true (si; hi) [[
℄℄
omm (si+1; hi+1)[[b℄℄boolexpsn = true (sn; hn) [[
℄℄
omm?(s0; h0) [[while b do 
℄℄
omm?8i 2 0 to1 : [[b℄℄boolexpsi = true (si; hi) [[
℄℄
omm (si+1; hi+1)(s0; h0) [[while b do 
℄℄
omm?;when FV(b) � dom s0.Noti
e that:� Ea
h of the �rst three rules has a variable number of pre-misses.� The last rule has an in�nite number of premisses.� The rules are 
ompositional (i.e., syntax-dire
ted).



103Variable De
larations� newvar (without initialization)([ s j v:n ℄; h) [[
℄℄
omm (s0; h0)(s; h) [[newvar v in 
℄℄
omm (s0e dom s; h0);when v =2 dom s,([ s j v:n ℄; h) [[
℄℄
omm (s0; h0)(s; h) [[newvar v in 
℄℄
omm ([ s0 j v: s v ℄; h0);when v 2 dom s,([ s j v:n ℄; h) [[
℄℄
omm abort(s; h) [[newvar v in 
℄℄
omm abort([ s j v:n ℄; h) [[
℄℄
omm?(s; h) [[newvar v in 
℄℄
omm?:



104Variable De
larations (
ontinued)� newvar (with initialization)([ s j v: [[e℄℄exps ℄; h) [[
℄℄
omm (s0; h0)(s; h) [[newvar v := e in 
℄℄
omm (s0e dom s; h0);when v =2 dom s and FV(e) � dom s,([ s j v: [[e℄℄exps ℄; h) [[
℄℄
omm (s0; h0)(s; h) [[newvar v := e in 
℄℄
omm ([ s0 j v: s v ℄; h0);when v 2 dom s and FV(e) � dom s.([ s j v: [[e℄℄exps ℄; h) [[
℄℄
omm abort(s; h) [[newvar v := e in 
℄℄
omm abort([ s j v: [[e℄℄exps ℄; h) [[
℄℄
omm?(s; h) [[newvar v := e in 
℄℄
omm?:



105Semanti
s of the New Commands� Allo
ation(s; h) [[v := 
ons(e0; : : : ; en�1)℄℄
omm([ s j v: ` ℄; [h j `: [[e0℄℄exps j : : : j `+ n� 1: [[en�1℄℄exps ℄);when `; : : : ; ` + n � 1 2 Addresses � domh and fvg [FV(e0; : : : ; en�1) � dom s.� Lookup (s; h) [[v := [e℄℄℄
omm ([ s j v:h([[e℄℄exps) ℄; h);when [[e℄℄exps 2 domh and fvg [ FV(e) � dom s,(s; h) [[v := [e℄℄℄
omm abort;when [[e℄℄exps =2 domh and fvg [ FV(e) � dom s.



106More New Commands� Mutation(s; h) [[[e℄ := e0℄℄
omm (s; [h j [[e℄℄exps: [[e0℄℄exps ℄);when [[e℄℄exps 2 domh and FV(e) [ FV(e0) � dom s,(s; h) [[[e℄ := e0℄℄
omm abort;when [[e℄℄exps =2 domh and FV(e) [ FV(e0) � dom s.� Disposal(s; h) [[dispose e℄℄
omm (s; he(domh� f[[e℄℄expsg));when [[e℄℄exps 2 domh and FV(e) � dom s,(s; h) [[dispose e℄℄
omm abort;when [[e℄℄exps =2 domh and FV(e) � dom s.



107TotalityProposition 6 Our semanti
s is total: If (s; h) 2 StatesV forsome V �n� FV(
), then there is at least one � 0 2 StatesV [fabort;?g su
h that (s; h) [[
℄℄
omm � 0.
Some De�nitionsWhen (s; h) [[
℄℄
omm abort is false, we say that 
 is safe at (s; h).When (s; h) [[
℄℄
omm abort and (s; h) [[
℄℄
omm? are both false, wesay that 
 must terminate normally at (s; h).By Proposition 6, if 
 must terminate normally at (s; h), thenthere is at least one state (s0; h0) su
h that (s; h) [[
℄℄
omm (s0; h0).



108Modi�ed VariablesWe extend the de�nition of MD(
) as follows:MD(v := e) = fvgMD(v := 
ons(e0; : : : ; en�1)) = fvgMD(v := [e℄) = fvgMD(skip) = fgMD([e℄ := e0) = fgMD(dispose e) = fgMD(
0 ; 
1) = MD(
0) [MD(
1)MD(if b then 
0 else 
1) = MD(
0) [MD(
1)MD(while b do 
) = MD(
)MD(newvar v in 
) = MD(
)� fvgMD(newvar v := e in 
) = MD(
)� fvgThen we still have the propertyProposition 7 Suppose v 2 dom(s) and v =2 MD(
). If(s; h) [[
℄℄
omm (s0; h0);then s0v = s v.



109Splitting the HeapWe de�ne h0 ? h1 i� domh0 \ domh1 = fg:We will regard a heap as the set of pairs 
alled its graph, so thatheaps 
an be 
ompared by the subset relation and 
omposed byset union and di�eren
e.When h0 ? h1, we will write h0 �h1 for h0[h1. (This is the 
asewhere h0 [ h1 is a fun
tion.)
Proposition 8 Suppose ĥ � h. Then� If (s; h) [[
℄℄
omm abort, then(s; h� ĥ) [[
℄℄
omm abort.� If (s; h) [[
℄℄
omm (s0; h0), then(s; h� ĥ) [[
℄℄
omm abortor ĥ � h0 and (s; h� ĥ) [[
℄℄
omm (s0; h0 � ĥ).� If (s; h) [[
℄℄
omm?, then(s; h� ĥ) [[
℄℄
omm abortor (s; h� ĥ) [[
℄℄
omm?.



110Proof of Proposition 8We use stru
tural indu
tion on the 
ommand 
, with a 
aseanalysis on the type of the 
ommand. We present two 
ases:(1) When 
 is [e℄ := e0. Suppose ĥ � h.� If (s; h) [[[e℄ := e0℄℄
omm abort, then [[e℄℄exps =2 domh. Then[[e℄℄exps =2 dom(h� ĥ), so that(s; h� ĥ) [[[e℄ := e0℄℄
omm abort:� If (s; h) [[[e℄ := e0℄℄
omm (s0; h0), then [[e℄℄exps 2 domh and(s; h) [[[e℄ := e0℄℄
omm (s; [h j [[e℄℄exps: [[e0℄℄exps ℄);so that s0 = s and h0 = [h j [[e℄℄exps: [[e0℄℄exps ℄.If [[e℄℄exps =2 dom(h� ĥ), then(s; h� ĥ) [[[e℄ := e0℄℄
omm abort;as before. But if [[e℄℄exps 2 dom(h� ĥ), then(s; h� ĥ) [[[e℄ := e0℄℄
omm (s; [h� ĥ j [[e℄℄exps: [[e0℄℄exps ℄);and h0 = [h j [[e℄℄exps: [[e0℄℄exps ℄ = [ (h�ĥ)�ĥ j [[e℄℄exps: [[e0℄℄exps ℄= [h� ĥ j [[e℄℄exps: [[e0℄℄exps ℄ � ĥ. Then ĥ � h0 and(s; h� ĥ) [[[e℄ := e0℄℄
omm (s; h0 � ĥ):� The 
ase (s; h) [[[e℄ := e0℄℄
omm? is impossible.



111Proof of Proposition 8 (
ontinued)(2) When 
 is while b do 
. Suppose ĥ � h and that(s; h)[[while b do 
℄℄
omm�: (2)Sin
e the �nal step in deriving the triple (2) must have been anappli
ation of one of the rules for the while 
ommand, theremust be a sequen
e of states (si; hi), for i 2 0 to n, su
h thats0 = s, h0 = h, and for i 2 0 to n� 1, [[b℄℄boolexpsi = true and(si; hi) [[
℄℄
omm (si+1; hi+1):(Be
ause of the fourth while rule, we must in
lude the possibil-ity that n is 1.)By the indu
tion hypothesis, the above triples satisfy the se
ondpart of Proposition 8:If ĥ � h and (s; h) [[
℄℄
omm (s0; h0), then(s; h� ĥ) [[
℄℄
omm abortor ĥ � h0 and (s; h� ĥ) [[
℄℄
omm (s0; h0 � ĥ).Sin
e the 
ondition ĥ � h here reprodu
es itself as ĥ � h0, we 
anrepeatedly apply the se
ond part of Proposition 8 to su

essivetriples, terminating if either abort appears or the sequen
e oftriples is exhausted. We �nd that there is a k 2 0 to n su
hthat, for i 2 0 to k � 1,(si; hi � ĥ) [[
℄℄
omm (si+1; hi+1 � ĥ)



112Proof of Proposition 8 (
ontinued)and either k is n (whi
h may be 1) or(sk; hk � ĥ) [[
℄℄
omm abort:In the latter 
ase, the se
ond rule for the while 
ommand gives(s; h� ĥ) [[while b do 
℄℄
omm abort:Otherwise, k = n, and our argument depends on whi
h whilerule was used as the last step in deriving the triple (2). If the�rst rule was used, then � = (sn; hn) and [[b℄℄boolexpsn = false.Then we 
an use the �rst rule to obtain(s; h� ĥ) [[while b do 
℄℄
omm (sn; hn � ĥ):If the se
ond while rule was used as the last step in deriving(2), then � = abort, [[b℄℄boolexpsn = true, and(sn; hn) [[
℄℄
omm abort;so by the indu
tion hypothesis,(sn; hn � ĥ) [[
℄℄
omm abort;and the se
ond rule gives(s; h� ĥ) [[while b do 
℄℄
omm abort:



113Proof of Proposition 8 (
ontinued)If the third while rule was used as the last step in deriving (2),then � = ?, [[b℄℄boolexpsn = true, and(sn; hn) [[
℄℄
omm?;so by the indu
tion hypothesis,(sn; hn � ĥ) [[
℄℄
omm abort or (sn; hn � ĥ) [[
℄℄
omm?;and the se
ond or third rule gives(s; h�ĥ) [[while b do 
℄℄
omm abort or (s; h�ĥ) [[while b do 
℄℄
omm?:If the fourth while rule was used as the last step in deriving (2),then � = ? and n =1. Then the fourth rule gives(s; h� ĥ) [[while b do 
℄℄
omm?:end of proof



114Putting It PositivelyProposition 8 is equivalent to the 
onjun
tion of the followingpropositions:Safety Monotoni
ityProposition 9 If ĥ � h and 
 is safe at (s; h� ĥ), then
 is safe at (s; h).If ĥ � h and 
 must terminate normally at (s; h� ĥ), then
 must terminate normally at (s; h).The Frame PropertyProposition 10 Ifĥ � h, 
 is safe at (s; h� ĥ), and (s; h) [[
℄℄
omm (s0; h0);then ĥ � h0 and (s; h� ĥ) [[
℄℄
omm (s0; h0 � ĥ):



115Syntax of Assertionshasserti ::= : : :j empj hexpi 7! hexpij hasserti � hassertij hasserti �� hasserti



116The Semanti
s of Assertions[[p 2 hasserti℄℄assert 2 (SV �n�FV(p) StatesV )! B:Instead of [[p℄℄assert(s; h) = true, however, we write s; h � p.
s; h � b i� [[b℄℄boolexps = true;s; h � : p i� s; h � p is false;s; h � p0 ^ p1 i� s; h � p0 and s; h � p1(and similarly for _, ), ,);s; h � 8v: p i� 8x 2 Z: [ s j v: x ℄; h � p;s; h � 9v: p i� 9x 2 Z: [ s j v: x ℄; h � p;s; h � emp i� domh = fg;s; h � e 7! e0 i� domh = f[[e℄℄expsg and h([[e℄℄exps) = [[e0℄℄exps;s; h � p0 � p1 i� 9h0; h1: h0 ? h1 and h0 � h1 = h ands; h0 � p0 and s; h1 � p1;s; h � p0 �� p1 i� 8h0: (h0 ? h and s; h0 � p0) impliess; h � h0 � p1:



117An Examples; h � x 7! 0 � y 7! 1 i� 9h0; h1: h0 ? h1 and h0 � h1 = hand s; h0 � x 7! 0and s; h1 � y 7! 1i� 9h0; h1: h0 ? h1 and h0 � h1 = hand domh0 = fs xg and h0(s x) = 0and domh1 = fs yg and h1(s y) = 1i� s x 6= s yand domh = fs x; s ygand h(s x) = 0 and h(s y) = 1i� s x 6= s y and h = [ s x: 0 j s y: 1 ℄:



118Some Abbreviations
e 7! � def= 9x0: e 7! x0 where x0 not free in ee ,! e0 def= e 7! e0 � truee 7! e0; : : : ; en�1 def= e 7! e0 � � � � � e+ n� 1 7! en�1e ,! e0; : : : ; en�1 def= e ,! e0 � � � � � e+ n� 1 ,! en�1i� e 7! e0; : : : ; en�1 � true:Exampless; h � x 7! y i� domh = fs xg and h(s x) = s ys; h � x 7! � i� domh = fs xgs; h � x ,! y i� s x 2 domh and h(s x) = s ys; h � x ,! � i� s x 2 domhs; h � x 7! y; z i� h = [ s x: s y j s x+ 1: s z ℄s; h � x 7! �;� i� domh = fs x; s x+ 1gs; h � x ,! y; z i� h � [ s x: s y j s x+ 1: s z ℄s; h � x ,! �:� i� domh � fs x; s x+ 1g:



119Examples of �Suppose s x and s y are distin
t addresses, so thath1 = fhs x; 1ig and h2 = fhs y; 2igare heaps with disjoint domains. ThenIf p is: then s; h � p i�:x 7! 1 h = h1y 7! 2 h = h2x 7! 1 � y 7! 2 h = h1 � h2x 7! 1 � x 7! 1 falsex 7! 1 _ y 7! 2 h = h1 or h = h2x 7! 1 � (x 7! 1 _ y 7! 2) h = h1 � h2(x 7! 1 _ y 7! 2) � (x 7! 1 _ y 7! 2) h = h1 � h2x 7! 1 � y 7! 2 � (x 7! 1 _ y 7! 2) falsex 7! 1 � true h1 � hx 7! 1 � : x 7! 1 h1 � h:



120Rules and Axiom S
hemata for � and ��p1 � p2 , p2 � p1(p1 � p2) � p3 , p1 � (p2 � p3)p � emp, p(p1 _ p2) � q , (p1 � q) _ (p2 � q)(p1 ^ p2) � q ) (p1 � q) ^ (p2 � q)(9x: p1) � p2 , 9x: (p1 � p2) when x not free in p2(8x: p1) � p2 ) 8x: (p1 � p2) when x not free in p2p1 ) p2 q1 ) q2p1 � q1 ) p2 � q2 (monotoni
ity)p1 � p2 ) p3p1 ) (p2 �� p3) (
urrying) p1 ) (p2 �� p3)p1 � p2 ) p3: (de
urrying)
Axiom S
hemata for 7!e1 7! e01 ^ e2 7! e02 , e1 7! e01 ^ e1 = e2 ^ e01 = e02e1 7! e01 � e2 7! e02 � true) e1 6= e2emp, 8x: :(x ,! �)(e ,! e0) ^ p ) (e 7! e0) � ((e 7! e0) �� p):



121A Proof of SoundnessTo show that the axiom(e ,! e0) ^ p) (e 7! e0) � ((e 7! e0) �� p)is sound, suppose s; h � (e ,! e0) ^ p. Then:� s; h � (e 7! e0) � true and s; h � p.� There are heaps h0 and h1 su
h that h0 ? h1, h0 � h1 = h,and s; h0 � e 7! e0.� Thus h0 = [ [[e℄℄s: [[e0℄℄s ℄.� To see that s; h1 � (e 7! e0) �� p, let h0 be any heap su
hthat h0 ? h1 and s; h0 � e 7! e0. Then h0 = [ [[e℄℄s: [[e0℄℄s ℄ =h0, so that h0 � h1 = h0 � h1 = h, and thus s; h0 � h1 � p.� Then s; h0 � h1 � (e 7! e0) � ((e 7! e0) �� p), so thats; h � (e 7! e0) � ((e 7! e0) �� p).



122Pure Assertions� An assertion is pure i�, for any store, it is independent ofthe heap.� Synta
ti
ally, an assertion is pure if it does not 
ontainemp, 7!, or ,!.
Axiom S
hemata for Purityp1 ^ p2 ) p1 � p2 when p1 or p2 is purep1 � p2 ) p1 ^ p2 when p1 and p2 are pure(p ^ q) � r , (p � r) ^ q when q is pure(p1 �� p2)) (p1 ) p2) when p1 is pure(p1 ) p2)) (p1 �� p2) when p1 and p2 are pure:
Two Unsound Axiom S
hematap 6) p � p (Contra
tion)e.g. p : x 7! 1p � q 6) p (Weakening)e.g. p : x 7! 1q : y 7! 2



123Some Derived Inferen
e Rulesq � (q �� p)) p1. q � (q �� p)) (q �� p) � q (p1 � p2 ) p2 � p1)2. (q �� p)) (q �� p) (p) p)3. (q �� p) � q) p (de
urrying, 2)4. q � (q �� p)) p (trans impl, 1, 3)where transitive impli
ation is the inferen
e rulep) q q) rp) r:
r) (q �� (q � r))1. (r � q)) (q � r) (p1 � p2 ) p2 � p1)2. r) (q �� (q � r)) (
urrying, 1)



124More Derived Inferen
e Rules(p � r)) (p � (q �� (q � r)))1. p) p (p) p)2. r) (q �� (q � r)) (derived above)3. (p � r)) (p � (q �� (q � r))) (monotoni
ity, 1, 2)
p1 ) (q �� r) p2 ) (r �� s)p2 � p1 ) (q �� s)1. p2 ) p2 (p) p)2. p1 ) (q �� r) (assumption)3. p1 � q) r (de
urrying, 2)4. p2 � p1 � q) p2 � r (monotoni
ity, 1, 3)5. p2 ) (r �� s) (assumption)6. p2 � r) s (de
urrying, 5)7. p2 � p1 � q) s (trans impl, 4, 6)8. p2 � p1 ) (q �� s) (
urrying, 7)



125More Derived Inferen
e Rulesp0 ) p q ) q0(p �� q)) (p0 �� q0):1. (p �� q)) (p �� q) (p) p)2. p0) p (assumption)3. (p �� q) � p0) (p �� q) � p (monotoni
ity, 1, 2)4. (p �� q) � p) q (de
urrying, 1)5. (p �� q) � p0) q (trans impl, 3, 4)6. q) q0 (assumption)7. (p �� q) � p0) q0 (trans impl, 5, 6)8. (p �� q)) (p0 �� q0) (
urrying, 7)



126Spe
i�
ationsAs before, we have the syntax:hspe
i ::= fhassertig h
ommi fhassertig (partial 
orre
tness)j [ hasserti ℄ h
ommi [ hasserti ℄ (total 
orre
tness)Now however,� Spe
i�
ations are impli
itly quanti�ed over both storesand heaps | and over all exe
utions.� An exe
ution giving a memory fault falsi�es a spe
i�
a-tion.In parti
ular, let V = FV(p) [ FV(
) [ FV(q). ThenPartial 
orre
tness:fpg 
 fqg holds i� 8(s; h) 2 StatesV : s; h � p implies:(s; h) [[
℄℄
omm abortfi.e., 
 is safe at (s; h)gand (8(s0; h0) 2 StatesV : (s; h) [[
℄℄
omm (s0; h0) implies s0; h0 � q)Total 
orre
tness:[ p ℄ 
 [ q ℄ holds i� 8(s; h) 2 StatesV : s; h � p implies:(s; h) [[
℄℄
omm abort and :(s; h) [[
℄℄
omm?fi.e., 
 must terminate normally at (s; h)gand (8(s0; h0) 2 StatesV : (s; h) [[
℄℄
omm (s0; h0) implies s0; h0 � q)



127Examples of Spe
i�
ationsfempg x := 
ons(1; 2) fx 7! 1; 2gfx 7! 1; 2g y := [x℄ fx 7! 1; 2 ^ y = 1gfx 7! 1; 2 ^ y = 1g [x+ 1℄ := 3 fx 7! 1; 3 ^ y = 1gfx 7! 1; 3 ^ y = 1g dispose x fx+ 1 7! 3 ^ y = 1g;and similarly [ emp ℄ x := 
ons(1; 2) [ x 7! 1; 2 ℄[ x 7! 1; 2 ℄ y := [x℄ [ x 7! 1; 2 ^ y = 1 ℄[ x 7! 1; 2 ^ y = 1 ℄ [x+ 1℄ := 3 [ x 7! 1; 3 ^ y = 1 ℄[ x 7! 1; 3 ^ y = 1 ℄ dispose x [ x+ 1 7! 3 ^ y = 1 ℄:The Rules of Hoare Logi
All of the inferen
e rules we have given for Hoare logi
 (in
lud-ing those for partial and total 
orre
tness, annotated spe
i�
a-tions, weakest pre
onditions, and weakest liberal pre
onditions),ex
ept the rule of 
onstan
y (CONST), remain sound for sepa-ration logi
.



128The Unsound Rule of Constan
yfpg 
 fqgfp ^ rg 
 fq ^ rg;when no variable o

urs in both FV(r) and MD(
).Counterexamplesfx = y ^ x 7! 3g [x℄ := 4 fx = y ^ x 7! 4gfx = y ^ x 7! 3 ^ y 7! 3g [x℄ := 4 fx = y ^ x 7! 4 ^ y 7! 3gfx 7! 3g [x℄ := 4 fx 7! 4gfx 7! 3 ^ x 7! 3g [x℄ := 4 fx 7! 4 ^ x 7! 3g:Addtional Inferen
e Rules for Separation Logi
The rule of 
onstan
y is repla
ed by a new stru
tural rule 
alledthe frame rule. There are also several rules spe
i�
 to ea
h ofthe new heap-manipulating 
ommands. All of these rules arethe same for partial and total 
orre
tness.



129The Frame Rule (FR) fpg 
 fqgfp � rg 
 fq � rg;when no variable o

urs in both FV(r) and MD(
).Proposition 11 The frame rule is sound.Proof� Assume fpg 
 fqg is valid, and s; h � p � r. Then there isan ĥ � h su
h that s; h� ĥ � p and s; ĥ � r.� From fpg 
 fqg, we know that 
 is safe at (s; h � ĥ) (andin the total-
orre
tness 
ase it must terminate normally).Then, by Proposition 9, we know that 
 is safe at (s; h)(and in the total-
orre
tness 
ase it must terminate nor-mally).� Suppose we have (s; h) [[
℄℄
omm (s0; h0). Sin
e 
 is safe at(s; h � ĥ), we know by Proposition 10 that ĥ � h0 and(s; h�ĥ) [[
℄℄
omm (s0; h0�ĥ). Then fpg 
 fqg and s; h�ĥ � pimply that s0; h0 � ĥ � q.� Sin
e (s; h) [[
℄℄
omm (s0; h0), Proposition 7 gives s v = s0v forall v that are not modi�ed by 
. Then, sin
e these in
ludethe free variables of r, s; ĥ � r implies that s0; ĥ � r. Thuss0; h0 � q � r. end of proof



130Inferen
e Rules for MutationThe lo
al form (MUL):fe 7! �g [e℄ := e0 fe 7! e0g:The global form (MUG):f(e 7! �) � rg [e℄ := e0 f(e 7! e0) � rg:The ba
kward-reasoning form (MUBR):f(e 7! �) � ((e 7! e0) �� p)g [e℄ := e0 fpg:One 
an derive (MUG) from (MUL) by using the frame rule;one 
an go in the opposite dire
tion by taking r to be emp.One 
an derive (MUBR) from (MUG) by taking r to be (e 7! e0) ��p and using the law q � (q �� p)) p:f(e 7! �) � ((e 7! e0) �� p)g[e℄ := e0f(e 7! e0) � ((e 7! e0) �� p)gfpg:One 
an go in the opposite dire
tion by taking p to be (e 7! e0) �r and using the law (p � r)) (p � (q �� (q � r))):f(e 7! �) � rgf(e 7!�) � ((e 7!e0) �� ((e 7!e0) � r))g[e℄ := e0f(e 7!e0) � rg:



131Inferen
e Rules for Deallo
ationThe lo
al form (DISL):fe 7! �g dispose e fempg:The global (and ba
kward-reasoning) form (DISG):f(e 7! �) � rg dispose e frg:One 
an derive (DISG) from (DISL) by using (FR); one 
an goin the opposite dire
tion by taking r to be emp.



132Inferen
e Rules for Noninterfering Allo
ationThe lo
al form (CONSNIL):fempg v := 
ons(e0; : : : ; en�1) fv 7! e0; : : : ; en�1g;where v =2 FV(e0; : : : ; en�1).The global form (CONSNIG):frg v := 
ons(e0; : : : ; en�1) f(v 7! e0; : : : ; en�1) � rg;where v =2 FV(e0; : : : ; en�1; r).One 
an derive (CONSNIG) from (CONSNIL) by using theframe rule (FR); one 
an go in the opposite dire
tion by tak-ing r to be emp.



133Inferen
e Rules for General Allo
ationThe lo
al form (CONSL):fv=v0 ^ empg v := 
ons(e0; : : : ; en�1) fv 7!e00; : : : ; e0n�1g:where v0 is distin
t from v, and e0i denotes ei=v ! v0.The global form (CONSG):frg v := 
ons(e0; : : : ; en�1) f9v0: (v 7! e00; : : : ; e0n�1) � r0g;where v0 is distin
t from v, v0 =2 FV(e0; : : : ; en�1; r), e0i denotesei=v ! v0, and r0 denotes r=v ! v0.The ba
kward-reasoning form (CONSBR):f8v00: (v00 7! e0; : : : ; en�1) �� p00g v := 
ons(e0; : : : ; en�1) fpg;where v00 is distin
t from v, v00 =2 FV(e0; : : : ; en�1; p), and p00denotes p=v ! v00.



134Inferen
e Rules for General Allo
ation (
ontinued)Let e abbreviate e0; : : : ; en�1, e0 abbreviate e00; : : : ; e0n�1, and sim-ilarly for e00. One 
an derive (CONSG) from (CONSL) by using(FR) and (EQ):fv = v0 ^ r0gfv = v0 ^ (emp � r0)gf(v = v0 ^ emp) � r0gv := 
ons(e)f(v 7! e0) � r0g;
frgf9v0: v = v0 ^ rgf9v0: v = v0 ^ r0gv := 
ons(e)f9v0: (v 7! e0) � r0g:To go in the other dire
tion:fv = v0 ^ empgv := 
ons(e)f9v00: (v 7! e00) � (v00 = v0 ^ emp)gf9v00: ((v 7! e00) � emp) ^ v00 = v0gf9v00: (v 7! e00) ^ v00 = v0gf9v00: (v 7! e0) ^ v00 = v0gfv 7! e0g:



135Inferen
e Rules for General Allo
ation (
ontinued)In order to derive (CONSBR) from (CONSG), we 
hoose v0 =2FV(e0; : : : ; en�1; p) to be distin
t from v and v00, take r to be8v00: (v00 7! e) �� p00, and use various laws about quanti�ers, aswell as q � (q �� p)) p:f8v00: (v00 7! e) �� p00gv := 
ons(e)f9v0: (v 7! e0) � (8v00: (v00 7! e0) �� p00)gf9v0: (v 7! e0) � ((v 7! e0) �� p)gf9v0: pgfpg:To go in the other dire
tion, we 
hoose v00 =2 FV(e0; : : : ; en�1; r)to be distin
t from v and v0, take p to be 9v0: (v 7! e0) � r0, anduse various laws about quanti�ers, as well as r) (q �� (q � r)):frgf8v00: rgf8v00: (v00 7! e) �� ((v00 7! e) � r)gf8v00: (v00 7! e) �� (((v00 7! e0) � r0)=v0 ! v)gf8v00: (v00 7! e) �� (9v0: (v00 7! e0) � r0)gv := 
ons(e)f9v0: (v 7! e0) � r0g:



136Inferen
e Rules for LookupThe lo
al form (LKL):fv = v0 ^ (e 7! v00)g v := [e℄ fv = v00 ^ (e0 7! v00)g;where v, v0, and v00 are distin
t, and e0 denotes e=v ! v0.The global form (LKG):f9v00: (e 7! v00) � (r=v0 ! v)g v := [e℄f9v0: (e0 7! v) � (r=v00 ! v)g;where v, v0, and v00 are distin
t, v0, v00 =2 FV(e), v =2 FV(r), ande0 denotes e=v ! v0.The ba
kward-reasoning form (LKBR):f9v00: (e ,! v00) ^ p00g v := [e℄ fpg;where v00 =2 FV(e) [ (FV(p)� fvg), and p00 denotes p=v ! v00.The global noninterfering form (LKNIG):f9v00: (e 7! v00) � p00g v := [e℄ f(e 7! v) � pg;where v =2 FV(e), v00 =2 FV(e) [ (FV(p) � fvg), and p00 denotesp=v ! v00. As a spe
ial 
ase,f9v: (e 7! v) � pg v := [e℄ f(e 7! v) � pg;where v =2 FV(e).



137Inferen
e Rules for Lookup (
ontinued)To derive (LKG) from (LKL), we use the frame rule (FR):f(v = v0 ^ (e 7! v00)) � (r=v0 ! v)gf(v = v0 ^ (e 7! v00)) � rgv := [e℄f(v = v00 ^ (e0 7! v00)) � rgf(v = v00 ^ (e0 7! v)) � (r=v00 ! v)g;and the rule for existential quanti�
ation (EQ):f9v00: (e 7! v00) � (r=v0 ! v)gf9v0; v00: (v = v0 ^ (e 7! v00)) � (r=v0 ! v)gv := [e℄f9v0; v00: (v = v00 ^ (e0 7! v)) � (r=v00 ! v)gf9v0: (e0 7! v) � (r=v00 ! v)g:To derive (LKBR) from (LKG), we take r to be (e0 7! v00) �� p00and use the axiom s
hemata (e ,! e0) ^ p) (e 7! e0) � ((e 7!e0) �� p) and q � (q �� p)) p. (In the �rst line, we 
an renamev00 to be any variable not in FV(e) [ (FV(p)� fvg).)f9v00: (e ,! v00) ^ p00gf9v00: (e 7! v00) � ((e 7! v00) �� p00)gv := [e℄f9v0: (e0 7! v) � ((e0 7! v) �� p)gf9v0: pgfpg:



138Inferen
e Rules for Lookup (
ontinued)To derive (LKL) from (LKBR), we take p to be v = v00 ^ (e0 7!v00), after renaming v00 to v̂:fv = v0 ^ (e 7! v00)gfv = v0 ^ (e ,! v00) ^ (e0 7! v00)gf(e ,! v00) ^ (e0 7! v00)gf9v̂: (e ,! v00) ^ v̂ = v00 ^ (e0 7! v00)gf9v̂: (e ,! v̂) ^ v̂ = v00 ^ (e0 7! v00)gv := [e℄fv = v00 ^ (e0 7! v00)g:To derive (LKNIG) from (LKG), suppose v and v00 are distin
tvariables, v =2 FV(e), and v00 =2 FV(e) [ FV(p). We take v0 to bea variable distin
t from v and v00 that does not o

ur free in eor p, and r to be p00 = p=v ! v00. Thenf9v00: (e 7! v00) � p00gf9v00: (e 7! v00) � (p00=v0 ! v)gv := [e℄f9v0: (e0 7! v) � (p00=v00 ! v)gf9v0: (e 7! v) � p)gf(e 7! v) � p)g:In the �rst line, we 
an rename v00 to be any variable not inFV(e) [ (FV(p)� fvg).



139Weakest Pre
onditions for the New CommandsFor ea
h of the new heap-manipulating 
ommands, the ba
kward-reasoning form gives both the weakest liberal pre
ondition and(sin
e these 
ommands always terminate) the weakest pre
ondi-tion.Mutation:wp([e℄ := e0; p) = (e 7! �) � ((e 7! e0) �� p):Allo
ation:wp(v := 
ons(e0; : : : ; en�1); p) = 8v00: (v00 7! e0; : : : ; en�1) �� p00;where v00 is distin
t from v, v00 =2 FV(e0; : : : ; en�1; p), and p00denotes p=v ! v00.Disposal: wp(dispose e; r) = (e 7! �) � r:Lookup: wp(v := [e℄; p) = 9v00: (e ,! v00) ^ p00;where v00 =2 FV(e) [ (FV(p)� fvg), and p00 denotes p=v ! v00.Similar rules hold for wlp.



140An Annotated Spe
i�
ation Revisitedfempgx := 
ons(a; a) ; (CONSNIL)fx 7! a; ag i.e., fx 7! a � x+ 1 7! agy := 
ons(b; b) ; (CONSNIG)f(x 7! a; a) � (y 7! b; b)gi.e., fx 7! a � x+ 1 7! a � y 7! b � y + 1 7! bg(p=v ! e)9v: p)f(x 7! a;�) � (y 7! b; b)gi.e., fx 7! a � (9a: x+ 1 7! a) � y 7! b � y + 1 7! bg[x+ 1℄ := y � x ; (MUG)f(x 7! a; y � x) � (y 7! b; b)gi.e., fx 7! a � x+ 1 7! y � x � y 7! b � y + 1 7! bg(p=v ! e)9v: p)f(x 7! a; y � x) � (y 7! b;�)gi.e., fx 7! a � x+ 1 7! y � x � y 7! b � (9b: y + 1 7! b)g[y + 1℄ := x� y ; (MUG)f(x 7! a; y � x) � (y 7! b; x� y)gi.e., fx 7! a � x+ 1 7! y � x � y 7! b � y + 1 7! x� yg(p=v ! e)9v: p)f9o: (x 7! a; o) � (x+ o 7! b; � o)gi.e., fx 7! a � x+ 1 7! o � x+ o 7! b � x+ o+ 1 7! �og


