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In an important paper in 1978 [26], Reynolds formulated a system of rules for “syntactic
control of interference” formalizing the extant conventions for good programming practice in
controlling variable aliasing as well as the conventions used in the programming logics formu-
lated by Hoare [11, 12]. The focus of the rules at that time was the use of procedures. However,
concurrency poses very much the same issues of controlling variable aliasing. Despite consider-
able further work on Reynolds’s system [15, 16, 17, 18, 21, 20, 25|, its use for concurrency has
not be explored in detail. See, however, the work of Ghica and his colleagues [8, 9] for some
applications to concurrency.

Hoare [13] and Brinch Hansen [4] have formulated conventions for controlling variable alias-
ing in concurrent programs. Owicki and Gries [23] formulated a programming logic formalizing
the reasoning principles enabled by these conventions. O’Hearn [19] extended the Owicki-Gries
system to deal with heap storage, formulating a Concurrent Separation Logic, which is currently
a subject of active study [6, 5, 10, 14, 24, 27]. In this paper, we bring to bear the principles of
syntactic control of interference on the issues of Concurrent Separation Logic

The main issue of our concern is how the variable usage is controlled across parallel pro-
cesses and the interplay between such control and the proof rules of the programming logic.
The original logic formulated by Owicki and Gries employed informal statements of the form
“variable not modified by any other process”. Such a statement is ambiguous (e.g., does it
include modification inside critical regions). It is also non-compositional. Checking if a proof is
correctly constructed involves examining the entire program. It is also problematic in defining
semantics of the programming logic and verifying its soundness.

Two previous attempts have been made to formalise the variable usage rules of Concurrent
Separation Logic. Brookes [6] formulated a compositional set of rules in his effort to prove the
soundness of the logic. However, the rules generalize the original Owicki-Gries rules in new
ways and their soundness is not obvious. The second attempt was that of Parkinson et al. [24],
where they treat variables as “resources” similar to heap locations whose access is controlled
via programming logic proof rules. The soundness of these rules is more immediate. However
the rules are clumsy to use in practice because normal conventions of variable usage are not
respected. For instance, a formula such as x = x is not universally true.

We provide a system of rules based on the principles of syntactic control of interference,
which provides a clear formalization of the Owicki-Gries rules whose soundness is obvious. It
also respects the traditional conventions of variable usage so that pitfalls in reasoning can be
avoided. In addition, we believe that it also throws a clear light on the semantic structure of
concurrent programs along with their reasoning principles.



1 Syntactic control framework

Our form of syntactic control is a modified version of Reynolds SCI, using the ideas of permis-
sions for read-only access [2, 3]. In the original syntactic control system, as formulated in [20],
term-formation rules are expressed using judgements of the form

Y| ¥+ M Comm

where the variable context of the term is split into two zones X and Y, called the active zone
and passive zone respectively. The variables in 3 are “actively used” in the term, i.e., they are
used for both reading and writing the state, whereas the variables in ¥/ are “passively used”,
i.e., they are used for only reading. There are rules in the system to temporarily regard an active
free variable as a passive free variable within localized contexts. However, a passive free variable
cannot be turned into an active one. (That would violate the promise to use it passively.) By
using a permission algebra instead of zones, we regain the ability to combine multiple passive
copies of a variable back into an active free variable. Thus, our system will be strictly more
powerful than the traditional syntactic control of interference.

We assume a permission algebra (P, @®, T), i.e., a partial commutative semigroup that is can-
cellative, has a distinguished element T denoting full permission and satisfies certain additional
axioms [2]. A convenient example of a permission algebra is that of fractional permissions:
the real interval (0,1] with @ being the partial operation of addition and T = 1. The idea
is that a full permission (1 in the fractional permission algebra) allows an “active” usage, i.e.,
both reading and writing, whereas a partial permission (represented by fractional values in the
fractional algebra) allows a read-only or “passive” usage.!

A wvariable context X is an unordered list of the form z',... 2b" where z1,...,x, are
variable symbols and p1, ..., p, are permissions, subject to the following condition:?
e if the same wvariable symbol x occurs in X multiple times with permissions p;,,..., D,

respectively then p;, @ --- @ p;, s defined.

We call a putative variable context well-defined when it satisfies this condition. If the variables
x1,...,T, are pairwise distinct, then we say that the variable context is in normal form. A
non-normal form variable context can be normalized by replacing the multiple copies of each
variable by a single copy and associating with it the permission p;, ® --- @ p;, as above. We
denote the normalized version of variable context ¥ by norm(%).

We assume that all the variable contexts appearing in legal inferences are well-defined, i.e.,
any inference that leads to an ill-defined variable context is illegal. (Formally, our system of
rules is a natural deduction system, where the variable contexts are used as assumptions of the
deductions. Even though we use the notation of sequents for presenting the deduction rules, it
is not a sequent calculus.)

The syntactic well-formedness of program phrases is expressed using a variety of judgements:

>Fxz Var Y+ FEExp YF P Assert X F C Comm

These say, respectively, that the displayed phrase is a well-formed variable, expression, assertion
or command in the variable context Y. All these forms of judgements have a bidirectional

!Even though the term “permission” has become conventional for the elements of this algebra, it is really best
to think of the elements as representing levels of ownership by program and logic phrases. “Half permission”
may not make much intuitive sense, but “half ownership” is a perfectly reasonable notion.

It is more conventional to require that all the variable symbols listed in a context are distinct. It would
be possible to formulate variants of our rules using such a convention. But we feel that our approach is more
intuitive.



structural rule:

¥, 2P 27+ S

¥, PP - S

This allows two copies of a variable x to be combined into a single copy or to split a single copy
into two, while keeping account of the permissions. The following rules will be admissible in
our proof systems:

Contraction

YES

Weakening —————

Y ES
YHFEExp X,z' +E Exp

Substp
Y+ E'[E/z] Exp
SFEExp X,z' P Assert
Subst 4

Y F P[E/x] Assert

(In this preliminary version of this document, we only mention the case of a variable with a
full permission being substituted. But, clearly, substitution also makes sense when the variable
has a partial permission. Treating the general case would require a multiplication operation on
permissions, i.e., we need to move to partial commutative semirings instead of semigroups.)

To use a variable symbol x as a variable phrase in a program (thereby allowing assignments
to it), one needs the full permission for the variable:

Y,z' Fx Var
On the other hand, to use a variable as an expression, any permission will do.

YFFE Exp XF Ey Exp
%, 2P -z Exp S F By + By Exp

The second rule shows an example of an expression construct. Note that the same variable
context is used for both the components of the expression. Rules for the other expression
constructs can be formulated similarly.

Assertions are similar to expressions. Some sample rules are:

>»FEi Exp X+ E; Exp Y+ P, Assert X+ P, Assert
YFHE; RN FE5 Assert Y+ P x Py Assert
S,z + P Assert
3 Jdz. P Assert

It is worth noting that there is no requirement for the two conjuncts of a separating conjunction
P x P, to use separate variable contexts. In the rule for existential quantifier, we are assuming
a variable hygiene convention that requires that the bound variable x is distinct from the free
variables listed in ¥. The variable x is assumed to carry the full permission T in the body of
the quantifier. (It is interesting to consider a variant of the rule where some non-T permission
is assumed for the variable x. Nothing would go wrong, of course, since x is a logical variable
and cannot be modified inside a program.)



Well-formed rules for commands are straightforward as well:

YFax Var Y+ FE Exp

% = skip Comm Y+ (z:= F) Comm
Fax Var X+ E Exp YFE Exp YF Ey Exp
Y F (z :=[F]) Comm Y F ([E1] := E2) Comm

YFBExp YF(C; Comm XF (Cy Comm
Y F (if B then C else C3) Comm
S+EExp X,z' FC Comm
Y (local z := F in C') Comm

An example of a well-formed command judgement is
xl,y% F (z:=y) Comm

The variable context needs to contain a full permission for x because it is used on the left hand
side of an assignment, but a half permission will do for y because it is only used for reading.

The well-formedness rules for commands are somewhat redundant because our programming
logic will be formulated in such a way that a specification ¥ = {P} C {Q} is derivable only if
¥ F C Comm is a valid well-formedness judgement. So, no special attention need be paid to
the well-formedness of commands.

This observation is more important than it might appear at first sight. We are trying to
formulate programming logics where the specifications that can be derived are well-formed and
valid. So, it is not simply enough for commands to be well-formed. They must be well-formed
in the context of their correctness proofs, which is a stronger requirement.

2 Sequential Separation Logic

A judgement of sequential Separation Logic is of the form ¥ F {P} C {Q}, which means that
the failure-avoiding specification { P} C'{Q} holds assuming a variable context ¥. The variables
that are modified in the command C would be required to have T permission in ¥. Other
variables, which might be employed in C in a read-only fashion or employed only in assertions,
can have non-T permissions.

The rules for commands are as follows:

>+ P Assert >Fax Var X+ FE Exp X+ P Assert
Y+ {P} skip {P} Y+HA{P[E/z|} x:= E{P}
Yz Var YFEExp X+ E Exp
S+{P[E'/z]NEw~ E'}z:=[E|{PANEw~ E'}
YFEExp X+ E Exp
LSH{Ew _}[E]:=FE {E~ E'}
YFBExp YH{PAB}Ci{Q} EF{PA-B}(Cy{Q}
Y+ {P}if B then C; else C2 {Q}
Y+-EExp XFPAssert LFQ Assert Xz’ F{PAxz=FE}C{Q}
Y F{P}local z := E in C {Q}

ifx ¢ FV(E,E')




Since we incorporate the well-formedness of assertions and commands in specifications, most
rules have premises to do with well-formedness of assertions, commands or components of com-
mands. In the rule for assignment, we depend on the admissible rule Subst4 which allows us to
substitute for a variable symbol with the T permission. The rule for heap cell lookup illustrates
the use of side conditions for specifying genuine logical conditions about the occurrence of free
variables (as opposed to the conditions that are purely to do with well-formedness issues). Con-
trast this with the rule for local variable declaration, where we require that £, P and @ should
be well-formed in the outer variable context. So, they cannot have z occurring free. This seems
to be a reasonable choice, because most programmers understand the scope of x to be command
C. So, its free occurrence in other places would be considered odd.

The frame rule of Separation Logic gives us the first application of the syntactic control of
interference:

YH{P}C{Q} X'+ R Assert
U, F{P*xR}C{QxR}

(Note that there is an implicit side condition for the rule that says that 3, %' is a well-formed
variable context.) Since the variable contexts of {P} C' {Q} and R are required to be separate,
it is not possible for C' to modify any free variables of R. If C' modifies a variable « then ¥ needs
to include #". Then 2P cannot occur in ¥/, for any permission p, because T @ p is undefined.
Thus the splitting of the variable context into ¥ and ¥’ has exactly the same force as the usual
side condition “C' does not modify any free variables of R” in the conventional formulation of
Separation Logic.

For example, using the fractional permission algebra, we can derive the judgement:

2Lyt b {y =0}z =y {z =0}

. . 11 .
We can use the frame rule with a separate assertion y2,22 -y = 2z to derive:

FRAME

l‘l’y17z% F{y:o*y:z}x:y{xzo*y:z}
However, it is not possible to derive:
2y, Y {y=0kz=z z:=y{z=0%2 =2}

for any X' that provides the content for (z = z) Assert. To do so, ¥’ must include some
permission p for z, but 1 ® p is undefined.

3 Concurrent Separation Logic

To motivate the design of the rules for Concurrent Separation Logic, we look at an example
due to Owicki and Gries [23], shown in Table 1. Even though we use separating conjunction *
in assertions, x has the same force as the ordinary conjunction A because the formulas involved
are pure.

The remarkable fact about the proof is that the variables a and b appear in the local
assertions of the processes, despite being part of the resource r. This is justified in the Owicki-
Gries and O’Hearn’s proof systems using a critical region proof rule which allows the variables
owned by a resource to appear in local assertions as long as they are mot modified in “other
processes.” This is similar to the side condition employed in the frame rule, and it can be
formalized using permissions in the same way.3

3Note that Brookes [6] defines a variant of the O’Hearn’s system, where a and b need not be included among
the owned variables of the resource. However, since they are among the free variables of the resource invariant,
separate restrictions apply to their usage.



x:=0;a:=0;b:=0;
{r=a+bxa=0%xb=0}
resource r(x, a, b) {x = a+ b} in

begin
{a =0} {b =0}
with r do with r do
{a=0%xz=a+b} {b=0xxz=a+10b}
x 1= x+1; I X 1= x+1;
a:=1 b:=1
{a=1%xz=a+0b} {b=1%xx=a+b}
od od
fa=1} =1}
end

{r=a+bxa=1xb=1}
{z =2}

Table 1: Example proof outline in Concurrent Separation Logic

Suppose we allow resources to own, not merely collections of variables, but spemﬁc ]i)eI‘HlIS—
sions for them. Then the resource r can be deﬁned to own the permissions z!, a2 b2. The
entire program is specified in the context z',al,bt. The remammg permissions a3 and b3 can
be distributed to the two processes: az to the left process and b2 to the right process. This
allows the two processes to employ a and b in their local assertions. When the left process
enters its critical region, its local permlsswns are combined with those owned by the resource,
leading to total permissions z!, a' b2 This allows the critical region to modify x and a. The
right process is similar.

This discussion motivates the use of variables with permissions, i.e., variable contexts, to be
declared along with resources. So, the syntax of commands is as follows:

C == z:=F|xz:=[E]|[E]:=FE|skip|Ci;Cy|if B then C; else Cy
| C1 || C2 | with » when B do C od | resource r(X) in C

The well-formedness of commands is defined using judgements of the form
Y| T'FC Comm

Here, ¥ is a variable context and T is a resource context of the form r1(X1),...,7r,(3,) where
r; are resource names, Y; are variable contexts owned by the resources, subject to the following
conditions:

e The resource names r; are distinct from each other.
e The variable context 3,34, ...,%, is well-defined.

A putative syntactic context satisfying these conditions is said to be well-defined. Note that
only commands require resource contexts (which get used in checking the well-formedness of
critical regions). Variables, expressions, and assertions only need variable contexts.

The well-formedness rules of commands are shown in Table. 2. All the rules of the sequential
programming language can be lifted to the concurrent language by adding “ | I'” to the syntactic



contexts of all the commands. We show two rules for assignment and conditional as examples.
The rule for parallel composition follows the general pattern of original syntactic control of
interference in [20, 26]. The resource context is shared between the parallel branches but the
variable contexts are required to be separate. The critical region rule shows that the variable
context of the resource becomes part of the normal variable context of the critical region. This
is where the use of a permission algebra adds value to the traditional syntactic control of
interference. It is possible for the critical region to combine the variable permission§ in ¥ and
Yo to convert a passive free variable into active one. If ¥ and ¥ each contain x2 then, by
combining them, the critical region obtains the permission x!, which allows it to modify the
variable z. The rule for resource declaration requires a part of the current variable context (3)
to be sliced off and handed to the resource, which is then available only by entering critical
regions.

YFax Var X+ E Exp YFBExp X|I'+C; Comm ¥ |I'F(Cy; Comm
Y| Tk (zr:=F) Comm ¥ | T (if B then C] else C3) Comm

1| 'FC; Comm 35 |I'F Cy Comm

Y1, | TF(Cy || C2) Comm
Y, % FBExp X,%|I'FC Comm
Y| T, r(Xp) - (with r when B do C od) Comm
Y| T,r(X) F C Comm
¥,%0 | I' - (resource r(¥y) in ') Comm

Table 2: Well-formedness of concurrent commands

Just as in the sequential case, our rules of the programming logic incorporate the well-
formedness of commands. So, no special attention needs to be paid to their well-formedness.
The programming logic is formulated using judgements of the form

Y| rE{PyC{Q}

Here, ¥ is a variable context and I' is an annotated resource context where each resource r;(3;)
is annotated with “resource invariant” formula R; which is a precise assertion and satisfies
Y; F R; Assert. Note that a resource invariant for a resource can only employ the variables
available in its variable context.

All the rules of the sequential Separation Logic can be lifted to Concurrent Separation Logic
by simply adding “ | I'” to all the specification judgements. For example,

>Faxz Var X F FE Exp X+ P Assert
Y| TH{P[E/x]} x:= E{P}
YFBExp X |TH{PAB}C1{Q} 2 |T'F{PA-B}C:{Q}
Y |I'F {P}if B then C; else C2 {Q}

The resource contexts do not play any rule in the sequential fragment of the programming
language.
The proof rule for parallel composition is as follows:

S| THE{P} Cr{@Q1} 22| TF {2} C2{Q2}
21,5 | THEA{PLx P} C || Co {Q1 % Q2}

PAR

7



As one would expect, the variable context of the composite command needs to be split into
separate portions for the two processes. The resource context, on the other hand, is shared. The
rule allows C7 and C5 to share read-only variables, via separate copies with partial permissions.
However, it is not possible for one process to modify a variable employed in the other process
or its proof.

A resource’s variables can be imported when a critical region is entered:

YFPQ Assert X, Y5 BExp %,%|'F{PxRAB}C{Qx*R}
Y| T, r(X0): R+ {P} with » when B do C od {Q}

CRIT

The body of the critical region, C', can use the combined variable contexts of the process and
the resource. However, the pre-condition and the post-condition can only employ the variables
available in the process’s context. This captures the Owicki-Gries requirement that they should
only employ variables not modified by “other processes”.

Finally, the rule for the resource declaration is as follows:

YoF R Assert X |T', r(X0): RF{P} C{Q}
RESOURCE (R precise)
¥, %0 | I'F{Px R} resource r(Xy) in C {Q ~ R}

The variable context Y is sliced out of the current context, and transferred to the resource r.
The resource invariant is based on these variables. The body of the resource declaration, C,
can only use the remaining context > outside the critical regions.

For example, the body of the critical region in the left process in Table 1 (abbreviated to
(1) has the following specification:

2! al, b2 | F{a=0x2=a+0}Ci{a=1xx=0a+0b}
By the CRIT rule, we obtain
a2 |r($1,a%,b%) cx=a+bF {a=0}withr do C; od{a=1}
Similarly, the right process has the specification
b2 | r(z',a2,b2):z=a+br {b=0} with r do Cs od {b =1}
and the parallel rule gives:
az,b? |r(zt,a2,b2) iz =a+bF{a=0xb=0} ... | ... fa=1xb=1}

Finally, the RESOURCE rule allows us to derive:

[N

ztal,b' | F {2 = a+bxa = 0xb = O}resource r(a:l,a%,b Yin ... || ... {z =a+tbra=1xb=1}

3.1 Comparison with Owicki-Gries-O’Hearn system

O’Hearn’s version of Concurrent Separation Logic [19] is based on the Owicki-Gries system [23]
as its underlying framework for variable usage. In this system, the free variables of the resource
invariant must be listed in the resource, similar to our RESOURCE rule. The rules governing
the variables of a resources are as follows:

1. If a variable z belongs to a resource r, it cannot appear in a parallel process except in a
critical region for r.



2. If a variable z is changed in process S;, it cannot appear in S; (i # j) unless it belongs to
a resource.

The rule 1 is relaxed in our proof rules. Recall that our resources encapsulate not merely
variables but variables with permissions. So, if x belongs to a resource with permission T then
the restrictions on its usage in our rules are exactly the same as in the Owicki-Gries system.
However, if x belongs to the resource with a partial permission, then one or more processes can
possibly use z in a read-only fashion using the remaining partial permission.

The rule 2 is represented exactly the same way in our proof rules.

The rule 1 is somewhat misleading. While it requires that a variable x belonging to a resource
cannot appear in the code of a parallel process except in a critical region, it nevertheless permits
it to appear in the assertions of the process outside critical regions. Thus, the proof outline of
Table 1 is legal in the Owicki-Gries-O’Hearn system. However, there is a rider to this allowance
in the Owicki-Gries proof rule for critical regions. A variable occurring free in the assertions
surrounding a critical region should not be changed in “another process”. The allowance as
well as its rider are already covered in our relaxation of the rule 1 above. We treat the free
occurrences of variables in assertions as well as read-only occurrences in code in exactly the
same way. A variable that is not modified in “another process,” is available to the current
process with a partial permission. So, it can use it in a read-only fashion in both code and
assertions. Our relaxation of the Owicki-Gries rule 1 leads to a simpler formulation.

Thus all valid proof outlines of the Owicki-Gries-O’Hearn system remain valid proof outlines
in our logic with syntactic control of interference. It is quite straightforward to come up with
an assignment of permissions to the variables listed in a resource.

e If a variable appears in multiple processes, either in code or assertions, and modified in
at least one of them, then the resource should contain the T permission for the variable.

e If a variable has read-only occurrences in one or more processes, then then resource may
contain any permission p for the variable and the complement of p should be distributed
to all processes that use it outside critical sections.

e If a variable is used in only one process (but possibly in assertions outside critical regions),
then the resource may contain any permission p for the variable and the complement of p
is given to the process.

For the example in Table 1, the variable x appears in multiple processes. So, it gets the
permission 1 in the resource. The variables a (respectively, b) is used only in the left process
(respectively, the right process). So, the resource is given % permission and the process is given

the remaining 5.

3.2 Comparison with Brookes’s system

Brookes [6], in his effort to prove the soundness of the Concurrent Separation Logic, defined a
variant of the original logic defined by O’Hearn. In his formulation, the resource invariant of a
resource can have additional variables that are not declared in the resource. He defines two sets
of variables for a resource context: owned(I') is the set of variables included in the resource
declarations and free(I") is the set of variables that occur free in the resource invariants in I'.
The two sets of variables are governed by different rules.

1. Variables in owned(I') can be used only inside critical regions for the resources. They
cannot occur free in either assertions or expressions outside the critical regions.



2. Variables in free(I") that are not in owned(I") can be modified only in the critical regions
for the resources. However, they can occur free in assertions and expressions outside the
critical regions.

So, the proof outline of Table 1 is not valid in the Brookes’s version of Concurrent Separation
Logic. The variables a and b are owned by the resource, but they occur free outside critical
regions. However, the proof outline can be transformed to a legal Brookes outline by removing
the variables a and b from owned list of the resource. Since each of these variables is modified
in at most one process, Brookes does not require it to be owned by the resource. It can simply
remain a free variable of the resource invariant. However, the rule 2 restricts each of these
variables to be modified only in critical regions.

Valid proof outlines in the Brookes’s system can be transformed to our system. If r(z1, ..., x,)
is a Brookes resource declaration used with an invariant R, and free(R) includes additional vari-
ables y1,. .., Ym, then the resource declaration should be transformed to r(a:lT, e mz, yt Ly
in our system, where the permissions p1,...,p, are chosen to satisfy the constraints on their
use:

1. If a variable y; is modified in the critical regions of a process A then it cannot occur in the
other processes. (Brookes’s parallel composition rule requires that any variable modified
in one process and occurring free in another process — called a “critical” variable — has
to be owned by a resource. But y is not owned by r by assumption, and well-formedness
of resource contexts prohibits it from being owned by another resource.) In this case, p;
can be some partial permission, and the complement of p; is allocated to the process A
for the variable y;.

2. If a variable y; is not modified in any of the processes, then it is a read-only variable in the
resource declaration command. So, the available permission of y; in the variable context
(which might be a partial peermssion) should be split into the permission for the resource
(pi) and the various processes.

However, there is a third, more troublesome, case. Brookes’s rules, like the Owicki-Gries rules,
make a distinction between read-only uses of variables in code and their use in assertions. While
the first case above prohibits the read-only uses of y; in the code of processes other than A, it
does not prohibit its uses in their assertions. This turns out to be unsound, as shown by the
example in Table 3, due to Ian Wehrman [1]. In this example, the variable z is in owned(I")
and a is in free(I"). Since a does not occur free in the code of the left process, this is permitted
by Brookes’s rules. However, a occurs in the assertions of the left process, immediately after
the first critical region. This represents invalid reasoning. The right process can intervene
between the two critical regions of the left process and modify a. So, the assertion t = a may
not continue to hold when the second critical region is entered.

The distinction between read-only uses in code and uses in assertions was also made by
Owicki-Gries, as noted in Sec. 3.1. However, Owicki-Gries place the additional requirement
(the “rider” mentioned in Sec. 3.1) that the assertions surrounding critical regions can only use
variables that are not modified by other processes. The assertion t = a used after the first
critical region of the left process is thus prohibited by Owicki-Gries.

Brookes’s system can be repaired using a similar rider. This would have the unfortunate
consequence that the rules are not compositional any more. However, it would bring it closer to
the Owicki-Gries system as well as our syntactic control system. In effect, the variables listed in
the resources are the variables with full permissions, and the remaining variables in free(I") are
variables that have partial permissions in the resource. So, the distinction between owned(I")
and free(I') is one of permission levels, and Brookes’s system fits in between the Owicki-Gries
system and our system of syntactic control with permissions.
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X 1= &
resource r(x) {z = a} in

begin
{true} {true}
with r do with r do
{r=a} {r =a}
ti=x I X 1= x+1;
{xr=a=1t} a:=a+l
od {z =a}
{t =a} od
with r do {true}
{xr=a=1t}
x:=1t
{z=a}
od
{true}
end

{z=a}

Table 3: Example proof outline in Brookes’s system

3.3 Comparison with “Variables as Resource” systems

Parkinson et al. [24] and Brookes [5] define a general scheme of treating variables as resources
with permissions. In contrast to our approach of syntactic control, the variable resources are
included in program assertions, through ownership formulas of the form own,(z) and used
with all the normal logical connectives. So, this approach can be termed “logical control of
interference” for variables.

It is easy to see that the syntactic control system can be translated to the logical control
system. For every variable context ¥ = (z§',...,z}"), there is an ownership formula Oy, =
own,, (1) x---xowny, (z,). A judgement X | I' - {P} C {Q} of our system can be translated
to a judgement I' - {Ox A P} C {Os A Q} in the “Variables as resource” system. In fact,
Parkinson et al [24] give translations of this form for Hoare logics.

It is not possible to go in the reverse direction. The “Variables as resource” system uses
logical formulas to express ownership of variables. So, it can express much richer set of ownership
constraints than possible in the syntactic control system. For example, the formula

(x=0AownT(y))V (z #0AownT(z))

does not correspond to any syntactic variable context.

Thus, the “Variables as Resource” logic is more expressive than the syntactic control sys-
tem. However, we argue that the syntactic control system offers considerable simplicity and
convenience. In particular,

e There are no issues of undefinedness in expressions and formulas. So, one does not need to
write formulas of the form F = F just to ensure that F is defined in the current context.

e Substitution is a valid operation in expressions and assertions.
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e The system has no logical anomalies, e.g., the equivalence —(Ey = FE3) <= E; #
FE5 holds in our system, whereas the two formulas have different interpretations in the
Variables as Resource logic.

e We need no special treatment of logical variables. The “pun” of program variables as
logical variables, characteristic of Hoare logics, continues to work in our system.

4 Semantics and soundness

This section represents work in progress.

The syntactic control system for Concurrent Separation Logic has a semantics in terms of
Brookes’s action traces [6] and the soundness of the logic follows from it. We indicate some of
this structure to characterize the role played by the variable contexts in the semantics.

An action is a syntactic token given by the syntax:

Au=dlez=v|x:=v|[l]=v|[]:=v]|try(r)| acq(r) | rel(r) | abort

As in [6], ¢ is a do-nothing or idle action, = v denotes the action of reading the variable z to
obtain a value v, ¢ := v denotes the action of writing a value v into the variable x. The actions
[[] = v and [l] := v denote similar actions for heap locations. The tokens try(r), acq(r) and
rel(r) denote the actions of attempting to acquire a resource, acquiring a resource and releasing
a resource. The token abort denotes the action of aborting a computation in case of an error.

A trace is a possibly infinite sequence of actions subject to the identifications -6 -5 = a- 3,
and « - abort - 8 = « - abort.

The syntactic control system imposes some structure on the actions and traces (just as a type
system would impose structure on computations in a typed programming language). First of all,
the syntactic contexts ¥ | I' enable certain actions and prohibit others. For instance, a variable
action x = v or x := v would only be possible in a syntactic context that contains the variable
x and the resource actions ¢ry(r) and acq(r) would only be possible in a syntactic context that
contains a resource named r. Secondly, as a result of an action, the context available for the
rest of a trace might change. For instance, acq(r) has the effect of removing the a resource
r(3p) from the resource context and adding its variables ¥y to the variable context. A rel(r)

action would have the opposite effect. We represent these effects by a transition relation 2,
on syntactic contexts.

Unfortunately, we cannot work with syntactic contexts directly because the traces represent
a low-level language of computations which lacks the block structure of the high-level languages.
The action of acg(r) cannot be to simply remove a resource from the resource context because
we need to reconstruct it again when a rel(r) action occurs. So, we continue to retain the
acquired resource in the context but mark it as “busy”. An eztended context is a context of the
form

Zv 2/1? s ?Z;n ‘ 7“1(21), e ’Tn(zn)v [Ti(zll)]’ ceey [T;m(z;n)]
such that

e the resource names ry,...,r,,r},...,r, are all distinct, and
e the variable context 3, %, ..., X 3q,..., %, is well-defined.

The idea is that the resources 71,...,r, have been acquired by the trace in previous actions
and their variables have been incorporated into the current variable context. If and when these
resources are released, the variables would be removed from the variable context and returned
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to the resource context. Once again, a putative extended context satisfying these conditions
is said to be well-defined. We use the letter I' to range over extended resource contexts where
some resources might be marked busy.

The transition relation on extended contexts is as follows:

SIT-5 3 |T

SITEE ST iff 2P € X for some p
Z|I‘$:—:1>)Z\I‘ iff 7 € norm(X)
ST s T

ST s T

N Tr(8e) 8 5| T, r ()

| T, r(xg) Y s, zo\fu %))

2,5 | T, [r(S0)) ™ 2| T (%)
Note that the transition relation is single-valued, i.e., a partial function. It extends to traces
%, in the obvious way via relational composition. Note that there are no constraints on the
actions for reading and writing heap locations. This is because because the access to heap
locations is controlled in the programming logic rather than the syntax.
For any finite or infinite trace & = A1 \s ..., we use the notation:

SIT-% . iff 35, 0. T 25 % T 255, | Ty 2% ..

If | T - -, we say that the trace a is enabled in the context I | I.

If oy is enabled in a context ¥ I‘1 and ag is enabled in a context s | I‘g such that ¥, X
is well-defined and F1 and Fg are identical except for marking disjoint sets of resources as being
busy, then we consider the notion of interleaving a1 and as. Two actions A\; and Ao are said
to interfere, written A1ffdo, if A1 writes to a heap location [ and Ay reads or writes the same
location [, or wice versa. The set of muter fair merges of a; and «s, denoted ag 1:1||f2 a9 18
defined by induction on the lengths of oy and ao:

argllg, e = {a}
erllp, a2 = {ao}
(A1a1)1:1||1:2()\2a2) = {abort | )\111)\2} U
(MBI (Z1|T) 2% (B THABem oIz, (Aeaz) } U

{XaB | (22| To) =2 (2 | TH) A B € (M) gl a2 }

This definition is similar to a corresponding definition of Brookes [6]. It extends to trace sets
in the expected manner: T} & HF2 =H{ F1HF aglag €Th Nag € T }.

A ( well-bracketed) trace for an extended context 3 | [ is either abort or a trace a such that
S| T -2 ¥ | T4 The terminology is motivated by thinking of the acq(r) and rel(r) actions as

brackets. A trace set T'is a (well-bracketed) trace set for context ¥ | ' if each trace in T is a
well-bracketed trace for the context.

Lemma 1 If « is a trace for an extended context 3 | f, and 3, % | f, Iisa longer well-defined
extended context, then « is a trace for ¥,3" | T, T".

4This definition is specific to finite traces. We omit the case of infinite traces in this preliminary version of
the paper.
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Lemma 2 If a; and ag are traces for extended contexts Xy | T and Yo | r respectively, and
31,2 | ' is a well-defined extended context then oy | o is a trace set for the context 31,3 |
T.

All expressions and commands can be given a compositional semantics in terms of trace
sets.

e The meaning of an expression ¥ - F Exp is a set of pairs (p,v) where p is an action trace
enabled in the syntactic context ¥ | (i.e., a syntactic context with no resources, because

expressions do not access resources), and v is a value (obtained as the result of evaluating
E). We denote it by [E]s.

e The meaning of a command ¥ | I' = C Comm is a set of traces p for the context ¥ | I'.
We denote it by [C]sp.

The semantics defined in the standard fashion [6]. However, it is defined by induction on the
derivations of well-formedness judgements ¥ + E Exp and ¥ | I' F C Comm, instead of
induction on the structure of terms.

[x]s = {(z = v,v) | v Value }
[E1+ Eo]s = {(p1p2,v1 +v2) | (p1,v1) € [Er]s A (p2,v2) € [E2]s }

We use the notation [E]s [ v to denote the set of traces { p | (p,v) € [E]x }.

[skip]sr = {0}
[z = E]gr = {p(x :=v) | (p,v) € [E]s}

[z = [E]lgr = {p([v] := V") (z :=2") | (p,v) € [E]s }
[[E] :== E'lgir = {po' ([l :=2") | (

[if B then C else Cg]]g =]

psv) € [E]s A (p'0") € [E]s }
Bls. [ true) [Ci]s;r U ([B]s [ false) [Co] s
[local z := E in C]]Z‘p ={pla\2)]|
[C1 || Colsy sor = [Cilsyr || [Colsyr

tru
( ) € HE]]Z Na e (HC]]Z xT\F)[x ]
[with » when B do C od]sr . (x,) = wait*enter U wait”
where wait = acq(r) ([B]s 5, | false) rel(r) U {try(r)}
enter = acq(r) ([B]s s, [ true) [C]s; s r rel(r)
[resource r in Cls syr ={p\7 | p € [Clsr (o)

|
v

The notation T,.,, for a trace set T, stands for the subset of T' containing all the traces that
follow from states in which x = v.

Theorem 3 The meaning of command X | I' = C Comm is a (well-bracketed) trace set for the
context ¥ | I'. Likewise, the meaning of an expression ¥+ E Exp consists of (well-bracketed)
trace sets for every [E]s [v

The proof is by induction on the derivation of well-formed terms:

e If the command is ¥ | I'(z := E) Comm then we know that ' € norm(X) and ¥ F
E Exp. So, for any (p,v) € [E]x, p is a well-bracketed trace for ¥ | and, hence, for ¥ | T".
Since 2" € norm(X%), (x :=v) is also a trace for ¥ | T.

o If the command is ¥ | I',7(Xp) i (with » when B do C' od) Comm then we know that
¥,%¥0 = B Exp and %, ¥ - ¢ Comm. By inductive hypothesis, [B]s 5, [ b and [C]s; s 1
are trace sets for 3,3 | I'. It then follows that the trace sets wait and enter are trace
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sets for ¥ | I', (). For example, considering arbitrary elements p € [B]s y, | true and
7 € [Cls,5|r, We have the transition sequence:

by | F7T(ZO)
) 5 %0 | T, (%))
L5 5,5 | T, [r(Zo)]
15 5,5 | T, [r(Zo)]

rel(r

O ST, r(Z0)

where the second and third steps are obtained by lemma 1.
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