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Abstract

In this work, two techniques of Computational
Intelligence, Fuzzy Classifier System and
Genetic Programming, are compared on system
identification problems. By using a Fuzzy
Classifier System, we pretend to find an input-
output identification fuzzy model (composed of
fuzzy rules). The Fuzzy Classifier System uses a
genetic algorithm in order to adapt an initial
population of fuzzy rules. In Genetic
Programming, a set of analysis trees (the nodes
are a set of mathematical symbols: constants,
functions, variables, operators, etc.) is the
population manipulated by the evolutionary
algorithm. These analysis trees describe the
possible different identification models. In both
cases, the initial population is generated based on
intuitive knowledge about the dynamic of the
system. A set of historical data about input and
output signals is used to adapt that population
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manipulates a population of analysis trees, which describe
the possible models. In the case of FCSs, an input-output
identification fuzzy model is generated from an initial
population of fuzzy rules. Genetics Algorithms (GAs) are
used to propose a new population of rules through an
iterative cycle of states, until minimizing the
identification error.

2 SYSTEM IDENTIFICATION (SI)

In control tasks, it is necessary to known the system
model that describes the behavior of the system [7, 10, 11,
13]. The identification methods develop models which are
capable of describe the essential properties of a system,
taking into account its static and dynamic behavior during
an interval of time. Such models can be used in control
tasks, fault tolerance, etc.

There are many identification methods, several of them
based on the control theory [10], or on the computational
intelligence [1, 2, 12]. The identification models can be

defined as a non-linear function of the current input (u(t))
and previous inputs (u(t-1), u(t-2) and so forth) and

outputs (y(t-1), y(t-2) and so forth) (these models are
called input-output identification models) [10]. The

classical scheme for system identification is shown in the
f‘isgure 1. The error signal between the real output and the
stimated output is used to update the model parameters.

control tasks [7,11,13]. Identification techniques propose
an approximated model of a real system, based on
linguistic or mathematical expressions, or an algorithm.
Identification models that only manipulate input and
output signals is one of the possible identification
schemes (Input-Output Identification Models). In control
theory, there are many techniques to solve this problem
[10]. In this work, two intelligent mechanisms based on
Evolutionary Computation (EC) are proposed in order to
solve the input-output identification problem of
dynamical system, one of these based on Genetic
Programming (GP) and the other one based on Fuzzy
Classifier System (FCS). In the case of GP, this approach
proposes the evolution of a set of possible models that
characterize the system. In specific, the evolutive process

Figure 1: System identification scheme.



3 FCS AND GP ON IDENTIFICATION work have been used in order to design our FCS approach
PROBLEMS for system identification problems. The FCS generates an

input-output identification fuzzy model, which is obtained
from historical data about the input and output variables
3.1 FCS-BASED IDENTIFICATION of the system. Our identification scheme based on FCS is
MECHANISM shown in the figure 2.

In a previous work [3], a FCS for fault tolerance in
industrial processes has been designed. Some ideas of that

Figure 2: Our identification scheme based on FCS

In this design, we suppose that both the generic structufghis procedure is repeated until that the identification
of the fuzzy rules and the membership functions of theverage error reaches a minimum value given by the user
fuzzy sets are known. Then, the FCS only finds the besir a maximum number of iterations have been
instances of this generic structure. accomplished.

3.1.1 Algorithm of the FCS. 3.1.2 The identification error calculation

For each training pattern, according to the historical datdhe equation (1) is used to calculate the identification
of the system and a population ‘af’ fuzzy rules, we error associated to each pattern. The average error for all
follow the next steps: training patterns is given by the equation (2).

1. Compute the activation grade of each rule.

er = |(Ys- Ya)/Ys 1

2. Compute the credit of each activated rule. 105 - yallyd @
3. Defuzzification of the output fuzzy set obtained by m

the fuzzy inference mechanism. ep= ix er/m (2)

4. Compute the identification errer.

5. Compute the average errep, when all patterns have whereys is the output of real systeryyis the output of the
been processed. fuzzy model andn is the number of patterns.

6. If average error is bigger than the error limit given by _ . I
the user, then the FCS uses the adaptive mechanistnl-3 ~ The fitness function definition.

based on GAs. The credit value of each fuzzy rule is computed based on

6.1 Choose the parents (rules with high the fitness function given by the equation (3):
credit value).

=Q. - (t)* A
6.2 Apply the genetic operators (mutation SE=SO+Ac” yiea )

and crossover).

whereS§ (t) is the credit value of the fuzzy rulat time t,
Act (t) is the activation grade of the fuzzy rulat time t,

ea is the absolute erroreé=ysyq) and vy, is the
membership grade of the crisp value of the fuzzy model
output. This fitness function permits the evaluation of the
weight of the output fuzzy set of a rule into the crisp value

6.3 Replace the olds individuals for the new
individuals, according to some
replacement mechanism.
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given by the fuzzy model. So, a good credit value idn our model, the terminal set of each node has input
obtained for those rules which give a minor identificationvariables, constants or outputs from some precedent
error. equations. In the figure 4.b is shown an analysis tree for
T3, wherelnly In2 are input values of the probleily
T2 are the outputs of these equations, which precede T3
(see figure 4.a). This model is easy to implement in GP,
Each rule is codified as a vector of finite length, as it ighrough the utilization of the ADF (Automatic Definition
shown in the figure 3. Function) technique. This extension of GP permits to
define functions to evolve in parallel with the main
procedure. These functions can be called by other
|V81 |CD1 | | Ve |CD3 |VS | CDs | functions, or by the main procedure, during the evolution.
Figure 3: Codification of a rule as an individual In our case, the MIP_model defines the relationship
among the functions. The population evolution follows
the next algorithm:

3.1.4 The adaptive mechanism

where Ve is the input variable i, Ghs the fuzzy set of
the input variable Vie Vs is the output variable and CDs ) . o
is thle ?Szzvy slet of tr;z outlput varigbrl)g Vvs. ! 1. Define a given MIP model for the individuals.
Generate, randomly, a population of individuals. Each
one of the individuals is defined by a set of analysis

trees according to the MIP model.

In this work, we propose a set of changes into the fuzzg'
sets of the input and output variables in order to create
new rules. The genetic operators of crossover and
mutation are used in order to accomplish this task [6]. AB. Evaluate each individual in order to determine its

the end, the new population is composednek rules performance. The evaluation function is the average
(individuals), wheren is the number of rules of the error between the historical output of the system and
previous population anklis the number of new rules. In the output of the identification model (individual).
order to haven rules, we must eliminate k rules. We 4, select the parents (individuals with the smallest
eliminate a rule according to its probability of average error).

elimination, given by the equation (4): 5. Apply the genetic operators to these parents in order to

. reproduce new individuals.
Pr(R)= Fr(R)/ =" Fr(R) ) 6. Replace the old worst individuals for the new
where P, is the replacement probability of the riRg F, individuals.

is the replacement factor of the rulg¢ and m is the
number of rules of the population (m=n+k). The

replacement factor is given by the equation (5): 4 EXPERIMENTS
In this section, we present an example in order to compare
\=1.EA/ _.MEA both proposed identification methods. The example is a
Fr_(R')_l FA'/_ =1 FA (5) distillation system that uses a distillation column in
whereFA is the credit value of the ruR. continuous operation of multiple stages.
3.2 GP-BASED IDENTIFICATION 4.1 SYSTEM DESCRIPTION
MECHANISM

The objective of a distillation system is to separate a
In this section it is proposed a method based on PG tmixture in two or more fractions with different boiling
develop identification models. In our approach, eactpoints. The function of the continuous distillation system
individual is defined by a Multiple Interaction Programs can be seen with details in [7]. In the figure 5 is shown the
(MIP) model. In the MIP model, each node is onestructure of this distillation column. The feeding input
equation, which is represented by an analysis tree. Thgomposed by benzene and toluene) is introduced in the
identification mechanism proposes a simultaneousecond plate, and the distilled product is obtained in the
evolution of each analysis tree [1]. first plate on the top of the column.



Figure 5: Distillation column

The constant input signal (feeding rate) is modeled with a
step function with amplitude equal to ten (U(t) = 10). The4.2  IDENTIFICATION MODEL BASED ON GP

Egﬁ([);]etical model of this system is given by the equatiorlln order to develop the computational program, we have

used the "The Genetic Programming Kernel" library
designed by A. Fraser en 1994 [5]. This library permits
X(t) =1.1148*X(t-1) + 0.2525*X(t-2)- 0.3823*X(t-3) + the utilization of ADFs. _
0.3294e-4*U(t-1) 6 In thls_, experiment, the MIP model is composed by two
equations (M1 y M2), where M2 represents the ADF and
M1 represents the main program (main tree), which can
where X(t) represents the output of the system. The outp@epend of M2 or not. The function set used by M1 and
is the concentration of benzene on the top. The outpdd?2 is {+.-*, %, sin, cos} The terminal set of the main
signal from this model is shown in the figure 6. tree is composed by St(M1){ xal, xa2, xa3, xa4, xa5,
s_M32, whereu is the input signal at the timexalis the
output signal at the time t{X(t-1)), xa2is the output at
the time t-2(X(t-2)), and so on, and s_M2 is the output of
the ADF. The terminal set of the ADF only has two
elements St(M2)=fal, xa2. The trigonometric functions
are supposed with input values given in radians.

The historical values of the input and output signals have
been obtained using the theoretical model defined by the
equation (6). The aptitude of each individual was
determined based on the average error between the output
historical values and the outputs of the model proposed by
the individual for the same set of input signals. A
population of 300 individuals has been evolved through
50 generations. Finally, the individual with the smallest
average error is selected. In the table 1 is shown the
models obtained (the best individuals) using our
identification method, for different terminal sets.

Figure 6: Output signal from theoretical model

Table 1: Identification Models

CASES IDENTIFICATION THEORETICAL ERROR
MODEL MODEL
AP: G={u, al, xa2, xa3, s_M2} M1 = 2*xal— xa2*s_M2 Equation (6) 1.59254e-4
ADF: Cr={x1, x2} M2 = (xalf/ xa2

AP:  G={u, xa, xa2, s_M2} M1 = 2*xat xa2* s M2 Equation (6) 2.3965e-4
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ADF: Ci={x1, x2} M2 = Equation (7)

AP:  G={u, xal, a2, xa3, xa4, s_M2} M1 = (xal / xa2)*xal Equation (6) 2.86043e-4
ADF: C;={x1, x2} M2 = xal+xa2-xa3

AP:  G={u, xal, xa2, xa3, xa4, xa5, s_M2}M1 = 2*xal—xa2 *s_M2 Equation (6) 1.59254e-4
ADF: Cr={x1, x2} M2 = (xalf / xa2

where: where U(t) denotes the input variable at time t, Y(t-1)

denotes the output variable at time t-1 and Y(t) denotes
the output variable at time t. For such variables, we

M2=xal- previously define their fuzzy sets according to their
sin(sin(sin(sin(sin(sin(sin(sin(sin(sin(sin(sin(sin(sin((xa2- pjstorical data values. The membership functions of these
xal)))N)) (Mfuzzy sets are shown in the figure 8.

The identification models obtained in the cases 1 and 4
are similar, and they are the best models. In the second
case, the ADF model is different to the previous ones, but
the value of the error is acceptable. In the case 3, the
identification model do not depends of the ADF. In
general, in all cases the best individual depends of the
output signal at the time$-1) and (-2), and it does not
depend of the input signal. In the second case, the
identification model is more complex.

The identification error signal obtained by the model

proposed in the case 2 is shown in the figure 7. The input
signal is a constant function U(t)=10, and the initial

conditions for the variables xal y xa2 was randomly
selected near to the real initial conditions. At t=2 sec., the
identification error converges to zero.

Figure 8: Membership functions of the fuzzy sets for U(t),
Y(t-1) y Y(t).

Figure 7: Identification error using the second model Different experiments have been made from an initial
population of fuzzy rules and 800 training patterns. The
best fuzzy model according to the identification average

4.3  IDENTIFICATION MODEL BASED ON FCS error is the following:

In our approach, we suppose the following generiqf U(t) is mu and Y(t-1) is bul then Y(t) is ay
structure for the fuzzy rules: ) , ,
If U(t) is au and Y(t-1) is mul then Y(t) is by
If U(t) is mu and Y(t-1) is aul then Y(t) is my

If U(t) and Y(t-1) then Y(t
(t) and Y(t-1) then Y () If i U(t) is au and Y(t-1) is aul then Y(t) is ay



If i U(t) is mu and Y(t-1) is mul then Y(t) is ay fuzzy rules into the model, then the elimination algorithm

If i U(t) is au and Y(t-1) is aul then Y(t) is my must be improve(_j. In the _future, we _wiII incorporate a
) ) ) ) membership function adaptive mechanism.

If i U(t) is mu and Y(t-1) is bul then Y(t) is my In the case of the GP, it depends of the function and

If i U(t) is bu and Y(t-1) is mul then Y(t) is my terminal sets that are used, and the relationship

established in the MIP model. In the future, we are going
to test one extension of our approach where the MIP
model evolves such that the evolution determines the

This fuzzy model has been found in the iteration numbefPtimal relation between the equations/variables.

87, with an average training error of 0.13. The output opaseéd on the experimental results, the GP-based
this fuzzy identificaton model, for the input signal identification mechanism is more efficient than the FCS-

U(t)=10, is shown in the figure 9. based mechanism, but we must remark that the FCS have
not the membership function adaptive mechanism. This is
a serious limitation that we must improve. Finally, other
experiments will be tested in order to determine the
efficiency of each proposed technique in different types of
problems.

Ifi U(t) is mu and Y(t-1) is mul then Y(t) is by
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Mutation rate (R) 0.01 agents, 200 jobs) in the benchmargapd are derived and
Columns of OA () 15 formulated. Let agents be machines, jobs be operations,
_ the cost of allocating job to agent be the processing time
30 independent runs were performed per test problemst, and the resource requirement be the tool cogtin
compared with same function evaluation times of SPEAFMS. Assume a part is consists of 5 operations, so that
The raw results of SPEA are from the autisowebsite. the first instance has 20 parts, the second instance has 40
The experimental result of 2 knapsack-750 items is showiparts. The production volumé®¥;) of each part types is
in Figure 3. The results concerning the C measure argiven as follows: {45, 43, 39, 46, 42, 56, 37, 33, 61, 30,

shown in Table 2.

Generally, the simulation results of knapsack problem
prove that GMOEA do better than SPEA. While SPEA

use a large number of population size (250,300,350), non ) 4 oo )
he transportation time of AGV is given in Table 4. The

of solutions found by GMOEA are dominated by t
solutions of SPEA.

Figure 3: Trade-off fronts out from 30 runs.

Table 2: The C measure of GMOEA and SPEA.

55, 43, 24, 39, 29, 44, 30, 45, 29, 30, 55, 33, 37, 43, 62,

36,42, 44,53, 40, 35, 41, 34, 29, 38, 49, 43, 25, 69, 41},

=0,1,..., 40. Let the available capacity of AG\bl, be
40. Considering the real manufacturing environment, the

transportation time within the same machine is to reflect
that a machine unit may be a combination of several
machines.

The parameter settings of GMOEA are as follows.

Current population size 50
Upperbound size of TSONS : 50
Selection rate (Ps) 0.2
Crossover rate (P 0.6
Mutation rate (R) 0.05
Columns of OA () 15

The parameter settings of SPEA are the same as the
settings of GMOEA, except the population size of SPEA
is 150 and the elite population is 50. 30 independent runs
were performed per test problems, compared with
function evaluation times = 100000.

Table 4: The C measure of GMOEA and SPEA.

20 machines 20 machines
MOPPPs

100 operations 200 operations

Knapsacks Number of solutions
problems 2-750 3-750 4-750 found by SPEA 415 199
Number of solutions Number of solutions
found by SPEA 37 426 1751 found by GMOEA-N 392 250
Number of solutions Number of solutions
found by GMOEA 2% 301 372 found by GMOEA 465 313
C(GMOEA, SPEA 0-57 0.72 C(GMOEA-N, SPEA) 0-71 0.90
( ’ ) (37/37) (2441426) (1261/1751) ’ (295/415) (180/199)
C(SPEA, GMOEA) 0 0 C(SPEA, GMOEA-N) 0 0
’ (0/94)  (0/301)  (0/372) ’ (0/392) (0/250)
1
C(GMOEA, SPEA)
(414/415) (199/199)
42 COMPARSION OF MOPPPS 5
i i - SPEA, GMOEA
Since MOPPPs are related to the generalized assignmenf( ) (0/465) (0/313)

problem (GAP) (Tempelmeier and Kuhn, 1993)
(Barndimarte, 1999). Therefore, we used the benchmar
problem instances of GAP, which are provided by OR-

k

Library. Two instances, (20 agents, 100 jobs) and (20



In order to investigate the affects of the elite clearing
mechanism, GMOEA without the elite clearing

mechanism (GMOEA-N) is also performed. Moreover,
box plots are used to visualize the distribution of solutions
in each objective.

Box plots of MOPPP with 20 machines and 200
operations are shown as Figure 4, 5, 6 and 7. The results
concerning the C measure are shown in Table 4. The
simulation results of MOPPPs indicate that all the non-
dominated solutions found by SPEA are dominated by
GMOEA, and the elite clearing mechanism improves the

distribution of solutions while maintaining the quality of
solutions.

Figure 4: The distribution of solutions .

Figure 5: The distribution of solutions .

Figure 6: The distribution of solutions .

Figure 7: The distribution of solutions .

4.3 DISCUSSIONS
From the reported results, it is shown that:

(1) The quality of non-dominated solutions obtained
GMOEA is superior to SPEA, and GMOEA outperforms
SPEA in convergence speed and high accuracy within the
same function evaluation times.

(2) GMOEA uses a compact population while SPEA

uses a larger number of population, and no sharing or
clustering technique is used in GMOEA. Therefore, the
actual computation time of GMOEA is lesser than SPEA,

because the complexity of identifying the non-dominated
solutions isO(N?).

(3) From the experimental results of GMOEA and

GMOEA-N. It is shown that the elite clearing mechanism

is capable to encourage the algorithms to explore the
unexplored search regions, so that the distribution of
solutions can be improved. Moreover, the elite clearing
mechanism is simple and efficient than the clustering
technique used in SPEA.

5 CONCLUSIONS

Multi-objective process planning problems (MOPPPs) is
an important problem in the pre-release planning phase of
flexible manufacturing systems. This paper has presented
an evolutionary approach using multi-objective
evolutionary algorithm with a new elite clearing
mechanism for solving MOPPPs. Objectives considering
the flow time, machine balancing, machine workload and
tool cost are optimized simultaneously. Experimental
results demonstrated the proposed approach is suitable to
solve the complex industrial problems with a large
number of parameters.
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Abstract

Facility-location ~ problems have several
applications in telecommunications, industrial
transportation and distribution, etc. One of the
most well-known facility-location problems is
the p-median problem. This work addresses an
application of the capacitated p-median problem
to a real-world problem. We propose a genetic
algorithm (GA) to solve the capacitated p-
median problem. The proposed GA uses not only
conventional genetic operators but also a new
heuristic “hypermutation” operator proposed in
this work. The proposed GA is compared with a
tabu search algorithm.

Keywords: facility location, p-median problem,
genetic algorithms, tabu search.
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computational effort.

In this work we apply the capacitated p-median problem
to a real-world problem, namely the selection of facilities
for a university’'s admission examination. The goal is to
select 26 facilities among 43 available facilities. Each
facility has a fixed capacity, i.e. a maximum number of
students who can take an exam at that facility. Each
student must be assigned to exactly one facility. The
selected facilities must satisfy 19710 candidate students
(i.e. students who have applied to the university's
admission exam). In addition, the 26 facilities must be
selected in such a way that the total sum of the distances
between each student’'s home and the facility to which the
student is assigned is minimized.

In order to solve this problem we propose a genetic
algorithm (GA) specific for the capacitated p-median
problem. The proposed GA is compared with a tabu
search algorithm proposed by Glover (unpublished work).

This paper is organized as follows. Section 2 formally
defines the p-median problem and the real-world
application addressed in this work. Section 3 introduces
the proposed GA. Section 4 reports computational results.
Section 5 discusses related work. Finally, section 6

Facility-location problems have several applications inconcludes the paper.

telecommunications,

industrial  transportation

and

distribution, etc. One of the most well-known facility- )
location problems is the p-median problem. This problen? THE P-MEDIAN PROBLEM

consists of locating facilities in a given space (e.g. Informally, the goal of the p-median problem is to
Euclidean space) which satisfydemand points in such a determinep facilities in a predefined set with (n > p)

way that the total sum of distances between each demagéndidate facilities in order to satisfy a set of demands, so
point and its nearest facility is minimized. In the non-that the total sum of distances between each demand point
capacitated p-median problem, one considers that eaelmd its nearest facility is minimized. The facilities
facility candidate to median can satisfy an unlimitedcomposing a solution for the problem are called medians.
number of demand points. By contrast, in the capacitat
p-median problem each candidate facility has a fixe
capacity, i.e. a maximum number of demand points that
can satisfy. The p-median problenNP-hard[Kariv and
Hakimi, 1979]. Therefore,
specialized in solving this problem require a considerabl

ormally, assuming all vertexes of a graph are potential

edians, the p-median problem can be defined as follows.

et G = (V, A) an undirected graph whei¢ are the
vertexes and\ are the edges. The goal is to find a set of

even heuristic m(_:‘th()ds'gertexeglp V (median set) with cardinalify, such that
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the sum of the distance between each remaining vertex irertexes and\ are the edges. The goal is to find a set of

{V = V;} (demand set) and its nearest vertexVin be
minimized.

We present below a formulation of the p-median proble

in terms of Integer Programming proposed by Revelle an
Swain (1970). This formulation allows that each vertex b
considered, at the same time, as demand and facili
(potential median), but in many cases (including our real
world application) demand and facilities belong to

disjoint sets.

o nn
Min

1 2.1)

g dij X;

subject to:

n

j 1Xij =1,i=1,2,..n (2.2)
Xi ¥, ,j=1,2,..n (2.3)

"y (2.4)
xi, ¥ {0,1}, i,j=1,2,..n (2.5)
where,

n = total number of vertexes in the graph
a = demand of vertex |j.

d; = distance from vertex i to vertex j.

p = number of facilities used as medians.
1,if thevertex isassignedofacility j
X..
'J 0,otherwise
1,if thevertexjis afacility usedasamedian
y .
] 0,otherwise

vertexesV, V (median set) with cardinality, such
that: (a) the sum of the distance between each remaining

nYertex in {V -V} (demand set) and its nearest vertex in

gp be minimized; and (b) all demand points are satisfied

ithout violating the capacity restrictions of the median

cilities. By comparison with the p-median problem, the
capacitated p-median problem has the following
additional constraints: (1) Each facility can satisfy only a
limited number of demands (capacity restrictions); and (2)
All demand points must be satisfied by respecting the
capacities of the facilities selected as medians.

2.1 A REAL-WORLD APLICATION

The Federal University of Parana (UFPR), located in
Curitiba, Brazil, was founded in 1912 as the first federal
Brazilian university. It currently offers 61 undergraduate
courses, 84 specialization courses (at the graduate level),
37 M.Sc. or M.A. courses and 21 Ph.D. courses.
Undergraduate students are selected via a written
admission exam applied to all candidate students. For the
2001 admission exam it has been proposed an
optimization in the assignment of candidate students to
the facilities where they will take the exam. The goal was
to assign 19710 candidate students to facilities as close as
possible to their corresponding homes. (In order to obtain
the distance between each candidate stiglérime and
each facility, all the addresses in question have been
precisely located in a digitized map of the city of
Curitiba). It was previously determined, for operational
and economic reasons, that an algorithm should select 26
facilities to satisfy all 19710 candidate students, among a
set of 43 candidate facilities. We cast this problem as a
capacitated p-median problem, as follows:

1. The set of 43 facilities (potential exam locations) is
the setV (V| = 43) of all facilities candidate to
median (actual exam locations).

2. LetVp V (Vpl = 26) be the set of the 26 selected
exam locations.

3. Each of the 43 potential exam locations can satisfy
only a limited number of candidate students.

4. The goal is to select a sép V that minimizes the

total sum of distances between each candidate
students home and its nearest exam location
(median).

The objective function (2.1) minimizes the sum of the
(weighted) distances between the demand vertexes ar::’d THE PROPOSED GA

the median set. The constraint set (2.2) guarantees that

@his section describes our proposed GA for the

demand vertexes are assigned to exactly one median. Tbapacitated p-median problem, Cap-p-Med-GA.
constraint set (2.3) forbids that a demand vertex be

assigned to a facility that was not selected as a medial 1
The total number of median vertexes is defined by (2.4)"

INDIVIDUAL REPRESENTATION

as equal t. Constraint (2.5) guarantees that the valuegach individual (chromosome) has exagtigenes, where

of the decision variables x and y are binary (0 or 1).
Assuming all vertexes of a graph are potential median

the p-median problem can be formally defined as foIIows1

Let G = (V, A) an undirected graph wheré¢ are the

p is the number of medians, and the allele of each gene
represents the index (a unique id number) of a facility
elected as median. For instance, consider a problem with
5 facilities (potential medians) represented by the
indexes 1,2,...,15. Suppose one wants to select 5 medians.



In our GA, the individual [2, 7, 5, 15, 10] represents aequal to b. Formula (3.1) returns the position in the list R
candidate solution for the problem where facilities 2, 5, 7of the individual to be selected. The formula is biased to
10 and 15 have been selected as medians. In Cap-p-Mégvor the selection of individuals in early positions of the
GA the genome is interpreted as a set of facility indexesist - i.e. the best (smallest fitness) individuals.

in the mathematical sense of set - i.e. there are ng

duplicated indexes and there is no ordering among thEN€ Population evolves according to the steady-state
indexes. method. The offspring produced by crossover (and

possibly mutation) is inserted into the population only if
they have a better (smaller) fithess than the worst
3.2 FITNESS EVALUATION individual of the current population.

In essence, the fitness of an individual is given by the

value of the objgctiyg function for the solution 34 CROSSOVER

represented by the individual - as measured by formula

(2.1). However, there is a caveat in the computation of thAs a preprocessing step for the possible application of
fitness of an individual. Note that Cap-p-Med-GA is usedcrossover, Cap-p-Med-GA computes two exchange
only to optimize the choice of the 26 medians, out of the/ectors, one for each parent, as follows. For each gene of
43 facilities. However, the computation of formula (2.1)parent 1, Cap-p-Med-GA checks whether the allele
requires that each of the 19710 candidate students fcility index) of that gene is also present (in any
assigned to exactly one of the selected medians (i.e. ti@sition) at the genome of parent 2. If not, that facility
facility where the student will take the admission exam). index is copied to the exchange vector of parent 1. This
. . . . means that facility index may be transferred to parent 2 as
This assignment is done by a pro_cedure.that is used .2 result of crossover, since this transfer would not create
Cap-p-Med-GA as a black box. Since this proce_dure_|§ny duplicate facility indexes in parerisZyenotype. The
orthogonal to the use of a GA, it will not be described insame procedure is performed for each facility index in the

detail here. For details the reader is referred to Corre :
- . o “genotype of parent 2. For instance, let the two parents be
(2001). Here we just mention the basic idea of thlghee fa%ri)lity-inic)iex vectors [1, 2, 3, 4, 5] and [2, FS) 9 10,

procedure. Once the 26 medians are selected, th ]. Their respective exchange vectors ape:= [1, 3, 4]

procedure tries to assign each candidate student to t ﬁdvpz =[9, 10, 12]. Once the facility indexes that can be

_rphedlan (glxam !oc?glc;n) that IS theﬁeare(zjs.t onito Its hfpm xchanged have been identified, the crossover operator
e problem is that, since each median has a fixed,, he applied, as follows.

capacity, some candidate students will have to be
assigned to the second (or third, fourth, ...) nearest medid¥p fixed crossover probability is used in Cap-p-Med-GA.
to their homes. Suppose there is an assignment conflictCrossover is performed whenever the two parents are not
e.g. there is just one vacancy in one median, and th&gual to each other, i.e. whenever there is at least one
median is the nearest one for two candidate students. facility index in the exchange vectors of parent 1 and
this case the student-assignment procedure prefers parent 2. If the two parents are equal to each other, i.e.
assign to that median the student that would be modfeir exchange vectors are empty, one of the parents is
prejudiced if she was assigned to its second neareggproduced unaltered for the next generation and the other
median. A student i§prejudiced to the extent of the parent is deleted, to avoid that duplicate individuals be
difference between two distances, namely the distandgserted into the population.

between her home and her nearest median and th€qssover is performed as follows. A random natural
distance between her home and her second nearggimberc, varying from 1 to the number of elements in
median. Once the student-assignment procedure {fe exchange vectors minus 1, is generated. This number
complete, the fitness of an individual can be computed by getermines how many facility indexes of each exchange
formula (2.1). vector will be actually swapped between the two parents.
We emphasize that this procedure guarantees that there
3.3 SELECTION will be no duplicate facility index in any of the two

We use a ranking-based selection method proposed l:():;r/] lldren produced by crossover.

Mayerle (1996), given by the formula below.
3.5 MUTATION

| B _ -1 41 4.rnd(P2 P) Mutation is performed as follows. The gene being
Select(R)=rj R/j P- , mutated has its current allele replaced by another

2 randomly-generated allele (a facility index), subject to the
striction that the new facility index is not present in the
(3. rrent genotype of the individual.
where R is a list R = {rr, ..., i), with P individuals

sorted in increasing order by fitness value, mfD, 1) is 36 HEURISTIC HYPERMUTATION

a uniformly-distributed random number and the_ . . - . .
This is a new heuristic operator proposed in this work. It

symbol b denotes the greatest integer smaller than ofs phased on knowledge about the problem being solved.
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This operator is applied right after the random generatiothe setH is the set {2, 3}, anBEST= X = {1, 4, 5}. The

of the initial population, and after that it is applied with aalgorithm first letj = 2, so that the following new
fixed probability (e.g. 0.5%) to each iteration of theindividuals are evaluated: {2, 4, 5}, {1, 2, 5} and {1, 4,
steady-state method (i.e. each selection of two parent8}. Suppose the best of these 3 individuals is {1, 2, 5},
possibly followed by crossover and conventionalwhich is also better than the original {1, 4, 5}. Then the
mutation). This operator starts by randomly selecting algorithm IetBEST= {1, 2, 5}. At this point the algorithm
percentage (e.g. 10%) of the individuals of the populationlet j = 3, so that the following new individuals are
Then it tries to improve the fithess of each of the selectedvaluated: {3,2, 5}, {1, 3, 5}, {1, 2, 3}. Suppose the best
individuals as follows. For each gene of the individual, itof these 3 individuals is {3,2,5}, but this individual is not
tries to replace its facility index by each facility index thatbetter than the previously best individual {1,2,5}. Then
is not currently present in the genotype of the individualBESTremains associated with the individual {1,2,5}. At
For each gene, the replacement that most improves thigis point all indexes it have been tried, so the current
individual' s fitness is performed. Note that this is a veryalue ofBEST {1,2,5}, replaces the original individux
computationally expensive operator, since each time it i the population. This process is performed for each
applied a large number of fithess functions needs to bedividual undergoing hypermutation.

performed. The cost-effectiveness of this application-

specific, computationally-expensive operator will be
evaluated in section 4. 4 COMPUTATIONAL RESULTS

More precisely, the heuristic hypermutation operatorAs mentioned earlier, the problem being solved consists
proposed in this work is implemented as follows: of selecting 26 medians out of 43 facilities. Therefore,

Procedure HYPERMUTATIQN there areC35= 421,171,648,758 (roughly 421 billion)
Step 1 candidate solutions.
Randomly select a subset of 10% of the individualsThe proposed GA was evaluated by comparing it with

from the entire population. another heuristic algorithm developed for the problem,
Step 2 namely a tabu search algorithm. The tabu search

o . algorithm used here is our implementation of the
FOR EACH individualX selected in Step 1 DO algorithm proposed by (Glover, personal communication).
Let H be the set of facility indexes that are not!n €ssence, this tabu search algorithm works as follows.

currently present in the genotype of individial
FOR EACH facility index‘i” included in seH DO
BEST=X

FOR EACH facility index“j” that is currently
present in the genotype of the individXalDO

Consider the se¥ of all candidate facilities and, V,

[Vol =p, the initial set of randomly-selected medians. Each
“move’ (operator) of the tabu search is a procedure that
consists of adding (ADD), removing (REMOVE) or
swapping (SWAP) iV, the median that leads to the best
(smallest) value of the objective function (2.1). The
moves of adding, removing and swapping are sequentially
performed, so that the number of medians in theVget
will vary in the rangep-1 |V, p+1.

This phenomenon is callédtrategic oscillatich It helps
to avoid a convergence to a local optimum.

Let Y be a new individual with the set of
facilities given by: X—{j}) {i}

Calculate the fitness of
If fithess(Y) < fitnessBEST) then

BEST=Y The ADD, REMOVE and SWAP moves are implemented
END FOR as follows:
If fithnessBEST) < fitnessk) then Procedure ADD
X = BEST Select a candidate facility from\{— Vp} which when
- added toVp results in the best possible value of
END FOR solution. Then add this candidate facility\fp. Note
: ; . that each ADD move considerg 4+ Vp| facilities as
Lr;gt;rt the newX into the population, replacing the candidate to be added to the current solution (i.e. 17
or 18 facilities for the real-world problem addressed in
END FOR this work).

Procedure REMOVE

To illustrate the use of the hypermutation operator,
consider a very simple example with only 5 facilities,
labeled {1, 2, 3, 4, 5}, out of which we want to select 3
medians. Consider an individul selected to undergo

hypermutation, containing the facilities {1, 4, 5}. Hence,

Select a median frop which when removed from

Vp results in the best possible value of solution. Then
move this median into\{ — Vg (removing it from

Vp). Note that each REMOVE move considevg| |
medians as candidate to be removed from the current



solution (i.e. 26 or 27 medians for the real-world Probability of conventional mutation = 1%
problem addressed in this work). Probability of heuristic hypermutation = 0.5%
Procedure SWAP Number of individuals that are selected for undergoing

hypermutation = 10% of Population Size = 10
Select two facilities, one median frovp and one
facility from {V — Vp}, which, when swapped, result . - .
in the greatest improvement in the feasible solutiorc@P-P-Med-GA without heuristic hypermutation
value (all possible pair-wise exchanges arepgpulation Size = 100
considered). Each SWAP move consid®fg K M —  Number of iterations = 12100

Vpl pairs of facilities as candidate to be swapped (i-eProbabiIity of conventional mutation = 1%
26 x 17 = 442 candidate pairs for the real-world

problem addressed in this work). Tabu Search

A tabu list memorizes the number of the iteration NN, mber of iterations = 150

which each median was added to a solution. During &_ '\ tenure = 10

certain number of iterations (called tabu tenure), it is

forbidden to re-insert that median to the current solutiony .. 44 Cap-p-Med-GA  without  heuristic

i.e. the .COfFeSpOF‘d'Ug move IS a_tabu (forbld_den) movqﬁypermutation performs many more iterations than Cap-
The aspiration criterion used consists of allowing the tabll"Vi04 G A with heuristic hypermutation, to compensate

restriction to be ignored if t.he quality of the new SOIUt'Onfor the fact that, when heuristic hypermhtation is applied

produced_by a tabu move is better than the quality of thgt a given iteration, a very large number of candidate
best solution generated up to now by the search. solutions are evaluated in that iteration. The small number
For a comprehensive, detailed discussion about tabof iterations of tabu search also reflects that fact that in a
search in general the reader is referred to the book ksingle iteration of the search (consisting of all possible
Glover and Laguna (1997). adding, removing and swapping moves) many different

The experiments involved a comparison between tw8"’md'd"’lte solutions are evaluated.

versions of Cap-p-Med-GA and the above-described tablhe computational results obtained by the three
search algorithm. The first version of Cap-p-Med-GA is aalgorithms are reported in Table 4.1.

full version of the algorithm, using all the genetic

operators described in section 3. This version can be _

considered a hybrid GA/local search algorithm, since the Table 4.1: Computational Results

heuristic hypermutation operator effectively incorporates : :
problem-dependent knowledge into the GA. By contrast, ﬁgjm,tt?c Gﬁemfgt?g t Tabu
the second version of Cap-p-Med-GA is a pure GA, hypermutat.| hypermutat search
which was obtained by simply switching off the heuristic ' '
hypermutation operator - i.e. this operator is nevgerNo. of eval.

applied. In other words, it uses all the genetic operatprssolutions 24,200 24,300 24,301
described in section 3 except the heuristic hypermutatjon run time 01:43:34 01:43:21 01:23-37
operator. This second version of Cap-p-Med-GA was o o T
included in our experiments to evaluate the cost- average

effectiveness of our proposed heuristic hypermutatipn distance 233 Km 2.40 Km 2:37 Km
operator in a controlled manner. total

All results reported in this section were obtained on|a distance 45,999 Km | 47,313 Km| 46,660 Kn
Pentium 1l PC with 550MHz and 128 Mbytes of RAM % nearest

In order to make the comparison between the three’ tajity 83% 79% 82%
algorithms (the two versions of Cap-p-Med-GA and the

tabu search) as fair as possible, we have carefully

determined the number of iterations performed by eaclfhe first row of Table 4.1 indicates the number of

algorithm in such a way that all the three algorithmscandidate solutions evaluated by each algorithm. The
evaluate roughly the same number of candidate solutionsecond row indicates the run time taken by each
This is fair because in the three algorithms the majority oalgorithm, in the format hours:minutes:seconds. Note that
processing time is by far taken by candidate-solutiorthe three algorithms had about the same run time. This is
evaluation. More precisely, the algoritimgarameters a result of our having carefully determined the number of
determining the number of evaluated candidate solutionierations of each algorithm so that each one evaluates
were set as follows: roughly the same number of candidate solutions, as
mentioned above. Therefore, a comparison among the
three algorithms with respect to the quality of their

produced solution is fair. The other rows of Table 4.1 are
indicators of quality of the produced solution, as follows.

Cap-p-Med-GA with heuristic hypermutation

Population Size = 100
Number of iterations = 1000
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The third and fourth rows report respectively the averageiork considers only candidate solutions with exactly the
and total distance traveled by the students, measured desired number of medians.

Km. The distance traveled by each student is the distan .
between the studesthome and the facility (median) to zb?l]edi%? ddu;)le?ggr?ergeﬁftﬁ))n(lragﬁ psrgﬁggﬁed %reﬁl\efwtg_

which the student was assigned. The average distance >dian problem. Each individual has exa nes. and
simply the total distance traveled by all 19710 studentd! P . v ptk;ye_ '
ach gene represents a facility index. This is the same

divided by 19710. The fifth row reports the percentage of resentation as the one used in our work. Thev used
students that were assigned to the facility that is indeeP . . ' y
the facility nearest to the studesthome, which is the only conventional genetic operators. By contrast, we have

ideal assignment for a student. Overall the threéievelopedaproblem—dependent operator for the p-median

algorithms did a good job, managing to assign about 800/[%roblem, as discussed earlier. D&D applied thgir GAto a
of the students to their ideal (nearest) facility. problem where the goal was to select 9 medians among

150. They used population siZ2¢ = 1000 and 150
With respect to both the minimization of average (orgenerations. They compared the results of their GA with
total) distance traveled by students and maximization ahe results obtained by the heuristic algorithm of Teitz
the percentage of students assigned to their nearestd Bart (1968), which is a heuristic algorithm
facility, the best algorithm was Cap-p-Med-GA with the specialized for the p-median problem. Although the GA
heuristic hypermutation operator. The second besiook a considerably longer processing time, both
algorithm was tabu search. The worst algorithm was Cagalgorithms produced similar solutions.

p-Med-GA without the heuristic hypermutation operator.
Therefore, these results are evidence (in this applicatioly'éno-Perez et al. (1994) also developed a GA for the
-median problem. The individual representation is the

for the cost-effectiveness of extending a conventional G same as the one used by D&D. They used only

with a problem-dependent, heuristic operator. . . i N
conventional genetic operators. Once again, this is in
contrasts with our work, which proposed a problem-

5 RELATED WORK dependent operator for the p-median problem, as

) discussed earlier. One distinguishing feature of the GA
Hosage and Goodchild (1986) (H&G) seem to have beefroposed by Moreno-Perez et al. is that they used multiple
the first researchers to develop a GA for the p-mediapopulation groups (colonies), which exchange candidate
problem. They used a simple GA, with conventionalsolutions with each other (via migration). The authors
genetic operators. Each candidate solution waslaim that this method helps to avoid premature
represented by a binary string, where each bit correspondenvergence to a local optima. In the above reference the
to a facility index. Each allele (1 or 0) indicates whetherauthors did not compare their proposed GA with any
or not the corresponding facility is selected as a mediar@ther algorithm, so it is difficult to say how cost-effective
If the number of bits set ttl” is different fromp the the algorithm is.

solution is deemed invalid and a penalty (proportional tqrkyt et al. (2001) also developed a GA for the p-median
the extent of restriction violation) is applied to the fitnessproblem. Each individual also has exactty genes

of the individual. H&G tested their GA in a problem representing a set @f selected medians. In addition to
where the goal was to select 3 medians out of 20 facilitiesonventional genetic operators, they use ‘tB&ing-of-
(i.e.n = 20, p = 3). They used a population of 25 Change Operatdr independently suggested by Booker
individuals @ = 25), and did experiments with different (1987) and Fairley (1991). This operator uses a string of
numbers of generations, varying from 120 to 210. Inchange, which consists of a binary vector generated for
experiments with randomly-generated problem instancegach parent of a crossover. The parents are passed to an
the GA obtained the optimal solution in about 70% andexclusive OR (XOR) operator. The expressiokOR b is
90% of the problem instances, when running the GA foflefined as 1 ifa b and 0 otherwise. For instance,
120 and 210 generations, respectively. At first glanc@pplying XOR to the parents [10, 9, 12, 24, 7, 3] and [10,
these are good results. However, the GA uses a classle 7. 8, 12, 3] one would obtain the binary vector [0, 0, 1,
binary individual representation, which is not veryl. 1, 0l In order to avoid that crossover produces
suitable for this problem. It wastes memory andoffspring identical to the parents, only the genes between

processing time. The problem instances used to evalualf® first"1” and the last1” in the parents can be selected
as crossover points.

. . . 3
the algorithm had only 1140 candidate solution€5(). 1 pasic idea of this string-of-change operator is

However, the GA generates and evaluates 2905 and 5066nceptually similar to the exchange vector used in our
solutions, when it is run for 120 and 210 generationswork. However, we believe our exchange vector is more
respectively. Although there are only 1140 candidatesuitable for the p-median problem, based on the following
solutions, the search space for the GA?5(@ll possible rationale. In order to identify the facility indexes that can
binary strings of length 20). Roughly 99.9% of thebe swapped between the parents, our exchange vector
possible individuals are invalid solutions, and the GAMechanism considers that each individual contains a
wastes time analyzing them. Our work clearly avoids thi§unordereq setof facility indexes. By contrast, the string-
problem, since the individual representation used in oupf-change, XOR mechanism considers that each



individual contains adrdered list of facility indexes. For  Finally, from a GA viewpoint, an interesting research
instance, in the above example, the facility indexes 12 andirection is to investigate whether the heuristic
7 were identified as possible crossover points by théypermutation operator proposed in this work can be
string-of-change operator, despite the fact that they aradapted to work, in a cost-effective manner, with other
present in both parents, since the position of theicombinatorial optimization problems.

occurrence in the genotype |$_d|ﬁgrent in the two parentSACKNOWLEDGMENTS

By contrast, those two facility indexes would not be

included in our exchange vector, since they occur in botkVe are very grateful to Fred Glover and Erhan Erkut, for
parents. After all, the position of a facility index in the having sent us papers on tabu search and GA algorithms
genotype is arbitrary, from the viewpoint of specifying aapplied to the p-median problem. In particular, as
candidate solution. E.g., thset of medians {7, 12} mentioned in the text, Fred Glover suggested us the tabu
represents the same solution assitef medians {12, 7}, search algorithm implemented in this work.

which is not recognized by the string-of-change operator.
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Abstract performance on input with a well-defined structure.
Performance on infrequently occurring input or on input
with different structures may not be fully explored by
such methods.

This paper describes a genetic algorithm-based
test case generator for use in the empirical
analysis of algorithms. The fitness function for

the genetic algorithm is the number of operations
executed when the algorithm is run with the test

Two questions of interest to algorithm designers are: 1)
does the new algorithm do better than other algorithms on
a given set of input cases, and 2) what are the input cases
on which the new algorithm performs poorly? With the
random generation, structured input, and real-world data

approaches, the input is static. When a new algorithm
version is being tested, we can only compare its
performance to the old version on a given set of inputs,
leaving open the question of which inputs cause the new
algorithm to perform badly. We could try to generate
more random input in an attempt to find pathological
cases, but doing a random search of a large input space
might take a long time without yielding any bad cases. If
our interest is data of a certain structure or real-world
data, we could examine the second question by trying
1 INTRODUCTION input cases with various structures, but that would require
intereslmaking assumptions about what affects performance and

Empirical analysis of algorithms is of increasing oY . ; .
to the algorithms community. This type of researchde5|gn|nganeW|nput set for each new algorithm version.

focuses on the performance of algorithms in practice, aSur work focuses on developing a more dynamic system
analyzed through computational experiments.  Suclfor generating input in which the generator acts as an
analysis leads not only to a better understanding of howdversary to the algorithm, producing test cases on which
well existing algorithms perform, but can generate newhe algorithm performs poorly. This generator uses a
practical as well as theoretical improvements to theyenetic algorithm (GA), a search technique based on the
algorithms (Johnson and McGeouch 1993; Cherkasskydea of survival of the fittes(Goldberg 1989). An initial
Goldberg, and Radzik 1993; McGeouch 1986). Just agopulation of objects representing test cases is generated,
techniques such as average case and worse case analgsish object's fitness is evaluated, and depending on that
were developed for studying the asymptotic behavior ofitness it may survive to reproduce and create the next
algorithms, there is a need to develop robust techniques tgneration. Objects with higher fithess have a greater
study and characterize the behavior of algorithms irthance of reproducing. In our work, a test case object’s
practice (Hook 1994). fitness is based on how the algorithm performs on that test

One important area of study is the development o ase -- the worse the performance, the higher the fitness.

methods to generate cases for testing implementations the fi_nal _best individual af_ter many.generations. of
algorithms (Goldberg 1998). Traditionally, this input hasreproductlon is the test case object on which the algorithm

been of three forms: 1) random input based on a generBfformed worst. 'We define performance by counting
probability model, 2) real-world input, or 3) random input operations of interest performed by the algorithms, but
of a given structure (such as grid graphs or graphs with Blerformance could al_so be bas]f:d on ot_her measures such
certain degree sequence). While each of these input typ§§ resource usage (in terms of execution time or s_pace)
is important to understanding the behavior of ar@nd quality of output (especially in the case of heuristics).
algorithm, they do not yield a very complete picture ofwith the GA approach, we can readily compare

behavior because they focus on either average case algorithms and study the relationship between input and

case as input — the worse the performance, the
higher the fitness. The goal of the generator is to
produce test cases that are pathological for the
algorithm. We present results from experiments
using a GA-based generator for maximum

cardinality bipartite matching and show that the

results are better than the results using randomly
generated test cases.
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performance for a given algorithm. First, in order tothat graph. Because of the underlying properties of the
compare algorithms, we can run the new algorithm on theriginal method used to generate graphs, degrees of
final population generated by the GA for the oldnoncover vertices were consistently lower than degrees of
algorithm and vice versa. This allows us to test eaclover vertices. Since one of the heuristics being tested
algorithm on input cases that were hard for the otheused a greedy rule that repeatedly chose vertices of
algorithm. Second, because the GA generator adapts ifghest degree for the cover, it did very well on these

output to a particular algorithm, we can studygraphs. Correcting this problem necessitated modifying

performance by using the new algorithm for the GAthe generator so that it kept the average degrees of the
fitness function and running the adversarial generatocover and non-cover vertices nearly equal.

again. This allows us to answer the second question
providing a set of test cases on which the new algorith
performs poorly.

tE’;‘As have been used previously in generating test cases
Tor real-time software systems (Wegener, et. al., 1997).
In these systems, execution time is part of the correctness
Obviously, the utility of this GA-based approach dependslefinition of the software. For example, in a rental car
on the strength of the relationship between inpureservation system, calculations of available vehicles
structures and algorithm performance. For example, ithust be completed within a certain time in order for the
would not be appropriate for algorithms that perform thesystem to be acceptable. Testing needs to characterize the
same number of operations on all input. Fortunately, fotime bounds of such calculations. Traditional testing
most algorithms of interest, there is some relationshipnethods would require the development of these best and
between input and performance and we can gain insighworst cases. This is a difficult task due, in part, to the
into algorithm behavior by studying the structure of theimpact of the system environment on execution time. The
GA-generated input. GAs generated test cases that could be used to establish
wider bounds on execution time than test cases produced
by random generators. While the purpose of these
2 RELATED WORK experiments was to test the temporal correctness of the

In previous empirical work on algorithms, test cases havBrograms, they demonstrate the utility of GAs in
been primarily of three types: 1) randomly generated datd€nerating extreme test cases for problems.

based on a particular probability model, 2) randomly

generated data of a particular structure, and 3) data fr0@ BIPARTITE MATCHING

real-world applications. Most of the experimental work

in recent years has used the latter two types. In particulafrhe algorithms under study in our current work are
if a pathological structure for a particular algorithm isvariations of a push-relabel algorithm that solves the
known researchers will construct a generator whichmaximum cardinality bipartite matching problem. In this
creates test cases with that structure (Moret and Shapisection we describe the basic problem as well as the
1994; Cherkassky, Goldberg, and Radzik 1993). algorithms of interest.

In 1991, the first DIMACS Implementation Challenge,

which focused on empirical testing of network flow and3.1 PROBLEM DESCRIPTION

matching algorithms, was held (Johnson and McGeocIrr e maximum cardinality biparti ; ;
o y bipartite matching problem is

1993). Generators produced by participants and collectegl . < i ; C

by DIMACS produced either random graphs or graph fined as follows: given an undirected bipartite graph

. . . ith vertex setN, divided into two set§N; andN, , find
which had particular structures, such as grid graphs a e maximum cardinality séti' of edges §,v) such tha

acyclic graphs. Several also produced known N;andv N, and for all other edges'(v) M,u u

pf';\thological cases for particular algorithms.  In panelandv V. S0 no vertex is matched with more than one

discussions ~ following  the formal presentations, iar vertex. A matching which includes coversall

participants lamented the lack of challenging test cases fQ/rertices inN, andN, is called aperfect matching The

the algorithms. In particular, they expressed concern thaf,yimm size matching possible for a given graph is

_by using  a limited - set of test Cases, algorlthn_]min(|l\ll|,|N2|). We restrict our graphs so thab|E|N,|.

implementations could be tuned to certain structures in plications of this problem include job scheduling
&

the test cases. This would gnsure_gooq performance. ttern matching in images and strings, and resource
the existing cases, but contribute little in understandin ocation

algorithm behavior on other non-represented structures.

Another problem with generators that _prodl,!ce structured , ALGORITHM DESCRIPTION

cases is that they may introduce unintentional features o _ )

into the input because of the construction procedurelhe bipartite matching problem can be transformed into a
These difficulties are described in (Sanchis 1994) irspecial case of the maximum flow problem by adding a
relation to a generator for vertex cover, an NP-har@ource vertexs, and edges frorato each vertex i, and
problem. The generator was designed to produce tedflding a sink vertekand edges from each vertexNato
cases with known solutions by creating a minimal grapfi- In the maximum flow problem, the goal is to transport

with a cover set of a given size and then adding edges & much flow as possible from the source to the sink,
given the constraint that edges have limited capacity. In



the bipartite matching application, each edge is given uniglobal relabel as before until the maximum flow has been
capacity. The Goldberg-Tarjan push-relabel algorithntomputed. The Goldberg-Tarjan algorithm with minimum
(Goldberg and Tarjan 1986) computes flow on the edgedistance label vertex selection and global relabeling has
that meet the following constraints: an O sqrt(n) bound, where is the number of vertices

capacity constraint the flow on each edge must be andmis the number of edges.

less than the capacity of the edge, We have also included a preprocessing step suggested in
(Setubal 92). This has no known effect on the worst-case
heoretical bound, but the preprocessing does appear to
elp in practice. Before any push/relabel operations
begin, an initial greedy matching is done. In this
flow conservation constraint: the flow entering a matching, eachN; vertex is paired with the first
vertex is equal to the flow leaving a vertex (does nounmatchedN, vertex in its edge list. If no unmatched
apply to source or sink). node is found, a match is made with the first node in the
The first and last constraints ensure that the flow on edg&dige list, even though it is also matched with one or more

between vertices itN; and vertices irN, represents the Other vertices. Each vertex matching is counted as a push
ﬁ%eratlon and labels are updated so Mhavertices have

flow antisymmetry constraintthe flow on an edge is
equal to the negation of the flow on its reversed edg
and

maximum matching of the graph because each edge c elh(u=1 and the edges in the matching have one unit

only have one unit of flow. Since only one edge goes int . ; ; .
each vertex i\, (from the source), flow can occur at of flow. After this, the Goldberg-Tarjan algorithm is used

most on one edge going out. The same is true of thi@ fini_sh computing_the flow (and therefore the legal
edges going into the verticesh. matching) on the revised network.

The Goldberg-Tarjan algorithm works by initially pushing

one unit of flow along each edge from the source t\the 4 GENETIC ALGORITHM TEST

vertices. The flow conservation constraint is relaxed tfCASE GENERATOR

allow this Ni-unit preflowto exist as excess at the vertices ) ) )

in the network. Vertices are given a distance label, whict) implementing a genetic algorithm, we use SGA
approximates their distance from the source or sink{Simple Genetic Algorithm), a set of functions written in
Initially the vertex label is set to O for all vertices exceptC Which implement the GA described in Goldberg's
the source. The label afis set toN;+N,+2. An edge classic book (Goldberg 1989; Smith, Goldberg, and
(u,v) in the residual network (i.e. edges which have nd=arickson 1994). This code has been modified extensively
flow on them) iseligible for a push operation if the O include crossover z_;md mutation variations specific to
distance label ofi(h(u)) is equal to 1k(v). By adjusting this problem. User input to the basic SGA program
distance labels for each vertex throughabeloperations ~ includes: population size, chromosome length, number of
and pushing flow along eligible edges usimush generations, crossover probability, mutation probability,
operations, the algorithm sends as much flow as possibfd random number generator state file. We also
from the source to the sink. When all flow possible hagncorporated the MRANDOM pseudorandom number
gone to the sink, excess flow in the network is pushe§enerator code to facilitate reproduction of results
back to the source in order to convert the preflow into 4Thomborson 1993). This  program contains a
legal flow. The edges (betweeN; vertices andN, Pseudorandom number generator based prand ,

vertices) that have flow in the final network form the developed by Bentley and Knuth. State files can be saved
maximum cardinality matching skt between runs so the problems with initial random number

sequences can be avoided. This also allows us to repeat

At any point in the algorithm, several edges may b& st runs by starting the random number generator with
eligible for push operations. One set of algorithmg, o4 state File.

variations focuses on the decision about which vertex to ) ) ] ) .
process next when pushing flow through the networkThe sequence of operations in the genetic algorithm itself
The variation we explored usesinimum distance vertex IS the standard one(Goldberg 1989):

selection (Goldberg and Kennedy 1994).  In this 1 Generate initial population of chromosomes.
algorithm, the vertex selected for processing is the vertex

with the minimum distance label. In addition, a periodicz- Evaluate fitness of each chromosome in the initial
global updating of the distance labels is done whenevdtopulation.

the distance label of the vertex chosen is higher than arg, Using selection, choose members of the current
previous selected vertex. This global relabel computes agopulation as parents and combine them using a crossover

exact distance from each vertex to the sink in the TESidU@perator to produce members of the new population.
network using a backwards breadth-first search and se}P M L . .
the vertex label to that value. A second backwardd: Mutate individual chromosomes in the new population.
breadth-first search is done from the source to thosB. Evaluate the fitness of the chromosomes in the new
vertices which had no path to the sink in the residuapopulation.

network. The labels of these vertices are sellfte [the

distance to the source. Processing continues after eagﬂr If this is final generation, stop and output the

omosome with best fitness. Otherwise, go to step 3.
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Generation of the initial population is discussed below a§; EXPERIMENTS

are the crossover and mutation operators. Fitness for an ) ) )
individual is calculated using the number of pushes in théh our experiments we used two different genetic
push/relabel bipartite matching algorithm. This measur@lgorithm generators. The first generates graphs based on
was chosen because pushes are the bottleneck operatignixed number of nodes and an edge probabilipedge

in this algorithm. We use a modified elitist selectionThe second generates graphs with a fikeédnd fixed
where the two best individuals are automatically copied telumber of edgesM. Both use the representation for
the new population without undergoing change ubto blpartlte_ graphs described. The_y differ in their initial
crossover and mutation. Roulette wheel selection is use@eneration, crossover, and mutation methods.

to choose the parents for the rest of the new population.

5.1 VARIABLE EDGE COUNT GRAPHS

4.1 REPRESENTATION For the variable edge count GA, the initial bitstrings are

As described above, a bipartite graph is a collection ogenerated with each position set to 1 with probability
nodes K) and edgesM) in which the nodes can be Pedge Otherwise the position is set to O.

divided in two groupsN, and N, such that for any The crossover method is callpdrtial-v crossover The
edge(,v) M,u Ny andv N, Inourexperiments, we dea behind this method is to preserve some of the edge
represent a graph as a bitstring of lengMi[x|Nal,  structure of the parents when creating the children. First,
consisting of 0's and 1's. We can think of this as @nhe randomly generated crossover pgirgan only occur
flattened adjacency matrix where a 1 in a positiongt N, vertex boundaries in the bitstring. Second, wepise
indicates the presence of an edge and a 0 indicates thedetermining where to begin crossover exchange on the
absence. Beginning in position O (the leftmost position), vertices as well as tHe, vertices. This means that the
the first N| positions represent the edges from the firskqge structure of the vertices above the crossover point
node inN; to the nodes ifN,. Figure 1 shows a bipartite s maintained in the respective children while the edge
graph with its corresponding bitstring. The substringstrycture for the vertices below the point is the result of
"00010" for vertex0 in N; means that there is an edge compining the two parents. This method can result in a
from that vertex to only vertex 3 M, while the substring change in the number of edges in each graph, but the
"10001" for vertex 2 in Nrepresents edges from that change is acceptable, given the probability model. Figure
vertex to vertices 0 and 4 M. Note that this graph has 3 jjystrates the crossover method. In the children, the
a perfect matching which includes the edges (0,3), (1,0bdges contributed by parent 1 are shown as solid lines
(2,4), (3,1), and (4.2). while edges contributed by parent 2 are shown as dotted
lines. The crossover poiptappears as a dashed line.

Figure 1: A bipartite graph and its chromosome

Figure 2: Partial V-Crossover



The mutation method is designed to preserve the qualities3 RESULTS

of the probabilty model as much as possible. In ' . . . .
particular, the edge probabilipedgeis used to determine Our first experiments consisted of simply running th_e
. i~ GA-based generator and the random generator using
what the value of the mutated bit position should be. The, ' - . .
. S identical input parameters and producing the same
current value of the bit position is ignored and a rando

numberr between 0 and 1 is generated. r K= pedge umber of graphs. We found that the worst graphs from

. oL : : ... the GA generator were consistently of higher fithess than
}ngtt?:ob't position is set to 1, otherwise the bit pOSItlorEhe ones from the random generator. Early results showed

that the worst cases occurred when one or more of the
vertices had only one or two edges and another vertex was
5.2 FIXED EDGE COUNT GRAPHS matched to the neighbor first. For example, suppose

Our second GA maintains a fixed number of edges iYerteX 8 in groupN; has one edge (2, 8), but edges (2, 6)

each graph representation. For generation of the initignd (2.' 7) are.also in the graph. During the in_itial greedy
population, the following technique is used. matching, vertices 2 and 6 are matched, leaving vertex 8

to become an extra match with 2. This conflict can cause

1. Set all positions in the chromosome to 0 initially. a chain reaction of rematchings until vertex 8 is finally
0 tolchrom1. graphs, we decided that giving priority to low-degreed

S ) vertices during matching might alleviate this problem.
3. If that position in chromosome is currently 0, change itrpjs, of course, also makes sense intuitively -- if there are
to 1; otherwise repeat the number generation until ibnly two possible matches for a vertex, there is a high

indicates a position that is 0. The repetition is necessaiyohability that the final matching will include one of
because we may have duplicates in the random numbg{sse edges.

sequence so we need to choose a different edge to add. . .
] ) . To that end, we developed three new versions of the basic
The crossover method is as follows, with processinggorithm described in section 3.2:

beginning at the first position in the chromosome: ) ) o
» Vertex-ordered greedy matchingluring the initial

which child has one less edge than the others currently. |o\est to highest.

2. If the position is a 0 in each parent chromosome, then pegree-ordered edge selectiouring all processing,
make the position 0 in both children. Likewise, if the maintain the edges lists of both the and N, vertices in
position is a 1 in each parent chromosome, then make thgder. For edgesu( v), this order is determined by the
position 1 in both children. degree of/ and is in increasing order.

3. If position is different in each parent: « Combination:Combine the two approaches.

a) if deficit=0 then generate a random numbéetween  Taples 1, 2, and 3 show the results of experiments with
0and 1. Ifr <0.5, then set the position to 1 in child 1 andine pasic algorithm and the three variations of density for
0 in child 2. Sedeficitto 2. Ifr 0.5, do the opposite yariable edge count graphs. Algorithms 1 through 4 are
and sedeficitto 1. the basic algorithm, vertex-ordered algorithm, edge-

b) if deficit= 1, then set position to 1 in child 1 and 0 inordered  algorithm, ~and  combination  algorithm
child 2. Resetleficitto 0. respectively.

c) if deficit=2, then set position to 0 in child 1 and 1 in We ran two sets of experiments. First, we ran the GA
child 2. Resetleficitto 0. generator forg generations and recorded the maximum

fitness reached. We did this 10 times for each set of

Because the number of edges (and therefore the nUMBEL ameters.  The numbers in the table represent the
of 1's in the bitstring) must remain constant, the mutation, - vimum. mean. and standard deviation of this data.

method must ensure that if an edge is added, another e &Basoning that longer chromosomes may require more

is removed and vice versa: time to converge, we usep= 200, 300, 400, 500 far =
1. For each mutated bit position, flip the bit by changing32, 64, 128, 256 respectively. The other GA parameters
0 to 1 and vice versa. were popsize=100, pcross=.9 andpmutation=.01. For

the variable edge count graphs, we used three different

2. If 0 was changed to 1 (so an edge was added), gener o : o .
a random number between 0 afdhrom1 and check the ?gﬁlﬂzs(g;(;s:fzr 2t;1eE(trens)ts: rslelgén% g1nede3d)%?nﬁ))r c;bab;l(;t%{[(ig that:

bit at that position. If the bit is 1 then change it to O.
Otherwise continue to generate a random numhentil
the bit at positiom is 1. Change that bit to O.

An analogous operation is done when an edge is delet
during mutation.

For the fixed edge count graphs, we used three
comparable densitied) m = n,2) m = n log n,and 3)m
= n sqrt(n).

(?H the second set of experiments, we used a random graph
generator with the same edge probabilities to produce a
comparable number of graphs. Ror= 32, 64, 128, we
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generated 20100, 30100, and 40100 random graphs Table 1: Maximum/Mean(Std. Dev.) Fitnesses for
Variable Edge Count Graphsefm)=n

respectively. For each density and valuengive ran the
algorithm variation 10 times and recorded the maxim

fitness produced. As with the GA data, the RA =32
information in the table includes the maximum, mean ahd\g. 1

standard deviation of these 10 runs. 2:9 g
Because we were using ttRANDONaANdom number Alg 4
generator, we were able to save the states of the ran Sne

number generator at various points. Before starting he_64
experiments, we created and saved 10 random numfb T 1
generator states. We did this by seeding the randp 9

number generator and running it f@©0,000 iterations. lg 2
We then saved the state. For the next state, we retriejy 3

&g
the first one and iterated 100,000,017 more times, sav| r@lg 4
the state at the end. For each of the other 8 states we Yised
the previous state and iterated 100,000,017 times. yv@&=128
used this approach rather than reseeding the randofg 1
number generator for two reasons. First, (ThomborspAlg 2
1993) has noted problems with nonrandomness in fhalg 3
beginning of the sequences with various generatoqrAlg 4
Second, determining on a truly random number wifh
which to seed each new start is virtually impossible. Withh=256
these two considerations, we believe that our approach g 1
the soundest. Alg 2

For each set of parameters, run 1 started with the ffAlg 3
random number state, run 2 started with the second, arﬁig 4

GA
184/151(28.3)
158/111(30.1)
168/126(23.1)
130/82(24.3)

GA
588/378(111.5)
472/257(99.7)
592/383(116.1)
232/169(32.5)

GA
1060/635(199.8)
886/442(168.9)
962/616(171.6)
448/343(66.9)

GA
1072/729(163.6)
1322/641(252.8)
1044/724(183.5)
866/601(160.3)

RANDOM
76/70(3.6)
66/60(4.0)
70/59(7.1)
52/49(1.9)

RANDOM
156/137(10.8)
156/125(13.5)
146/120(13 2)
136/102(13.1)

RANDOM
308/241(26.1)
234/214(11.7)
248/221(13.8)
216/201(6.5)

RANDOM
564/458(51.7)
444/397(29.7)
536/438(52.6)
438/378(31.5)

so on. We did this so that we could be assured that the
comparable genetic algorithms were starting out with the
same initial populations. We did run into one problem in
our original set of experiments. The number of iterations
between each state and the next was too small so that they

overlapped. This resulted in cycles in the fitnesses of the Table 2: Maximum/Mean(Std. Dev.) Fitnesses for
graphs generated using the random generators. We chose Variable Edge Count Graph&{m)=n log n

a large iteration in the states for the final experiments i

order to avoid this problem. n=32

Alg. 1
Our goal in doing these two sets of experiments WaSA|g 2
twofold. First, we wanted to determine whether the GA{ alg 3
based generator was capable of finding harder graphs (|ir)g\|g 4
terms of the number of pushes required) than the random
generator. Second, we wanted to compare the algorith =64
variations to see whether the same graphs are difficult fq rAIg 1

each. Alg 2
In looking at Tables 1-3, it is clear that, especially at th¢ Alg 3
lowest density, the GA generator is able to find Alg 4
significantly harder cases for the algorithm variations tha

are found using the random generator. At that density, tllen=128
maximums found by the GA are approximately 1.7 to 3. Alg 1
times worse than the maximums found by the rando Alg 2
generator. The means are 1.6 to 3.1 times worse. The GAp |y 3
based generator is not as successful at the high fAIg 4
densities, but in most cases, the graphs found are mdre
difficult than those produced by the random generato ‘=256
Graphs with higher densities are easier to match th Mg 1
graphs with low densities so it is not surprising that th g
maximum fitness decreases as we move to the right in t %:g g

table.
Alg 4

GA
118/101(7.5)
100/90(6.6)
70/53(6. 6)
52/41(3.8)

GA
238/197(15.3)
172/159(8.7)

164/122(26.4)
160/105(27.3)

GA
368/340(14.7)
350/301(22.5)
316/290(36.5)
286/255(15.2)

GA
686/628(33.0)
560/518(27.7)
756/ 605(63.7)
532/489(22.5)

RANDOM
66/60(3.9)
68/54(7.9)
42/42(0.0)
40/40(0.8)

RANDOM
138/129(5,3)
126/115(6.4)
114/106(7.4)
102/86(7.7)

RANDOM
352/255(35.4)
236/225(7.4)
224/209(11.4)
210/184(11.4)

RANDOM
508/480(15.3)
482/442(16.3)
442/400(20.8)
400/363(22.7)




Table 3: Maximum/Mean(Std. Dev.) Fitnesses for
Variable Edge Count Graph&{m)=n sqrt(n)

from generation to generation. Since this degree structure
may be important in determining the difficulty of the
graph for the algorithm, the disappointing performance
was not unexpected.

n=32 GA RANDOM

Alg. 1 96/79(21.8) 42/40(0.6)

Alg 2| 40/40(0.0) 40/39(1.1) Table 4: Mean Improvement of Combination Algorithm
Alg 3 | 40/38(1.5) 38/37(1.0) over Basic Algorithm - Variable Edge Count Graphs
Alg 4 | 36/36(0.0) 36/36(0.0)

GA | RAN
n=64 | GA RANDOM E(m)=n
Alg 1 | 196/192(27)  98/86(5.4) n=32 | 77% 53.206
Alg 2 170/134(24.7) 100/78(8.4) n=64 80.5% 50.9%
Alg 3 92/85(5.2) 76/73(1.4) n=128 | 74.8% 45.3%
Alg 4 | 74172(0.6) 72/72(0.6) E(m) = nlog n

n=32 67.9% 45.8%
n=128 | GA RANDOM n=64 | 66.7% 48.9%
No 2 | 312360404  196640118) n=126 oriv | 48.2%
g . . -
Alg 3 | 186/167(8.8)  156/151(3.7) 232 | 57 3%E(m) 3 2%”1({)2
Alg 4 | 166/159(4.7)  152/144(4.9) . T
Alg 1 | 638/472(78.2)  346/327(8.6)
Alg 2 | 406/362(24.2)  324/316(5.3)
Alg 3 | 324/307(7.8)  312/301(6.8)
Alg 4 | 338/209(14.5)  302/292(5.2) 6 CONCLUSIONS

The GA-based generator shows promise as a tool for
exploring pathological cases for algorithms. In particular,
o X . :  succeeded in producing cases that were significantly
90n3|der|ng th_e vertex degrees in processing may yield g{, ey (up to 3.9 times) than those generated by a random
improvement in performance. In almost all cases, theenerator for the same algorithm. While we focussed on
hardest graph found for the degree-based variations is n tparticular graph-based problem, the same approach can

as difficult as the hardest graph found for the basigq taxen on other problems where the structure of the
algorithm. But this difference could possibly be attnbutedinput affects the performance of the algorithm
to the GA not being able to find and exploit structures that '

yield hard cases for the variations. We tested thighe work also suggested an adjustment to the
conjecture by running one of the variations (algorithm 4)Goldberg/Tarjan algorithm that may lead to a faster
on the graphs produced by the GA-based generator whédnning time on some input.  Early experiments show
the basic algorithm was used in the fitness function. Tablgromise, but more examination of the variation is needed
4 shows these average percentage improvement® ensure that the time for processing does not cause too
Clearly, the graphs that are difficult for basic algorithmmuch overhead in performance.

are not as difficult for the degree-based variation. So the
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Abstract to satisfy these requirements: being distributed, self-
organising and lightweight. In addition, Kim and Bentley
(1999a) introduced a number of remarkable features of
This paper investigates the role of negative  human immune systems that satisfy these three design
selection in an artificial immune system (AIS) goals. It is anticipated that the adoption of these features

for network intrusion detection. The work should help the construction of an effective network-
focuses on the use of negative selection as a pased IDS.

network traffic anomaly detector. The results of
the negative selection algorithm experiments
show a severe scaling problem for handling real
network traffic data. The paper concludes by
suggesting that the most appropriate use of
negative selection in the AIS is as a filter for
invalid detectors, not the generation of
competent detectors.

An overall artificial immune model for network
intrusion detection presented in (Kim and Bentley, 1999b)
consists of three different evolutionary stages: negative
selection, clonal selection, and gene library evolution.
This model is not the first attempt to develop an AIS for
network intrusion detection. Various approaches to build
an AIS have been attempted mainly by implementing only
a small subset of overall human immune mechanisms
(Dasgupta, 1998). This is because the nature of human
1 INTRODUCTION immune systems is very complicated and sophisticated

and thus it is very difficult to implement perfect human
The biological immune system has been successful @hmune processes on a computer. However, as seen from
protecting the human body against a vast variety obther immunology literature (Paul, 1993; Tizard, 1995),
foreign pathogens (Tizard, 1995). A growing number ofan overall immune reaction is the carefully co-ordinated
computer scientists have carefully studied the success @ésult of numerous components such as cells, chemical
this competent natural mechanism and proposed computeignals, enzyme, etc. Therefore, the omission of crucial
immune models for solving various problems includingcomponents in order to make the development of AIS
fault diagnosis, virus detection, and mortgage fraudsimpler and more applicable may detrimentally affect the
detection (Dasgupta, 1998; Kephart et al,1995). ~ performance of an AIS. This implies that appropriate
~ Among these various areas, intrusion detection is artificial immune responses can be expected only if the
vigorous research area where the employment of apples of crucial components of human immune systems

artificial immune system (AIS) has been examinedare correctly understood and they are implemented in the
(Dasgupta, 1998; Kim and Bentley, 1999b; Hofmeyr,right way.

1999; Hofmeyr and Forrest, 2000; Forrest and Hofmeyr, "|n this paper, we continue our effort to understand the
2000). The main goal of intrusion detection is to detectoles of important components of artificial immune
unauthorised use, misuse and abuse of computer systegystems especially for providing appropriate artificial
by both system insiders and external intruders. Currentlymmune responses against network intrusions. Following
many network-based intrusion detection systems (IDS’spur previous work identifying three different evolutionary
have been developed using diverse approaches (Mykerjegages: negative selection, clonal selection, and gene
et al, 1994). Nevertheless, there still remain unresolvefibrary evolution, of AIS by extensive literature study
problems to build an effective network-based IDS (Kim(Kim and Bentley, 1999a; 1999b), this paper focuses on
and Bentley, 1999a). As one approach of providing thehe investigation of the roles of first stage: negative
solutions of these problems, previous work (Kim andselection. With implementation details of this stage, this

Bentley, 1999a) identified a set of general requirementsiork presents how and which aspects of negative
for a successful network-based IDS and three design goals



selection can contribute to the development of ario each self pattern defined. If any randomly generated

effective network-based IDS. pattern matches a self pattern, this pattern fails to become
a detector and thus it is removed. Otherwise, it becomes a
‘detector’ pattern and monitors subsequent profiled

2 BACKGROUND patterns of the monitored system. During the monitoring
stage, if a ‘detector’ pattern matches any newly profiled
21 NEGATIVE SELECTION OF THE HUMAN pattern, it is then considered that new anomaly must have
IMMUNE SYSTEM occurred in the monitored system.

. ) ~_ This negative selection algorithm has been successfully
An important feature of the human immune systems is itgpplied to detect computer viruses (Forrest et al., 1994),
ability to maintain diversity and generality. It is able totgo| breakage detection and time-series anomaly detection
detect a vast number of antigens with a smaller number @basgupta, 1998) and network intrusion detection
antibodies. In order to make this possible, it is e01Uipp<93Hofmeyr, 1999; Hofmeyr and Forrest, 2000; Forrest and
with several useful functions (Kim and Bentley, 1999a) Hofmeyr, 2000). Besides these practical results,
One such function is the development of matureD'haeseleer (1997) showed several advantages of
antibodies through the gene expression process. Thfegative selection as a novel distributed anomaly
human immune system makes use of gene libraries in twgetection approach.
types of organs called the thymus and the bone marrow.

When a new antibody is generated, the gene segments of
different gene libraries are randomly selected and® ALGORITHM OVERVIEW

concatenated in a random order, see figure 1. The maif i \york used a negative selection algorithm to build an
idea of this gene expression mechanism is that a Vaﬁhomaly detector. This was achieved by generating

®Yetectors containing non-self patterns. The overview of
this algorithm is provided in figure 2 and 3. The negative
selection algorithm for network intrusion detection used
Gene Library in this paper follows the algorithm of Forrest et al (1994,
1997), described in the previous section. ‘Self’ was built

combinations of gene segments in the gene libraries.

ST Antigen by profiing the activities of each single network

y D ﬂ g B . connection. The detail of self profiling is described in the

"""" \ M next section.

Mm M / Antibody Self Strings

H ﬂ Generate l
Random — Match s Detector Set
Figure 1 Gene Expression Process Strings

However, this mechanism introduces a critical problem. lyes
The new antibody can bind not only to harmful antigens Reiect
but also to essential self cells. To help prevent such elec

serious damage, the human immune system employs

negative selection. This process eliminates immature Figure 2 Detector Set Generation of
antibodies, which bind to self cells passing by the thymus a Negative Selection Algorithm (Forrest et al, 1995)
and the bone marrow. From newly generated antibodies,

only those which do not bind to any self cell are released
from the thymus and the bone marrow and distributed g
throughout the whole human body to monitor other living i

cells. Therefore, the negative selection stage of the human

Detected
Non-self

immune system is important to assure that the generat%d Detector Set i — i Match i —
antibodies do not to attack self cells. yes

2.2 THE NEGATIVE SELECTION ALGORITHM

Forrest et al (1994; 1997) proposed and used a negative ] ] ) )
Seiection algorithm for Various anomaiy detection Even though th|S WOI’k fO||OWS the Imp|ementatlon detaI|S
problems. This algorithm defines ‘self by building the of Forrest et al's negative selection algorithm, there are
normai behaviour patterns Of a monitored System_ |£WO |mp|ementat|0n detaI|S d|ﬁerent from Forrest et al
generates a number of random patterns that are comparé94, 1997). In the encoding of detectors, each gene of a

Figure 3 Non-Self Detection by a Detector Set



detector has an alphabet of cardinality 10 with valuegt NETWORK TRAFFIC DATA VS

from ‘0’ to ‘9’ and the allele of this gene indicates the NETWORK INTRUSION SIGNATURE
‘cluster number’ of corresponding field of profiles. As

presented in the next section, the self profile built fromThe data chosen for this work was collected for a part of
the first data set has 33 fields and this number determingise ‘Information Exploration Shootout’, which is a project
the total number of corresponding genes in the detectorproviding several data sets publicly available for
From these 33 fields, the values of 28 fields areexploration, discovery and collecting the results of
continuous and the values of the other 5 fields argarticipants. The set used here was created by capturing
discrete. Specifically, the continuous values of 28 fieldsTCP packet headers that passed between the intra-LAN
show a wide range of values. In order to handle thisind external networks as well as within the intra-LAN.
various and broad range of values, an overall range of redhis set consists of five different data sets. The TCP
values for each field is sorted. Then, this range igacket headers of the first set were collected when no
discretised into a predefined number of clusters. Théntrusion occurred and the other four sets were collected
lower bound and higher bound of each cluster aravhen four different intrusions were simulated. These
determined by ensuring that each cluster contains thétrusions areiP spoofing attack, guessing rlogin or ftp
same number of records. This modification is necessary ipasswords, scanning attaekd network hopping attack.
order to save the length of encoded detector. The details of attack signatures and attack points of the

Furthermore, our implementation of measuring thefour different attacks are not available.
similarity between a generated detector and a self profile The data originally had the fields of network packets
is operated at the phenotype level while Forrest et al'§apturing tool’s format such as time stamp, source IP
(1994, 1997) is performed at the genotype level. In ordepddress, source port, destlngu_on IP _address, destination
to measure the similarity between a given detector and ROrt, etc. However, the primitive fields of captured
self, the genotype of a detector is mapped onto aetvyork packets were not enough to build a meanlngful
phenotype. The phenotype mapped from the evolvegrofile. Consequently, it was essential to build a data-
genotype is represented in a form of a detector pattern. A¥ofiling program to extract more meaningful fields,
shown in figure 5, a field of a detector phenotype iswhich can distinguish “normal” and “abnormal”. Many
represented by an interval having a lower bound and gesearchers have identified the security holes of TCP
higher bound while a field of a self phenotype isProtocols (Porras and Valdes, 1998; Lee, 1999) and so the
described by one specific value. Hence, the first step dields used by our profiles were selected based on the
measuring the similarity checks whether a value of eacRxtensive study of this research. They were usually
field of a self pattern belongs to a corresponding intervafiefined to describe the activities of each single
of a detector phenotype. When any value of a self pattefgPnnection. ]
field is not included in its corresponding interval of a The automated profile program was developed to
detector phenotype, these two fields are not matche@xtract the connection level information from TCP raw
Similarly, for a nominal type of field, two fields match packets and it was used to elicit the meaningful fields of
when the values of fields are identical. the first data set. _ o

The final degree of similarity between a given detector For each TCP connection, the following fields were
and self example follows the same matching function ofxtracted: -~ o _
Forrest et al (1994), the r-contiguous matching function. ~ Connection identifier: each connection is defined by
Thus, the degree of similarity is measured simply by four fields, initiator address, initiator port, receiver
counting the matching corresponding fields. For instance, ~address and receiver port. Thus, these four fields are
if an activation threshold, r, is set as 2, the detector included in the profile first in order to identify each
phenotype and self phenotype in the figure 4 will match ~ connection.

since two contiguous fields, “Number of Packet” and  Known port vulnerabilities: many network intrusions
“Duration”, match and this number of contiguous  attack using various types of port vulnerabilities.
matching fields equals to the activation threshold.  There are fields to indicate whether an initiator port
However, if this threshold is set as 3, it is regarded that or a receiver port potentially holds these known
two phenotypes do not match. vulnerabilities.

3-way handshaking: TCP protocol uses 3-way
handshaking for a reliable communication. When
some network intrusions attack, they often violate the
3-way handshaking rule. Thus, there are fields to
Self Phenotype = check the occurrences of 3-way handshaking errors.
( Number of Packet = 14, Duration = 0.37,
Termination = “normal’, ....etc)

Detector Phenotype =
( Number of Packet = [10, 26], Duration =[0.3, 0.85],
Termination = “half closed', ... etc)

Traffic intensity: network activities can be observed
by measuring the intensity over one connection. For
Figure 4: A Detector Phenotype and a Self Phenotype example, number of packets and number of kilobytes

! Available athttp://iris.cs.uml.edu:8080/ network.html




for one specific connection can describe the normal Table 1 Self Profiles

network activity of that connection. i .
nter-connection
Thus, in total, self profile fields had 33 different fields for Class Number of
the data set. Even though the network profile fields were Connection
extracted to describe a single connection activity, the data
used in this research was too limited to apply this initial {27, (* 80)} 5292
profile. The limit was that the data was collected for a {2, %), (*, 53)} 919
quite short time, around 15~20 minutes. During this brief —
period, most different connections were established only {27, (. 113)} 255
once. An insufficient quantity of data was collected to {2, %), (*, 25)} 192
build different connection profiles. Therefore, it was
necessary to group different connections into several {2, %), (*, well-known)} 187
meaningfulcategories until each category hadudficient {(2, %), (*, not well-known)} 756
numberof connections to build a profile. Consequently, a
total number of connections for each potential profile {(2,53), (")} 940
category were counted. {2, 25), (*, "} 352
First of all, the data was categorised into two different —
groups: ‘inter-connection’ and ‘intra-connection’. Inter- {(2,113), ()} 145
connection was the group of connections that were {(2, well-known), (*, *)} 114
established between internal hosts and external hosts, and —
intra-connection was the group of connections that were | {(2, not well-known), (¥, )} 6050
established between internal hosts. Furthermore, to Intra-connection
preserve anonymity, all internal hosts had a single fake
address ‘2’ and any extra information about external hosts {2, 7). (2, well-known)} 190
and network topology was not provided. Therefore, the | {(2, *), (2, not well-known)} 189

profiles according to specific hosts were insufficient.

Instead, in this research, only the profiles of specific ports
on any hosts were considered. 5 EXPERIMENT OBJECTIVE

Aglqotzdigg to vgrious pk;)ssibI? CaLegorie]cﬁ, theAlthough previous work using a negative selection
established connection number of each profile wag,,ithm for anomaly detection (Forrest et al 1994;
counted. From each case, apart from a profile class thi‘)tasgupta 1998; Hofmeyr, 1999) showed promising
had more than 100 connections, other profile classes wefggjis, there had been little effort to apply this algorithm
again grouped into other different classes until each cla vast amounts of data. One distinctive feature of a
had more than 100 connections. Finally, 13 different selhepyork intrusion detection problem is that the size of
profiles were built. Their class names and the number Qfizia which defines “self’ and “non-self’. is enormous. In

established connections are shown in table 1. __ order for this algorithm to be adopted to a network-based
In tabllel, the class column of inter-connection ispg, it is important to understand whether this algorithm
shown as: {(a,b),(c,d)}, where ‘a’is an internal host, 0" iSjs capable of generating detectors in a reasonable
a internal port number, ‘c’ is a external host address angomputing time. In addition, it is essential to examine
d' is an external port number. Hence, the connection igyhether its tuning method, which derives an appropriate
established between (a,b) and (c, d). For the class columpmper of detectors to gain a good non-self detection rate,
of intra-connection, ‘a’ is an internal host address, ‘0’ iSyorks when it is used on the huge size of real network
an internal port number, ‘c’ is an internal host address angdata. Therefore, a series of experiments were performed

‘d’ is an internal, port number. * indicates ‘any’ host g jnvestigate these two significant features of the
address and ‘any’ port number. In addition, “well-known” negative selection algorithm.

shows the ports in the range 0 to 1023 are trusted ports.

These ports are restricted to the superuser: a program

must be running as root to listen to a connection. The pof DATA AND PARAMETER SETTING
numbers of commonly used IP services, suchftps
telnet, http are fixed and belong to this range. But, man
common IDnetwork services egmploy an %uthenticatio)r/?'l SETTING

procedure and intruders often use them to sniffAs presented in section 4, the data used in this work
passwords. It is worthwhile to monitor these portsproduced thirteen different self profiles. From 13 different
separately from the other ports. Therefore, if the numbeself sets, one self set, {(2, *), (*, 25)} in table 1, which
of connections for any profile category, which is based omas relatively smaller number of examples, 192, was
a specific port on any hosts, is not sufficient, thesegelected for the following experiments. From the total of
categories are reg“rouped INto two new classes, a “welkg2 examples of the selected self profile, 154 examples
known” port and a “not well-known” port. were used for generating detectors and 38 examples were




applied for testing generalted d_etectors. In addition, t_havoid the matching a self profild, and N, in table 2

detectors were tested on five different test sets. Thg f'r%llows the same tendency.

four sets were collected when four different intrusions

were simulated (as explained in section 4) and the last set

was created by generating random strings. These five setg,p|e 2 Number of required detectons, and number of trials

have 273, 19.0’ 115.1’ 273 _and 500 examples_ respectlvgly. to generate required number of detectupﬁ,when false
As described in section 3, the negative selection ; ! ]

algorithm used in this paper employed the r-contiguou@eQat'Ve errorP;, and the threshold of r-contiguous matching

matching function. For the following experiments, its function are given. These numbers are calculated when a self

matching threshold should be defined. In order to definestring length, | = 33, an alphabet cardinalityn = 10 and the

this number, the formulas to approximate the appropriate number of self stringsNg = 192.
number of detectors when a false negative error is fixe
(D’haeseleer, 1997; Forrest et al, 1994) were used. Thesg P; r=3 r=4
formulas are as follows (Forrest et al, 1994) :
" ( ) N | Ny N, N,
P M N(m D/m ... (2) 0.2 51 21053 535 955
Pn Ni ............................. 2) 0.1 73 31382 766 1366
S 0.05 95 40829 997 1777
where, 0.01 146 62765 1532 2733
P, thematchingorobabiliyy betweeradetectostringand

arandomlychoserself string,
N, thenumbeof self strings, Even tho_ugh this formula is clearly usef_ul to predlc_:t
the appropriate number of detectors and its generation
M thedetectogenotypalphabetcarinalty, number, its predicted number showed how infeasible this
| thedetectogenotypestringlengthand approach is when it is applied on a more complicated but
r = the threshold of r-contiguous matching function.  more realistic search space. For instance, when the
expected false negative error rate is fixed as 20%, its
predicted detector generation trial number is 51 and the
appropriate number of generated detectors is 21935 for

SinceNg,m, | are already known; can be calculated by the matching threshold is 3. Similarly, when we define the

using equation (1) and (2). The calculatesvas used in matching threshold as 4, it predicted 535 for the former

the following equation in order to derive an appropriate?"d 955 for the latter. In addition, it was observed that
number of detectorsN, . and a total number of trials to when we fixed the matching threshold number as four and
ro

~ ran the system, the system could not manage to generate
generate these detectordl, , when the false negative any single valid detector after one day. None of these
cases seem to provide any feasible test case in terms of
computing time. This results certainly did not follow the
predicted detector generation trial number.

S

error, P; , is fixed (Forrest et al, 1994).

In P 3) and Thus, for the following experiments, we generated

r p, valid detectors by setting a matching threshold number
that allowed a system to generate a valid detector in a
In P; reasonable time. It was observed that the average time of
N, W ____________ (4) single successful detector generation took about 70sec
m m CPU time and the average number of trials to generate a

valid detector was 2~3 when a matching threshold was

The selected self set, {(2, *), (*, 25)}in table 1, was usednine. These results were gained after running the negative

for calculating N, and N, when P is fixed. Table 2 selection_algorithm for preIimina_ry experiments. This
0 number is used as the matching threshold for the

shows calculatetd, and N, using (3) and (4) when following experiments. The details of these experiment

P, andr have various values results are described in the next section.

(D’haeseleer, 1997; Forrest, et al, 1994) showed tha? EXPERIMENT RESULT
the larger matching threshold drives the creation of less
general detectors and thus it requires a larger number &fve different sets of detectors were generated after the
detectors but a smaller number of detector generatioAlS with the negative selection was run five times. Even
retrials. This is because less general detectors are easieitiough the matching threshold, 9, gave reasonable
computing time to generate a valid detector, it requires a
large number of detectors to gain a good non-self



Table 3The mean and variance values of intrusion and self detection rates when detector set size varies

The means values are followed by the variances in the parentheses.

Num. Of Intrusionl Intrusion 2 Intrusion 3 Intrusion 4 Intrusion 5 Test Self Set

petectors | (o) (%) (%) (%) (%) (%)
100 9.45(2.11) 10.11(8.50) 11.14(9.44 10.62(4.03) 0.48(0.012) 7.89(17.B1)
200 11.72(5.37) 11.58(13.71) 12.98(11.52 12.89(10.43) 0.88(0.092) 9.47(36|70)
300 12.53(4.25) 11.89(13.24) 13.73(9.48 13.63(9.15) 1(0.12) 10(29.0B)
400 13.33(2.79) 12.32(11.30) 14.58(10.1§ 14.36(6.87) 1.28(0.112) 10.53(31.16)
500 13.55(3.15) 12.74(13.63) 14.89(10.44 14.51(7.3%) 1.36(0.068) 11.05(25.62)
600 13.77(3.80) 13.16(11.91) 15.07(10.24 14.65(8.12) 1.68(0.412) 11.58(29.78)
700 13.77(3.80) 13.16(11.91) 15.26(9.46 14.65(8.12) 2.04(0.348) 11.58(29.78)
800 13.92(4.09) 13.26(11.27) 15.45(10.09 14.80(8.22) 2.04(0.388) 11.58(29.78)
900 14.14(4.13) 13.47(10.47) 15.67(9.69 15.02(8.52) 2.08(0.352) 12.63(46.40)
1000 14.21(4.32) 14.08(11.52) 15.90(8.71 15.09(8.68) 2.28(0.312) 12.63(46.40)

detection rate. After taking into account practicallyexcept intrusion 5. This implies that the collected self and
reasonable time to generate a whole data set, up to 1080n-self sets perhaps have some overlapping patterns
valid detectors were generated per run. All experimentbecause they showed quite similar detection rates. Thus
were run on a PC with AMD K6-2 400Mhz processor andgenerated detector sets completely failed to distinguish

128M RAM.

the hidden self and non-self patterns.
These poor results were anticipated. This is because the
matching threshold was set in order to obtain a reasonable

Table 4Time is an avarage time of single detector generation detector generation time. If, for example, we wanted a
and Trial is an average trial number to generate a single detectanore usable 80% non-self detection rate, 643775165
The average values are followed by the standard deviations indetectors would be required (this humber is also obtained

parentheses. from equation 3). The largest size of a generated detector
System Time (Sec) Detecior set, 1000, was much smaller than this number and this
RuUN Generation caused such poor results. In addition, each run already
Trial to_ok about 20 houfsto generate 1000 det_ectors. If we
1 58.71(26.85) 2.80(2.16) wished to generate 643775165 detectors, it would require
2 67.29(28.88) 2.21(1.65) 12517850.4 hours, or about 1,429 years on the same
3 73.75(33.72) 2.81(2.22) computer. According to Moore's Law, the processing
4 78.48(39.86) 3.12(2.69) speed of computers doubles every 18 months. We would
5 69.64(26.62) 2.72(2.07) have to wait around 35 years before the average
Average 71.81(32.75) 2.63(2.14) processing speed of computers became fast enough to

generate these detectors in an hour - and this is for just

) . 15~20 minutes of a tiny subset of the network traffic data.
Table 3 shows the average time of single successful

detector generation and the average number of trials to
generate a valid detector. Compared to the result when e ANALYSIS

matching threshold is four, which did not generate any, contrast to the promising results shown in Hofmeyr's
single detector after 24 hours, these results certainly Iootlfegative selection algorithm for network intrusion
more applicable. We monitored five different non-selfgetection (Hofmeyr, 1999; Hofmeyr and Forrest, 2000),
sets and one previously unseen self sets after every 1@ results of these experiments raise doubt whether this
detector generation and the monitor results of fivealgorithm should be used for network intrusion detection.
different runs are shown in table 4. The overall non-selfn order to answer this question, the negative selection
detection rate was very poor: less than 16%. In particulaglgorithm for network intrusion detection is analysed in
the non-self detection rate for the last intrusion set, whiclletail.

was artificially generated by random strings, is extremely The main problem of the negative selection algorithm
low and its maximum average non-self detection ratés a severe scaling problem. Unlike previous work using
reaches only 2.28%. In addition, its average false positive

detection rate, which is self detection rate by a detector
set, shows 12.63% and this rate is not hugely differeritSince it took, on average, 72 seconds to generate each detector, 72000

from the other four average non-self detection rate%iﬁcr)gds were needed to produce 1000 detectors. 72000 seconds are 20




the negative selection algorithm for anomaly detectionalso suggested in order to extract this type of correlation
here we apply a much larger “self” set to the negativdrom given self and non-self network traffic examples.
selection algorithm. The definition of larger “self” set was  But, if any new matching function is employed,
essential to cover diverse types of network intrusions. FoD’haeseleer’s (1997) formula is no longer valid. There is
instance, (Hofmeyr 1999; Hofmeyr and Forrest, 2000no way to tune the right number of detectors for negative
defines “self” as a set of normal pairwise connectionselection. Therefore, this difficulty may force the negative
between computers. These include connections betweaelection algorithm to adopt an arbitrary number of
two computers in the LAN and between one computer imetectors and this may cause an unexpectedly low
the LAN and external computers. The connection betweedetection accuracy or inefficient computation by
computers is defined by “data-path-triple”: (the source IRyenerating more than sufficient number of detectors. In
address, the destination IP address, the port called for thégldition, D’haeseleer's (1997) new detector generation
connection). This self definition is chosen based on thalgorithms using a linear-time algorithm and a greedy
work by (Heberlein, et al, 1990). However, as other IDSalgorithm that guarantees a liner time of detector
literature pointed out (Lee, 1999), this self definition isgeneration is also not applicable when a different
very limited in order to detect various types of networkmatching function is used.
intrusions and it will certainly be impossible to detect In summary, it is necessary to use a more sophisticated
some intrusions that occur within a single normalmatching function to determine the degree of correlation
connection such as unauthorised access from a remagenong significant network connection events and
machine. temporal co-occurrences of events. This requires deriving
However, as observed in section 4, when the seld new way to tune an appropriate number of detectors,
definition widens, a binary string to encode a detectowhich can be used for more sophisticated matching
lengthens. As the result of long length of binary detectordunction.
an appropriate number of detectors to gain an acceptable These drawbacks of the negative selection algorithm
false negative error becomes huge and thus requires amde the AIS struggle to monitor vast amount of a
unacceptably long computation time. Our previousnetwork self set despite its other important feafures
experiment results clearly show this problem. Consequently, the initial results of our experiments
It should be noted that Hofmeyr (1999) developed anotivated us to re-define the role of negative selection
refined theory and multiple secondary representations argtage within an overall network-based IDS and design a
these help to reduce the number of trials to generat&ore applicable negative selection algorithm, which
detectors on structured self as much as three ordefellows a newly defined role. As much of the other
magnitude less. These methods made the distribution ofisnmunology literature (Tizard, 1995) addresses that the
self set clump and it resulted in the reduction of theantigen detection powers of human antibodies rise from
number of detector generation trials. However, the refineghe evolution of antibodies via a clonal selection stage.
theory and secondary representations add extra space aidiile the negative selection algorithm allows the AIS to
computing time. More importantly, all of the suggestedd€ an invaluable anomaly detector, its infeasibility to be
secondary representations, such as pure permutatioaPplied on a real network environment is caused from
imperfect hashing and substring hashing, are matchinglloc_atlng a r_ather overamb_ltlous tasl_< to it. To be more
rules which check matching only on genotypes.Precise, the job of a negative selection stage should be
Unfortunately, matching rules that operate only at thdestricted to t_ackle a more modest ta_sk that is closer to the
network intrusion detection problem. This deficiency can'S Simply filtering the harmful antibodies rather than

be explained by unravelling the problem of r-contiguousdenerating competent ones. This view has been
matching function. corroborated by further work (Kim and Bentley, 2001)

We used the r-contiguous rule to check the matchvhich has recently shown how succesful the use of clonal

between a given detector and antigen. The main purpoé:.glection with a negative selection operator can be for this
of using it was in order to employ the formula to tYPe Of problem.

approximate an appropriate number of detectors to gain a
certain non-self detection rate. However, the r-contiguous

matching rule is too simple to determine the matching yofmeyr and Forrest (2000)'s final system employs some other
between rather complicated and high-dimensionakxtensions to support the operation of AIS under a real network
patterns. It has been already known that most rules tenvironment. Among them, affinity maturation and memory cell

; ; ; ; ; neration follow the clonal selection concept and these provide
represent intrusion signatures describe correlation amor?kind of evolution of a detector set distributed on monitored

significant network connection events and temporal COpgsts. However, it still uses only the negative selection

occurrences of events (Lee, 1999; Porras, 1998). Since thgjorithm to generate an initial detector set. Even though it may
r-contiguous bit matching only measures the contiguousonform to human immune systems more closely, this approach

bits of genotypes of given two strings, it is hard tocould require excessive computation time to generate the initial
. . N detector set, if a broader definition of self is used. In addition,
guarantee that the r-contiguous bit matching can catch thife sefulness of initial detectors is not proven before they are

kind of correlation from given self and non-self patternsdistributed to other hosts. This may also cause a waste of other
The wider range of self definition shown in section 4 iscomputing resources.




9 CONCLUSIONS 14th Intl. Joint Conf. on Atrtificial Intelligence, Montreal,

. . . . ~ August pp.985-996.
This paper has investigated the role of negative selection

in an artificial immune system (AIS) for network Kim, J. and Bentley, P. (1999a), “The Human Immune
intrusion detection. The negative selection stage withirSystem and Network Intrusion Detectio’th European
our AIS was implemented following the algorithm createdConference on Intelligent Techniques and Soft Computing
by Forrest et al (1994; 1997) and applied to real networkEUFIT '99), Aachen, Germany

data. The experiments showed the infeasibility of this . ; i
algorithm for this application: the computation time Kim. J. and Bentley, P. (1999D), “The Artificial Immune

needed to generate a sufficient number of detectors godel for Network Intrusion Detection/th European
completely impractical. onference on Intelligent Techniques and Soft Computing

This result directs this research to re-define the role OQEUFIT’99), Aachen, Germany

negative selection algorithm within our overall artificial Kim, J. and Bentley, P. (2000), “Negative Selection
immune system framework. Current work is nowwithin an Artificial Immune System for Network

investigating the intrusion detection mechanism of thdntrusion Detection”the 14th Annual Fall Symposium of
clonal selection stage. A new understanding of the task dhe Korean Information Processing Society, Seoul, Korea
the clonal selection stage has now resulted in th?(im
development of a more appropriate use for negativ
selection as an operator within a novel clonal selectio

, J. and Bentley, P. (2001), The Atrtificial Immune
ystem for Network Intrusion Detection: An
rI‘nvestigation of Clonal Selection with a Negative

algorithm (Kim and Bentley, 2001). Selection Operator. Submitted to CEC2001, the Congress
on Evolutionary Computation, Seoul, Korea, May 27-30,
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Abstract

This paper proposes a new RISC processor
for high speed execution of genetic algorithms
(GAs). The proposed RISC processor is designed
based on the DLX instruction set, and a set of
new instructions, which are effective to high-
speed execution of GAs, are added. Since a GA
is implemented as software on the proposed pro-
cessor, any type of GA can be realized. Using the
instruction set of the proposed processor, more
than 90 % reduction of the number of clocks to
execute GA operators such as 2-point crossover
can be achieved. The processor has been de-
signed with the Verilog Hardware Description
Language to be implemented as a VLSI chip with
a 0.35um standard cell technology.

Introduction

E-Mail: wakaba@computer.org

a large amount of computer resources.

Another common approach to high-speed execution of a
GA is to implement it as hardware. For example, Seobtt

al. proposed a hardware-based GA, which was an imple-
mentation of a steady-state GA using beld programmable
gate arrays (FPGAS) [7]. Yoshidd al. proposed a VLSI

for GA, which realizes coarse-grained parallel processing
of GA execution [12]. We have also proposed an LSI im-
plementation of adaptive GAs [11]. Implementation of
GAs as hardware generally achieves a very good perfor-
mance. The major disadvantage of this approach, however,
is the difpculty to realize the programmability. In fact, in
most of hardware GAs, GA operators such as crossover and
mutation were Pxed in advance. To achieve a good perfor-
mance of GA execution, appropriate GA operators and GA
parameters should be selected and tuned for given prob-
lems.

In this paper, we propose a new RISC processor, whose
instruction set is tailored to the efbcient execution of GAs
[4]. The proposed RISC processor is designed based on
the DLX instruction set [3], and we add several special
instructions, which are effective to high-speed execution

in 1970s as s_earch algorithms bas.ed on the mechanics 8t GAs. Newly added instructions can be classibed into
natural selection and natural geneucs.[l]. GAs are knoWr}hree groups. The Prst group consists of bit-oriented in-
to be robust and effective search algorithms for Iarge-scales,[ru ctions, because GA operators such as crossover often

co'mpllex opt|m|zgt|on problems, and many r_esults on ap'require bit-oriented operations. The second group consists
plications of GAs in various areas of engineering have bee

'bf instructions concerning with random numbers. Since a
reported. GA frequently uses random numbers, the computation time
However, the major drawback of GAs is their slow exe- for generating a pseudo-random number has a heavy ef-
cution speed when they were implemented and executef@ct on the performance of GA execution. The proposed
on a conventional computer. To overcome this drawbackprocessor has a pseudo-random number generation circuit,
several approaches have been reported. Several auth@®sd in each clock cycle, a pseudo-random number is gener-
have proposed parallel GAs, which may be classibed int@ted. The processor has several instructions using random
three classes, namely, massively parallel GAs, parallel isnumbers, which are very effective to shorten the computa-
land model GAs, and parallel hybrid GAs [6]. In general, tion time of selection, crossover, and mutation. Finally, the
parallel processing of GAs achieves a good performancehird group of instructions added to the proposed proces-
In addition, since parallel GAs are usually implemented assor consists of SIMD instructions, which are mainly used
software, it is easy to implement any kind of GAs. The to implement a crossover operation.
main disadvantage of parallel GAs is that it often requires



Since a GA is implemented as software on the proposedign.

processor, any kind of GA can be realized. Preliminary,

experiments show that, using the instruction set of the pro
er

posed processor, more than 90 % reduction of the numb . .
: cessor. Since any type of GA can be realized as software
of clocks to execute GA operators such as 2-point crossover -
n the proposed processor, full programmability is assured.

can be achieved. The processor has been designed wi ; . ; 7 .
. e . o achieve efpbcient execution of a GA, a special instruction
the Verilog Hardware Description Language to be |mpIe-Set is devised

mented as a VLSI chip with &.35um standard cell tech-
nology.

In this paper, to realize full programmability with high per-

formance of GA execution, we propose a new RISC pro-

. . . i 2.2 Properties of a GA
This paper is organized as follows. Section 2 presents the

architecture and the instruction set of the proposed RISClo develop a processor tailored for executing a GA efb-
processor. Section 3 discusses the VLSI design and theiently, brst, we summarize the general properties of GAs.
performance estimation on GA execution of the proposedrhat is, we discuss what types of operations are frequently

processor. Finally, in Section 4, we conclude this paper.

2 Processor Architecture

2.1 Genetic Algorithms

Genetic Algorithm (GAjs known to be a robust search al-
gorithm, which deals with the individuals (chromosomes)
of candidate solutions (population) encoded in the problem
independent representation [1]. During the genetic process,
new candidate solutions are composed by using the genetic
operators such as crossover and mutation. When solving
the specibc application by a GA, it is often necessary to
use complex representation of individual and genetic oper-
ators tailored to the problem to search solutions efpciently.
Thus, programmability is indispensable when developing
general-purpose GA systems to solve optimization prob-
lems.

Programmability could be realized with either software or
programmable logic devices. For software implementation
of GAs, any kind of GAs could be programmed, but the
performance is restricted due to properties of GAs such as
frequent usage of bit operations and random number gen-
eration, which could not be efpciently performed on the
ordinary processors. To realize programmability on the
hardware-based GAs, using programmable logic devices
such as beld programmable logic arrays (FPGAS) to con-

struct a GA engine is one solution, and several authors have 3.

reported the implementation of GAs on general-purpose
FPGA-based systems [2]. The main disadvantage of this
approach is its large design time. Designing a GA on an
FPGA-based machine is more difpcult than developing a
GA software on a general-purpose processor, since hard-
ware design includes not only coding with the hardware de-
scription language (HDL), but also placement and routing

used in executing a GA.

1. Bit-oriented operations

A GA generally requires not only normal word-
oriented operations like AND, ADD, etc, but also a
number of bit-oriented operations, that is, operations
are applied not only to a whole memory word, but
also to a part of a word. For example, when a chro-
mosome consists af bits, and a 2-point crossover is
executed, each of parent chromosomes is divided into
three parts, and the middle ones are exchanged. Cut
points are normally specibed as bit positions.

2. Random numbers

A GA frequently uses random numbers in various
stages of the algorithm execution such as crossover,
mutation, and selection. Since pure random number
generation is hard to realize, pseudo-random num-
bers are generally used, which are generated with
some pseudo-random number generators. Meysen-
burg and Foster showed that the quality of pseudo-
random number generation has little effect on the per-
formance of a simple genetic algorithm [5]. This
means that it is not necessary to adopt high-quality,
complex, time-consuming random number generating
methods for GAs.

SIMD operations

A set of chromosomes forms a population, and it is
often the case that the same operation is applied to all
chromosomes in a population. Those operations could
be regarded as SIMD (single instruction multiple data)
operations.

under timing and hardware resource constraints. In addivwhen a GA is implemented as software on a general-
tion, presently, the level of HDL coding is generally lower purpose processor such as Pentium-lll, UltraSPARC, etc.,
than the level of programming with a high level program- due to the properties listed above, we would face some
ming language such as C, although there has been mudifpculties to implement a GA efpciently. First, since

effort to improve the productivity of HDL-based LSI de- general-purpose processors were normally designed for



word-oriented operations, it is inefbcient to realize bit- rs[racra+rc-1]  rs[ra:ra+rc-1] and rd[ra:ra+rc-1].
oriented operations.

Second, in the usual software implementation of a GA,Z' RNG related instructions.

a random number is generated with some pseudo-randoithis category includes 5 instructions related with the ran-
number generation algorithm. A pseudo-random numbedom number generation (RNG). As explained in the next
generation algorithm is implemented with, at least, 10 in-subsection, the proposed processor has a pseudo-random
structions, and normally, more than 50 instructions. Sincenumber generator, which generates a 96-bit pseudo-random
a GA frequently requires random numbers in its executionnhumber in each clock cycle.

we cannot neglect the performance overhead of random

number generation. RSTRNG [ra][rb][rc]

Third, although some GA operations such as crossoveThis instruction initializes the random number generator by
could be realized as SIMD instructions, a general-purposeetting a number stored in registaes rb, andrc as its
processor does not support any SIMD instructions. initial value.

2.3 Instruction Set SRNI [rs][imd]

From the observations described in the previous subsectior, IS instruction ?jetlsj arandom number to regisiewhose
.imd-1].

an instruction set of the proposed processor was designer(‘]mge i90 ..
so that a GA can be implemented as software to realize the i i
high-speed execution of it. Since instructions which ordi- 3 SIMD instructions

nary general-purpose processors supported such as aritiihis category of instructions contains 4 SIMD instructions.
metic and logical instructions, load/store instructions, and

S0 on, are also required in the proposed processor, we adoRR [rs1][rs2][imd]

the DLX architecture, proposed in [3], as a base architec-

ture, and all DLX instructions except Roating point arith- This instruction rotates registersl andrs2 simultane-
metic ones are also supported in the proposed processdtusly in the right direction witimd bits.

Floating point arithmetic instructions will require a large

amount of hardware resources, and since we have a restri¢he original DLX architecture has three instruction for-
tion that the processor will be implemented on a CMOSMats, denoted I-type, R-type, and J-type. To implement
standard cell wit#.9  4.9mm? chip area, we have to ex- the new instructions describpd abovel we add three; new
clude them. In addition to the original DLX instruction set, instruction formats, called 10-type, RO-type, and RO-type,
we add a set of 27 new instructions tailored to execute #hown in Figure 1.

GA efbciently. Those instructions are classibed into three

H H H H 6 5 5 16
categprles listed below. Table 1 summarizes those new in- type [opcode] rsi | rs2 | g |
structions. Due to the lack of space, only a few instructions load/store for byte, halF-word, word
in each categories are actually explained. immediate opefation

6 5 5 5 11
L : . R-type [ opcode] rs1 | rs2 | rs3 [  function |
1. Bit-oriented instructions register-register operation

function specifies data-path operation

In this category of instructions, only a specibed part of a 6 2
word is treated as an operand. In this category, there are J-type | opcode] offset |

16 instructions consisting of arithmetic, logical, and move Jump, Jumpé&Link

instructions. Examples are shown below: B 6 5 5 u 5
16-type| opcode| rs1 [ imd1 | imd2 | |
MOVB [rs][rd][ra][rb][rc] set_rand_bits
. . . . . 6 5 5 5 5 5 1
This instruction moves some bits in the source register to RO-typg opcode| rs1 | rs2 [ rs3 | rs4 [ rs5 |d]
the destination register. That is, bit operation
6 S S 5 5 5 1
rs[racra+rc-1]  rd[rb:rb+rc-1]. ROO-typepcode] rs1 | rs2| i3 | i4 | 5 [d

immediate bit operation

ANDB [rs][rd][ra][rb][rc]

This instruction performs AND for the specibed bits in the Figure 1. Instruction formats.
source and destination registers. That is,



Table 1: DLX-GA new instruction set.

Mnemonic Explanation

Bit-oriented instructions Operate on only a speci ed part of a word

XCB, XCBI Exchange bits, exchange bits immediate

CMPB, CMPBI Compare bits, compare bits immediate; the least
signibcant 1 bit specibes the destination register
among R29 and R30

MOVB, MOVBI Move bits, move bits immediate

XTRCB, XTRCBI Extract bits, extract bits immediate

NOTB, NOTBI Not bits, not bits immediate

ANDB, ANDBI And bits, and bits immediate

ORB, ORBI Or bits, or bits immediate

XORB, XORBI Exclusive or bits, exclusive or bits immediate

RNG related instructions

Generate various random numbers using the

random number generator (RNG)

RSTRNG Reset the random number generator

SRN, SRNI Set random number, set random number immediate
SRB Set random bit

SRBS Set random bits

SIMD instructions Perform the same operation on two operands

RL Rotate in the left direction

RR Rotate in the right direction

XCRL Exchange and rotate in the left direction

XCRR Exchange and rotate in the right direction
Interrupt related instructions ~ Control the interrupt

RFI Return from interrupt

SIEF Set interrupt enable Rag

2.4 GA-oriented RISC Architecture performance [5], and hence a pseudo-random number gen-
erator (RNG) based on cellular automaton is sufpcient to
Jenerate random numbers for GA execution. In fact, we
have compared extensively our random number generator
with the standard pseudo-random number generation algo-
rithm written in C, and there was no evidence that the latter
DLX-GA is a 32-bit RISC processor. As mentioned, DLX- was statistically better than the former when each was used
GAis designed based on the DLX processor [3], and hencg a GA implementation.

most of the characteristics of DLX-GA is the same as DLX. o .

DLX-GA has a uniform 32-bit instruction format, and a Interrupt hand[lng is also supportgd in the processor. When
load/store architecture. We adopt the Harvard architecturé?cC€Pting an interrupt from outside of the processor, the
and the instruction memory bus and the data memory buBrocessor startg an !n_terrupt 'handlmg routine. With the in-
are separated. There is an on-chip instruction cache, plgrrupt mechanlsmz itis possible to construct a parallel GA
no data cache due to the restriction of hardware resourceSYStem by connecting several DLX-GA processors.

The register ble implements general-purpose registers with

32 words of 32 bits. 3 VLSI Implementation and Performance

The datapath of DLX-GA is embedded in a 6-stage pipeline Estimation

consisting of an instruction fetch stage, an instruction de- ]

code stage, two execution stages, a memory access stager  VLS! Implementation

and a write-back sFage. To implement SIMD mstructlons,The DLX-GA processor will be fabricated as a standard

two ALUs are equipped. Furthermore, a pseudo-random .

number generator (RNG) based on a cellular automatoﬁ’e” LSl with a 0.3%m 3 metal layer CMOS technology,

based algorithm [8] is included in the datapath. This RNGWhICh will be fabricated by Rohm Corporation by July
: ; 2001.

generates a 96-bit pseudo random number in each clock cy-

cle. The generated number is them multiplied with a con-The DLX-GA chip was Prstly designed in the hardware de-

stant given by the instruction to produce a random numbesscription language Verilog-HDL [10] on register transfer

within the specibed range. As noted before, the quality oflevel (RTL). Each pipeline stage of the DLX-GA was de-

random number generations will merely effect on the GAsigned as a module. In addition to these modules, there are

Figure 2 shows the overall architecture of the propose
RISC processor, called DLX-GA. Specibcations of the
DLX-GA processor are given in Table 2.
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Figure 2: DLX-GA architecture.

Table 2: Specibcations of DLX-GA.

Instruction memory address bus 15 bits
Instruction memory data bus 32 bits
Data memory address bus 22 bits
Data memory data bus 32 bits
Instruction cache direct mapping, 512 lines
Register ble 32 bits 32 words
Interrupt 2 level
Clock 100 MHz

some submodules and some sub-submodules. For instan@®ntaining more than 20,000 gates were synthesized sepa-
the ID stage includes a register ble and a forwarding conrately. Finally, all of the hierarchy of the HDL description
troller as its internal submodules, and the EX stage has twof the DLX-GA were removed, and the whole circuit was
ALUs and the RNG as its internal submodules. Each ALUsynthesized as a [3at structure.

has a bit-oriented operation module, a shift operation mod-
ule and an ordinary arithmetic and logic operation module

. Table 3: Synthesis result of DLX-GA.
as its internal submodules.

) Number of cells 20,401
After HDL coding of modules, each module of the DLX- Number of nets 20.507
GA was simulated separately on the functional level with Number of FFs 2:074

CadenceOs Verilog-XL simulator. After this initial veribca- Combinational area 32.708
tion, several modules were combined to a larger unit and Noncombinational area 14,527
simulated again. Finally, simulation of the complete DLX- Total area 47512
GA was carried out. Several test programs were developed Critical path ps] 9.25
with a DLX-GA assembler which we have developed, and

simulated on the whole HDL description of the DLX-GA.
Table 3 shows the synthesis result of the DLX-GA chip

The veribed Verilog description on register transfer |eve|except for the memory macro cells. Table 4 shows the syn-

was fed to SynopsysO Design Compiler to synthesize a gafesis result of each pipeline stage. Here, EX1 stage and
level circuit. We use a CMOS 0.pfn standard cell library  £x2 stage were synthesized together. A cell in these tables
for the synthetic cells and make use of 5 8-bit 512-word j,e5ns a basic gate such as AND gate, OR gate, a com-

memory macro cells to compose the 40-bit 512-word in'pound gate such as AND-OR-INV, and a latch such as D-
struction cache. To obtain good synthesis results, modulegg And a unit area is corresponding to a 2-input NAND



Table 4: Synthesis result of each pipeline stage.

Pipeline stage IF ID EX1+EX2 MEM WB
Number of cells 717 6,659 12,680 297 133
Number of nets 895 6,873 13,246 446 206
Number of FFs 164 1291 525 117 64
Combinational area 894 12,894 22,026 283 93
Noncombinational area 1,164 9,164 3,731 856 469
Total area 2,070 22,168 25,931 1,144 565
Critical path hs] 8.59 4.13 9.05 8.97 1.05

gate. From Table 3, the whole circuit except the memoryAfter the placement and routing, using back-annotated de-
macro cells consists of around 20,000 standard cells, whiclay data in the Standard Delay Format (SDF), static timing
is roughly equivalent to 48,000 2-input NAND gates, and analysis was carried out on SynopsysO Design Compiler.
is 1.6 times larger than the original DLX processor. FromSimilarly, using SDF, post-layout simulation was also car-
Table 4, the critical path of EX1+EX2 is 9.65 and is  ried out. These veribcations proved that the timing was met
roughly the same as that of IF and MEM. This is due toto the given constraint.

the division of the EX stage of the original DLX pipeline

into two stages. Therefore, the two EX stages (EX1+EX2)3 5 performance Evaluation

which perform several complex operations (e.g., the bit-

oriented operations), does not become a bottleneck in thg, this subsection, we show how much effective the pro-
6-stage pipeline of the DLX-GA. posed instruction set of the DLX-GA is. We wrote two

The layout of the DLX-GA was carried out with Avant!Os tYPical GA functions with theC language, one of which
ApolloXO layout tool. Starting from the Roorplan, the IS the.typlcal 2-point crossover, and the other is the swap
placement and routing were controlled by the timing con-mutation for the traveling salesman problem. Then, two
straints (e.g., target clock frequency). The placement wagOUrce programs were compiled with the GNU C Compiler
executed by employing ApolloXOOs static timing analysis(9cc) to obtain the assembly codes of the DLX processor.
engine. After the placement, clock tree synthesis was caf-0" the proposed DLX-GA processor, since no compiler
ried out. was currently available, we got the assembly codes from
the DLX assembly codes by rewriting the assembly codes
The chip image of the DLX-GA is shown in Figure 3. The py hand, and translating them to the machine codes by us-
chip size is4.9 4.9 mm?2. Standard cell logic was placed ing the DLX-GA assembler. Then, we compare the num-
in the middle of the chip and memory macro cells wereper of clocks to execute the respective programs. Table 5
placed on the boundary of the chip because it was prohibshows the results. From the table, the proposed processor
ited to route signal wires over memory macro cells. achieved more than 90% reduction of the number of clocks.
Figure 4 shows the assembly codes of two processors for
2-point crossover. Note that, even the codes for the DLX
processor were produced by the compiler, we have checked
that it was very hard to shorten the codes by hand.

Table 5: Comparison of DLX with DLX-GA.

processor 2-point crossover swap mutation
DLX 138 75
DLX-GA 11 7

Next, we observed the percentage of CPU time of selection,
crossover, mutation, evaluation, and random number gen-
eration in the total CPU time when executing the simple
genetic algorithm (SGA) [9]. Table 6 shows the simula-
tion condition and Table 7 shows the result. In this table,
Figure 3: Chip image. problem 1 is the maximization of function'® and prob-



L2_LFO: L4_LFO: L10_LFO: L11_LFO: L12_LFO:

lw  rl,-32(r30) lw  r2,-32(r30) Iw  rl,-20(r30) Iw  rl,-32(r30) Iw  rl,-12(r30)
lw  r2,-36(r30) addi  r1,r2,#1 slli - r2,r1,#0x1 Iw  r2,-44(r30) Iw  r2,-20(r30)
st ri1,r1,r2 add r2,r0,r1 sw  -20(r30),r2 st r1,r1,r2 and ri,ri,r2 W r3,-16(r30)
bnez r1,L5_LFO sw  -32(r30),r2 L9_LFO: bnez r1,L14 LFO Iw  r3,-20(r30) W r4,-20(r30)
j L3_LFO j L2_LFO w  r2,-32(r30) j Li2_LFO sub  r2,r0,r3 sub  rar4r3
L5_LFO: L3_LFO: addi  r1,r2,#1 L14 LFO: subi  r2,r2,#1 W r5,-24(r30)
Iw  r1,-32(r30) nop add r2,r0,r1 lw  r1,-20(r30) Iw  r3,-16(r30) multi r3,r3,r5
snei  r2,r1,#0 Iw  r1,-36(r30) sw  -32(r30),r2 slli r2,r1,#0x4 and  r2,r2,r3 multi  r4,r4,r5
beqz r2,L6_LFO sw  -32(r30),r1 j L7_LFO sw  -20(r30),r2 or rlrlr2 W r1,-8(r30)
lw  r1,-20(r30) L7_LFO: L8 _LFO: Iw  r1,-20(r30) sw  -24(r30),r1 W r2,-12(r30)
slli - r2,r1,#0x4 Iw r1,-32(r30) nop addi  r2,r1,#15 lw r1,-16(r30) move_bits r1,r2,r3,r3,r4
sw  -20(r30),r2 lw  r2,-40(r30) Iw  rl,-40(r30) sw  -20(r30),r2 Iw  r2,-20(r30) sw _—8(r30),r1
L6_LFO: st ri,rl,r2 sw  -32(r30),r1 L13_LFO: and  rlrlr2 sw -12(r30),r2
lw  r1,-20(r30) bnez r1,L10_LFO Iw  r2,-32(r30) Iw  r3,-20(r30)
addi r2,r1,#15 j L8_LFO addi r1,r2,#1 sub  r2,ro,r3 . .
sw  -20(130),12 add 2,011 subi 12,1241 (b) 2-point crossover with
sw  -32(r30),r2 w  r3,-12(r30) the new instruction set.
j L11 LFO and r2,r2,r3
or rl,rl,r2

sw  -28(r30),r1
(a) 2-point crossover with the DLX instruction set.
Figure 4: Assembly codes of 2-point crossover.

lem 2 is the maximization of 32-dimensional vector length. cessor. The objective of the problem is to set all bits in a
From Table 7, the CPU time of the random number genchromosome to 1. GA parameters are shown in Table 8.
eration (rng) occupied more than 50% in the total CPUTable 9 shows the result. From Table 9, the DLX-GA was
time. Normally, on a general-purpose processor, a pseud@bout 3 times faster than the DLX.

random number generation algorithm is implemented with

more than 50 instructions, but on the DLX-GA processor,

a pseudo-random number can be generated with only 1 in- Table 8: Parameter setting.

struction. Therefore, the RNG related instructions of the Number of generations 64
DLX-GA vastly contribute the performance improvement Number of chromosomes 64
of GA execution. Chromosome length 64 bits
Crossover probability 0.6
Table 6: Simulation condition. Mutation probability 0.01
. Selection operator roulette selection
Number of generations 100 Crossover operator 1-point crossover
(N:E:gtrfgsogrﬁzrf’erngfhomes 100 t(l)tcs) Mutation operator point mutation
Crossover probability 0.6
Mutation probability 0.01
Selection operator roulette selection . .
Crossover gperator 1-point crossover Table 9: Simulation result
Mutation operator point mutation processor average btness computation timerhs]
DLX 50.0 1029.48
DLX-GA 50.3 355.73
Table 7: Percentage of each genetic operation.
problem selection crossover + evaluation rng Now, we consider, in this case, why the DLX-GA is 3 times
mutation faster than the DLX. Compared to the DLX, for the DLX-
1 10.8 13.6 19.4 56.2 GA, the time required for crossover and mutation was re-
2 11.3 15.7 205 525 duced roughly from 15% to 1% by using the bit-oriented

operations and the SIMD operations, and the time of ran-

dom number generation was reduced roughly from 55% to
Next, as a more practical case, we compared the executidi®o by using the RNG related operations. Therefore, the
time of two simple GA programs, one of which is com- time required for the GA execution on the DLX-GA was
posed of the DLX instructions only and the other is com- reduced to 32% of whole execution time of the DLX. This
posed of the DLX and DLX-GA instructions. Simulation is the reason why the DLX-GA is 3 times faster than the
was done to execute both programs on the DLX-GA pro-DLX.



4 Conclusion

In this paper, we have proposed a new RISC architec-

ture for high-speed execution of genetic algorithms. The

proposed processor supports several types of instructions,

which were devised to execute GA programs efbciently.

Simulation experiments show that the proposed processor7]

will be very effective to execute a GA program with a short
computation time. The LSI design of the proposed pro-

cessor has been completed, and the new processor will be

fabricated as a standard cell LS| with a CMOS5um

technology by July, 2001. Software environment such as [8]
a C compiler of the proposed processor is under the de-

velopment. After fabricating the processor as an LSl chip,
we will develop a general-purpose GA board, which con-
sists of a DLX-GA chip, memory, and peripheral circuits
to evaluate the DLX-GA processor in the real world appli-

cations. We also have a plan to realize a parallel GA sys-

tem, which consists of a few tens of the above mentioned
general-purpose GA board.
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Soft Sensor Development Using Genetic Programming
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Abstract

A novel methodology for development of soft

sensors based on sensitivity analysis and
function generation by genetic programming is
proposed. The main advantages of this type of

Guido F. Smits

The Dow Chemical Company
Terneuzen
The Netherlands

dimensionality significantly reduces the robustness of soft
sensors. Of special importance is the selection of only
those inputs that have a major influence on the inferred
variable. In order to achieve proper input selection we
need a sensitivity analysis of the influence of each input

on the output. This type of analysis is very difficult to
perform by the existing classical back-propagation neural
nets. As a result of this non-efficient structure and
reduced robustness there is a necessity of frequent re-
training. The final effect of all of these problems is an
increased maintenance cost and gradually decreased
performance and credibility.

soft sensor are their good generalization
capabilities, explicit input/output relationships,
and low implementation and maintenance cost.
An example of a soft sensor generated by genetic
programming in an industrial application in The
Dow Chemical Company is given.

In order to improve soft sensor performance, to shorten its
1 INTRODUCTION development time, and to minimize maintenance, a new

Inferential sensing, also called soft sensing, involves thBybrid intelligent system methodology was developed in
use of readily available process measurements to infdhe Dow Chemical Company. It is based on the use of
process state and product quality variables that ar@ifferent intelligent system components (analytic neural
difficult to measure on-line (composition, melt index, nets, genetic programming, support vector machines, etc.)
molecular distribution, etc.). The foundation of building during the development. Part of this methodology is based
soft sensors is the assumption that these variables havem genetic programming (GP) [Koza, 1992, Banzéaf
functional relationship with the measured processal,1998]. The development issues of inferential
variables. Since this functional relationship is usuallyestimation models based on GP is discussed in [Wilis
nonlinear, the neural network approach is a convenierdl, 1997, McKayet al 1997]. Three cases (vacuum
choice for modeling. The common methodology ofdistillation column, continuous stirred tank reactor, and
building a neural net soft sensor and the practical issues gfin screw cooking extruder) were used to investigate the
its implementation are discussed in detail in [Qin, 1996]jjity of this approach. The results revealed that in each
Neural net based soft sensor technology is in its maturgyse the GP algorithm generates an accurate nonlinear

state with thousands of successful applications WorIdWidEmpirical model. Moreover, in all of the examples, the GP

in all areas of manufacturing [Neelakantan and GUIVeralgorithm was able to discriminate between relevant and
1998]. However, several performance and long-ter

Lo ; My relevant inputs, evolving parsimonious  system
operation issues had appeared, along with the benefits that . RN .
soft sensors have shown in these applications. Most esentations. These initial encouraging results based on

the problems are related to some limitations that argwodel simulations are a good starting point for real-world

typical for soft sensors based on neural nets. As it is weffdustiial applications of soft sensors based on GP.

known, neural nets are universal approximators but . _ .

usually have poor generalization capability outside thd thiS paper, the implementation issues for development
range of training data (Haykin, 1998). The result of this2f industrial soft sensors generated by GP are presented.
property is very poor performance of the soft sensor andihe main steps of a hybrid intelligent system
unreliable prediction of the inferred value in newmethodology for robust soft sensors are discussed in
operating conditions. This problem can be avoided t&ection 2 with emphasis on GP-related phases. Section 3
some extent if the neural net has confidence limits thaeresents the results from a successful application of a GP
indicate the validity of model predictions. Another soft sensor in a chemical reactor. The conclusions are
drawback of soft sensors based on back propagatisummarized in Section 4.

neural nets is their complexity. Selection of the neural net

structure is still arad hocprocess and very often leads to

inefficient and complex solutions. This “fat”



2 A METHODOLOGY FOR A representative data set of a broad range of potential

DEVELOPMENT OF GP- inputs to the soft sensor is collected with an appropriate
sampling time. The average size of this initial data set for
GENERATED SOFT SENSORS an industrial soft sensor application is of several dozens

With the expanding research in the area of evolutionarg‘f inputs and several thousands data vectors and could be
algorithms and continuously increasing computationaf challenge if applied directly to GP.

power of PCs, genetic programming is beginning to gral$tep 2: Data preprocessing and classification

the attention of industry. Of special importance to

. . . This step includes all necessary actions to assess data
industry are the following unique features of GP: b y

quality, fill data gaps, perform data transforms if

noe_tpri_ori modelin_g z_issgmptions necessary, etc. In case of multiple product type
derivative-free optimization manufacturing with several operating regimes it is
few design parameters necessary to classify the data to the appropriate operating

natural selection of the most important process inputsonditions. Of special importance to data cleaning is the
parsimonious analytical functions as a final result. ~ reliable detection of all outliers. A new very effective
approach for outlier elimination is theinsensitive
The last feature has double benefit. From one side, $HPport vector machine for regression [Vapnik, 1998]. By
simple soft sensor often has better generalizatio§€lecting a proper kernel and a width of thesensitive
capability, increased robustness, and needs less frequé®e one has explicit control over the threshold of outliers
re-training. From the other side, process engineers arfiftection and model complexity. The final result of this
developers prefer to use non-black box empirical modelRtep is a clean, condensed and informational rich data set.

and are much more open to take the risk to implemerfitep 3: Neural net sensitivity analysis of all possible
inferential sensors based on functional relationships. Amputs

additional advantage is the low implementation Cost Ofyen a condensed data set of tens of inputs and thousands
such type of soft sensors. It can be applied directly intgf ohservations is a challenge for effective GP-model
the existing Distributed Control Systems (DCS) avoidinggeneration. In order to reduce the search space for GP and
additional specialized software packages, typical focomputational effort, a preliminary sensitivity analysis of
neural net-based inferential sensors. all possible inputs is performed. The sensitivity analysis is
based on stacked analytic neural nets (Smits, 1993).
At the same time there are still significant challenges irTypically thirty stacked neural nets are used to improve
implementing industrial soft sensors generated by GRyeneralization and estimate confidence limits. This step
function generation with noisy industrial data [Lee andbegins with the most complex structure of all possible
Wang, 1995], dealing with time delays, sensitivityinputs. During the sensitivity analysis the initial complex
analysis of large data sets [Gilbettal, 1998], to name a Sstructure is gradually reduced by decreasing the number
few. Of special importance is the main drawback of-GP 0f inputs. The sensitivity of each structure is the average
the slow speed of model development due to the inhereff the calculated derivatives on every one of the stacked
high computational requirements of this method. For redféural nets. The procedure performs automatic
industrial applications the calculation time is in order ofélimination of the least significant inputs and generates a

days or even weeks, even with the current high-end pCS_matr!x _of input s_ensitivity Vs. input eliminati(_)n. Thi_s
matrix is the basis for selection of the most influential

These problems inherent to GP can be partially overcon{8PUts for the final nonlinear sensitivity analysis by GP.

by integration with other approaches in soft sensofStep 4: Convolution parameteestimation

developme_nt. For example, support vector machln_es Cfhis step is necessary when we have to deal with time
detect outliers and compress the data set only with thgs|ays The classical approach to handle time series by
most informative data [Vapnik, 1998], time delays can b&eyral nets is to add additional inputs for the previous
“absorbetl by convolution functions tuned by neural time steps. Unfortunately, this technique increases the
networks [Tank and Hopfield, 1987], operating regime-gimensionality of the neural net significantly. For
related data can be identified by principle componengxample, if one has a problem with five inputs and one
analysis, etc. The objective of the integration is to supplywants to use the current input plus the inputs from five
GP with clean, informative and parsimonious data sets. Iprevious time-steps as inputs to the network, then one
this way all the advantages of GP are enhanced and w®eds a network with 30 inputs as opposed to the original
drawbacks are reduced. five. This increase in the dimensionality of the input
vectors has a large impact on the number of required data
The pre-GP steps of the hybrid intelligent systemgpoints for a proper model identification. The problem is
methodology for soft sensor development are th&ven bigger in the case of GP modeling. Therefore, it
following: would be desirable to include information from previous
time-steps without increasing the dimensionality of the
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