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Abstract

The European Rail Traffic Management System (ERTMS) is a new signalling scheme that is
being implemented worldwide with the aim of improving interoperability and cross-border
operation. It is also an example of an Industrial Control System, a safety-critical system which,
in recent years, has been subject to a number of attacks and threats. In these systems, safety
is the primary concern of the system designers, whilst security is sometimes an afterthought.
It is therefore prudent to assure the security for current and future threats, which could affect
the safe operation of the railway.

In this thesis, we present a systematic security analysis of parts of the ERTMS standard,
firstly reviewing the security offered by the protocols used in ERTMS using the ProVerif tool.
We will then assess the custom MAC algorithm used by the platform and identify issues that
exist in each of the ERTMS protocol layers, and aim to propose solutions to those issues. We
also identify a challenge presented by the introduction of ERTMS to National Infrastructure
Managers surrounding key management, where we also propose a novel key management
scheme, TRAKS, which reduces its complexity. We then define a holistic process for asset
owners to carry out their own security assessments for their architectures and consider the
unique challenges that are presented by Industrial Control Systems and how these can be
mitigated to ensure security of these systems.

Drawing conclusions from these analyses, we introduce the notion of a ‘secure architec-
ture’ and review the current compliance of ERTMS against this definition, identifying the

changes required in order for it to have a secure architecture, both now and also in the future.
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Chapter 1

Introduction

The United Kingdom (UK) rail network is undergoing a major transformation from legacy
systems, some of which date back to the Victorian rail ‘revolution’, to the digitisation of more
components from the track to the train itself. The objective of this transformation is to increase
line capacity, improve punctuality, simplify maintenance and improve reliability whilst further
developing interoperability to allow cross-border operations.

The new solution, which is in the process of being implemented, is the European Rail
Tra ¢ Management System (ERTMS). This platform comprises the European Train Control
System (ETCS), a suite of protocols and standardised applications for in-cab signalling and the
Global System for Mobile Communications for Railway (GSM-R) wireless communications
protocol for train to trackside messaging.

With the increased digitisation of our railways, we must ask the question: what threats
may exist to the railway and what are the future risks that could arise? . ERTMS is a standard
born out of a European Union (EU) Directive which has roots as early as 1997 [22]. We see, in
other sectors, such as telecommunications that, if the security of a system is not continuously
reviewed (for example, GSM's primary encryption cipher, A5/1 is now considered to be broken

[100]), or the attack model is not evolved to consider today's attacker capabilities [41], it is

1



1.1. The Need for Assurance 2

possible for attacks to have a higher likelihood of success. When we consider the rail network,
systems are designed to fail safe. If an attacker had the ability to compromise a train, they
have won the game where the safety of the train and rail network could also be subsequently

compromised.

We therefore need to carry out a detailed analysis of the rail network from a security per-
spective to understand where lapses may have occurred and consider a factor that a ects all
Industrial Control System (ICS) environments their inherent lifespan. ICS systems, com-
pared to typical commodity equipment, have a much longer lifespan in the order of decades,
rather than years. This presents a problem to ICS owners when considering the security of
their systems, where there is a gap between what was previously considered secure compared
to what may now be insecure. It is also important to look at the future of these systems.
Speci cally, security decisions should be modular, so that if a vulnerability arises, there is an
opportunity to address the exposure. This is where safety and security meet and are intrinsi-

cally linked.

The ERTMS standards have been developed by a large number of parties representing rail
equipment vendors, Infrastructure Managers and the European Rail Agency (ERA). The stan-
dards are spread over 50 separate speci cation documents, totalling over 1,000 pages, with a
particular focus on backwards compatibility and interoperability. With this volume of docu-
mentation, there is the risk of ambiguity in the speci cation, signi cant complexity and critical

details (particularly for the security community) to become hidden in other technical details.

1.1 The Need for Assurance

As we have seen in widely-used code libraries, e.g. OpenSSL [149], for a stack of safety-critical
protocols and applications, it is possible that any implementation of a new system could have
inherent errors or weaknesses. Conversely, what if it was the underlying standard that con-

tained and introduced those weaknesses? Any implementations of the standard would there-
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fore be insecure. It is therefore essential that the standards and speci cations which drive
implementation by vendors provide a security assurance and any potential weaknesses are
identi ed and addressed prior to implementation. In this section, we will highlight the con-
tributions of this thesis to the development of a framework to formally analyse the standards

and their relative security.

For protocols, techniques such as formal veri cation using mathematical modelling can
be employed to verify the correctness of a protocol and ensure that there are no security
weaknesses. In this thesis, we will show how formal veri cation can be used to analyse the
compositional security of the EuroRadio and Application Layer train to trackside protocols
against a given set of security properties. These properties should hold, especially for a safety-

critical system where any potential exposure must be addressed.

However, having a protocol shown to be secure is only part of the assurance process. For
example, whilst a protocol may be secure against replay attacks or prevents cryptographic keys
from being leaked, it may be the case that the cryptography ultimately fails the security of the
system. For systems with a long operational lifespan such as those used in Critical National In-
frastructure (CNI) applications, cryptography may be used to provide message authentication.
However, if the cipher itself is weak, the attacker has another, new, way of compromising the
system itself. Cryptanalysis is an established means of assessing the security of ciphers and
is used in this thesis to highlight weaknesses in the custom-de ned Message Authentication

Code (MAC) cipher used in the EuroRadio protocol.

Finding attack vectors and vulnerabilities in standards and speci cations provides a level
of assurance to owners, operators, vendors and regulatory bodies, enabling them to address
any security issues. However, in some cases, whilst a viable threat may not be conceivable
today, it is essential that the potential future exposure is also assessed and consideration given
to the future security of the system. This thesis will analyse the way that cryptographic keys

are handled in ERTMS and propose a new scheme that considers and addresses future threats
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to the platform, in particular from attackers with quantum computing capabilities. As an
example, which we will review in detail later in this thesis, post-quantum resistance is critical
for new deployments of Supervisory Control and Data Acquisition (SCADA) systems, due to
their long operational lifespan. Whilst today, an attacker could intercept tra ¢ without having
the quantum ability to break certain public-key schemes, in a post-quantum world, they would

be able to recover keys with relative ease.

Conversely, we must assess the process used to install these cryptographic keys on equip-
ment and its relative security. As mentioned previously, there are subtle di erences between
when ERTMS was initially rati ed and subsequently adopted. The current o ine ERTMS
scheme is currently in the process of being replaced with an online, Public Key Infrastruc-
ture (PKI)-based scheme. However, as previously discussed, we need to ensure that it remains
secure for the future by analysing and assessing potential areas of exposure including human
factors in key management. Unlike protocols and cryptography, where implementation er-
rors may occur, key management may also involve a human element, e.g. to transport keys,
or carry out an authorisation. This element, therefore, needs to be equally assessed and im-
provements identi ed which minimise the possibility of poor practices becoming the norm or

prevent social engineering attacks which are similarly of concern [101].

Finally, we should also consider the asset owners and determine ways that they can im-
prove the security of their systems. One of the biggest threats to any architecture is where the
asset owner simply does not have a comprehensive understanding of their system. There may
be some knowledge siloed in the organisation or, through organisational change, the knowl-
edge may no longer be held. For an adversary, this means that they could look for potential
entry points which the asset owner is either unaware of, or the level of interconnectivity in
the system has not been appraised. Again, if the adversary is able to gain a foothold into
the system, they may be able to follow these unrealised connections between systems. With

the introduction of the EU Network and Information Security (NIS) Directive, it is essential
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for system owners to con dently assure the security of their systems, especially where the

security models and adversary capabilities are constantly evolving.

All of these points pose the question: how can we con dently assure the security of our
systems? Using De nition 1.1 below, we will try to answer this question in the forthcoming
chapters of this thesis and demonstrate how vulnerabilities found in each part of the ERTMS
stack mean that this de nition does not hold. Through analysis, proposed improvements and
mitigations, we are, however, able to demonstrate that we can provide a secure architecture for
ERTMS. This De nition primarily concerns itself with the security of individual components

but also considers the compositional security of an architecture.

De nition 1.1 (Secure Architecture of an Industrial Control System) We consider an In-
dustrial Control System (e.g. ERTMS) as having a “secure architecture' if it has the following
properties:
" Each component is veri ed for its security posture.
" Critical components (e.g. SIL3/SIL4) have a clearly de ned security pro le and measures
have been taken to minimise the risk of exploitation.
" Protocols and cryptographic proposals are veri ed and the security assured for the lifespan
of the platform.
" Messages and data are provided su cient protection such that an attempt by an active
attacker is always detected and the presence of a passive attacker does not compromise th

security or safety of the system.

Safety Integrity Levels (SILs) de ne risk thresholds for a given system, and the con dence
placed in the safety performance of that system. SIL levels are extensively used in safety-
critical applications, where four SIL Levels (further explained in Chapter 2) specify the likeli-

hood of failure for a system.
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1.2 Thesis Overview

In this thesis, we will "dive down' the ERTMS stack from the perspective of the train and the

Radio Block Centre (RBC), before returning back up the stack, reviewing the security of the
standards from a holistic viewpoint and considering the existing and potential future threats

to the platform. This thesis is structured as follows:

Chapter 2 Here, we outline the necessary technical background for ERTMS, its underlying
protocols and architecture and the evaluation methods and tools that will be applied in this

thesis. We will also review the EU Network and Information Security (NIS) Directive, its impact

on system owners and the interplay between safety and security.

Chapter 3 From the overview of ERTMS and analysis techniques, we will review the existing

literature, including previous and related work in this area of research and discuss the key
challenges and considerations that exist in ICS and the rail sector. Whilst ERTMS security
research is an evolving area, we will also look at related ICS sectors for inspiration and touch

on real-world applications of analysis techniques, for example, in the nancial sector.

Chapter 4 Building on the work from the previous chapter, we will start to "dive down' the
ERTMS stack, rstly analysing the protocols that are used for ERTMS train to trackside com-
munications. The work presented in this chapter is an extension to a previously-submitted
MSc. Thesis to the University of Birmingham, and is based on the publication:
A Formal Analysis of ERTMS Train to Trackside Communicalignise author, Tom Chothia
and Joeri de Ruiter [51], presented at RSSRail in 2016.

The extensions to the MSc. Thesis include further analysis of the high-priority messages
that are used within EuroRadio and a thorough analysis of the Application Layer protocol,

including its use of timestamps.

Chapter 5 Chapter 4 only considers attacks against the EuroRadio and Application Layer

protocols, where ProVerif assumes the use of cryptography to be perfect (i.e. it is implemented
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correctly and has no vulnerabilities). However, this is not su cient, as the assurance of the
underlying cryptography must be established. In this chapter, we will review the EuroRadio
MAC algorithm in detail and show how an attacker can leverage aws in each of the train to
trackside protocol layers to forge their own messages which would be accepted by the train.
This chapter is based on the publication:

An Attack Against Message Authentication in the ERTMS Train to Trackside Communication
Protocoldy the author, Tom Chothia, Mihai Ordean and Joeri de Ruiter [41], presented at
AsiaCCS 2017.

Chapter 6 What is subtly highlighted in Chapters 4 and 5 is that key management in ERTMS,
required for the EuroRadio MAC and protocol to authenticate trains and RBCs, is also a chal-
lenge, with new proposals coming forward, as we observe from Chapter 3. In this chapter, we
will review the existing ERTMS key management scheme, an o ine, country-speci ¢ system
and its proposed online successor, identifying potential improvements that could be made and
relating these to De nition 1.1 by introducing the EuroBalise into the secure architecture. The
work presented in this chapter is based on the publication:

TRAKS: A Universal Key Management Scheme for ERff M8 author, Tom Chothia, Mihai
Ordean and Joeri de Ruiter [133], presented at ACSAC 2017.

Chapter 7 Looking forward, given the issues identi ed in the previous chapters, we are now

in a position to de ne a framework that allows asset owners to assess the overall security of
their own systems. By using a model-based approach and the Common Vulnerability Scoring
System (CVSS) framework, ICS operators can rationalise and reason about the security of their
systems and identify potential weaknesses and opportunities for improvement. This chapter
is based on the publication (currently under submission):

The SCEPTICS Tool for Threat Analysis in Industrial Control Systémesauthor, Tom Chothia

and Mihai Ordean.
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Chapter 8 When considering the security of ICS, there are a number of obstacles which do
not exist in other settings, speci cally the design lifespan of systems and the requirement
for continuous availability. In this chapter, we will look back at the marriage of security and
safety and the future threats that could become possible in the lifetime of ERTMS. We will
then consider one important, perhaps unique, challenge that ICS and widely-deployed systems
present, namely where recommendations need to work alongside the existing standards before

looking at future areas of work that can be explored.

Chapter 9 We will look back at De nition 1.1 and review how each chapter contributes to

the development of a secure architecture for ERTMS and conclude this thesis.



Chapter 2

Background and Preliminaries

In this chapter, we will review, at a high level, the necessary technical details required for the
remainder of this thesis, including a background of the current signalling system deployed in
Great Britain, followed by an overview of ERTMS, its associated protocols and standards and
the methods we can use to to assure the security of these components. For the purposes of
this thesis and to directly relate to the standards, the United Kingdom refers to the scope of
the Department for Transport (DfT), whilst Great Britain (GB) refers to England, Scotland and

Wales only.

2.1 Existing Signalling in Great Britain

Currently, with the exception of sections of the Great Western main line, running from Lon-
don to Wales and sections of Thameslink, the rail network signalling system in Great Britain is
largely standardised to allow both passenger and freight services to operate on the same infras-
tructure. The Great Western main line operates a di erent system, known as Automatic Train
Protection (ATP), an advanced system which supervises the train to ensure it does not pass a
signal "at danger' or exceed the permitted line speed. This system was introduced following

the Hat eld rail accident, resulting in 4 fatalities and 70 casualties. Thameslink operates on a

9
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combination of the European Rail Tra c Management System (ERTMS) in its "core' and the
conventional signalling system, track circuit block signalling, deployed throughout the rest of
Great Britain.

In block signalling, the rail line is split into a number of blocks. A train cannot enter a
block that is already occupied by another train, as a safety envelope is speci ed to ensure that
a train is able to stop before it overruns into the next block when given a "'warning' aspect.
These blocks are typically of variable length, dependent on a number of factors including line
speed, proximity to stations, and other operational considerations. In Great Britain, a number
of interconnected components are used to provide signalling and deliver a fully-managed and

safe rail network.

2.1.1 Architecture

Compared to some deployments in Europe, the Great Britain signalling system has largely re-
mained unchanged with lineside signals and other physical infrastructure providing "on sight'
signalling authorities. In contrast, for example in France and Germany, in-cab alternatives

exist which allow for increased line speeds.

Figure 2.1: Example four-aspect signal, deployed in the Great Britain rail network, progressing
from a "proceed at line speed’ (green) to a "danger’ (red) aspect.

Lineside signals are typically located to the side of the rail lines (shown in Figure 2.1) or
mounted on gantries to display signalling “aspects' to the driver, providing permission to pro-
ceed into the next supervised block. These signals can be supplemented with “route indicators',

informing the driver of the rail line or platform to which the train will be directed. Other as-
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pect signals exist (e.g. three, two and single-aspect), which may be deployed on less utilised

lines.

All signals of this type are connected to a xed cable network through to a lineside cabinet,
receiving information from a central control system or signal box determining which aspect
to display.

As a train proceeds from one block to the next, it is considered to occupy that block and
have cleared the previous block. In Great Britain, train occupancy can be determined in one
of two ways, using track circuit detection or axle counters. Track circuit detection works
by passing an electrical signal down one rail, where the train wheels will transfer the signal
(due to their conductive nature) to the opposite rail. This signal is detected by a relay placed
alongside the track, showing whether or not a section of track is occupied. It should be noted
that whilst a line can be shown to be occupied, there is no way to identify where in the block a
train is located, as only a positive or negative response is returned. Axle counters are devices
directly attached to one of the rails, counting the number of axles passing through them. The
way this technique works is that when a train moves into a new, unoccupied block, the number
of axles on the train are counted in, and as it leaves a block, they are counted out. If the number
of axles counted out equals the number of axles counted in, then the block is no longer deemed
occupied, where another train may enter that section of track. In some areas of the UK, a
combination of track circuit detection and axle counters are deployed, where both detection

systems are complementary to each other.

2.1.2 Issues with the Existing Signalling System

As previously identi ed, the current signalling system deployed in Great Britain has remained
largely unchanged in recent decades. Reliability, capacity and maintenance overheads are
now a motivation to move to in-cab signalling solutions, including the European Rail Tra c

Management System (ERTMS).



2.2. European Rail Tra ¢ Management System (ERTMS) 12

One of the main issues with lineside signals is the requirement for a driver to be able to
see and process a signal aspect at speed. The West Coast Main Line (WCML) is considered
to be one of the busiest and most congested rail lines in Europe [34], but relies on ageing
infrastructure. The reliance on being able to ‘read' signals at speed, limits the possible speed
that trains can operate, restricting the capacity of the line. Another issue is associated with
the required safety envelope to ensure thety train can stop safely within a block, leading
to the term "chasing signals', where drivers move from one red aspect to the next, introducing

delays.

The reliability of this infrastructure is also another consideration where signal failures
are a common occurrence.The replacement of this infrastructure with digital, in-cab solutions
would not only reduce maintenance cost, but also improve the reliability of the signalling

system due to the reduced number of components and exposed infrastructure.

2.2 European Rail Tra c Management System (ERTMS)

The European Rail Tra c Management System (ERTMS) is a European standard for "next-
generation' train tra ¢ management and signalling, composed of the European Train Control
System (ETCS) and GSM-R. Its primary aim is to improve interoperability for cross-border
operation and optimise railway operations. A prime case-study for the bene ts delivered by
this standard is the Thalys PBKA train which has seven di erent signalling systems onboard
to handle operations on di erent lines and country standards. Where ERTMS has not been
deployed, existing signalling systems are used, including AWS/TPWS (Automatic Warning
System/Train Protection Warning System) in Great Britain and KVM (Contrdle de Vitesse par

Balises (Speed Control by Beacons)) in France.

ERTMS is currently being rolled out across Europe and, whilst it is a European standard, it

is being actively deployed on high-speed lines across the world. At the end of 2014, over half
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of some 80,000km of railways equipped with ERTMS were located in As@@ne potential
way to deploy ERTMS is through "national deployment' where rolling stock and trackside
infrastructure are upgraded on a large scale. An example of this is the pending East Coast
Mainline deployment of ERTMS in Great Britain within the next decade.

In addition to the rati ed standards, “baseline' standards are “controlled evolutidris'
the standards which are undergoing operational testing and, once rati ed, become the new

version of the standard.

2.2.1 Architecture

ERTMS has three operational levels, where ETCS Level 1 is the lowest, most basic level and
ERTMS acts as an overlay to the national signalling system. Within this level, EuroBalises
are responsible for delivering the signalling "Movement Authority' issued by the Radio Block
Centre (RBC) to the train (allowing it to proceed on the line).

A EuroBalise (EB) (also known as a balise) is a RFID-like device which is placed between the
rails. In ETCS Levels 2 and 3, they are responsible for providing absolute location references
to the train, in addition to track information, e.g. line speed and gradients. Optional messages,
known as "Packet 44', allow for national customisations e.g. default speeds and, in the UK,
is being used for Tilting Authorisation and Speed Supervision (TASS), used on the Class 390
"Pendolintand Class 221Super Voyagéto govern safe tilting actions on the West Coast Main
Line (WCML). Balises are typically grouped into pairs (known as a "balise group’). When a
train passes over a "balise group' it is able to determine its direction of travel and report its
position to the RBC.

In ETCS Level 2, EuroBalises are used as location beacons, which inform the train of its cur-
rent location. Movement Authorities (MA) are given via a train to trackside link and existing

signals are now optional in this operational level. Finally, ETCS Level 3 is the most advanced

Ihttp://www.ertms.net
2https://ec.europa.eu/transport/modes/rail/ertms/general-information/faq_ertms_en
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operational level, removing the requirement for safety integrity monitoring through track-
side circuitry and enabling moving block operation (i.e. a virtual block is created between
trains based on the braking distance capabilities, rather than the xed blocks between signals

currently used in the UK rail network).

Figure 2.2: High-Level ERTMS System Architecture

Trains communicate with one or more RBCs during their journey, where the RBCs are
responsible for issuing command and control messages to the train. RBCs typically cover a
speci ¢ geographical area of approximately 70 kilometres [3]. RBCs acknowledge train loca-
tion reports, verify the safe operation of the railway and also issue commands, known as a
Movement Authority (MA) to the train, which de nes the safe distance the train may travel
and its maximum permissible speed. Each RBC is connected to a xed network to hand over

trains to the next RBC when a train leaves its area of responsibility.
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